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Hacrosiiee pykoBOJCTBO MpEAHA3HAYECHO M1l aIMUHUCTPATOPOB CEPBEPHOM OINEPALMOHHOMN
CHCTEMBI C HHTETPUPOBAaHHBIMH cepBepHbIMU citykO0amu MCBCdepa 6.3 Cepaep.

B Hem mpencraBieHO ONHCAHWE TMOCIIEAOBATEIBHOCTH JCHCTBUN, HEOOXOMUMBIX MJIst
YCTaHOBKH U OOHOBJICHHSI CHUCTEMBI, paCCMOTPEHBI (DYHKIIMOHATHHBIE BO3MOKHOCTH BCTPOSHHBIX

CPEJICTB 3aIUTHl HHGOPMAIIUU, TTOPSIOK UX HACTPOUKHU M MCIIOJIb30BaHHUS.
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1 BBEJIEHHE

MCBCdepa 6.3 CepBep — 3TO MHTETPUPOBAHHOE MPOTPAMMHOE PEIIEHUE, BKIIOYAIOIIEE B

ce0st BRICOKOTIPOM3BOIUTEIBHYIO U MACIITAOMPYEMYIO CEPBEPHYIO OTEPAIlMOHHYIO CUCTEMY Ha 0ase

saapa Linux co BCTPOEHHBIMH CpEICTBaMH 3aIUThl MH(GOPMALUK U OONbIION HAOOp CepBEPHBIX

CITy’O M IPUIIOKEHUI.

MCBCdepa 6.3 Ceprep mnpeaHa3zHaueHa sl CO3aHUSI MOIIHBIX MHOTOIICJIEBBIX CEPBEPHBIX

riatgopmM. C 3TOH LETbIO B €€ COCTaB BXOJAT CIIEIYIOIINE CEPBEPHBIE CITYKOBI U MPUIIOKEHUS:

BeO-cepBep;

daiin-cepsep;

cepBep NevaTu;

MIOYTOBBIN CEPBEP;

cepBep 0a3 NaHHBIX;

cepBepbl ayTeHTU(UKALIUY;

CepBep YIaJICHHOTO YIIPABJICHUS;

cepBep Pe3epBHOTO KOIMTUPOBAHHS

CpeZCTBa yIpaBJIEHUS KJIacTepamH;

CpcacTBa YIpaBJICHUA BUPTYAJIbHBIMU MAllITUHAMU
CpeACTBa aIMUHUCTPUPOBAHMS U 3AIIUTHI HHPOPMALIUY;

JIpYTHUe CepBEPHBIE CIYKOBI U TPUIIOKEHUS.

MCBCdepa 6.3 CepBep coBMecTHMa C OOJBIIMM YHCIOM COBPEMEHHBIX CEPBEPHBIX

anmapaTHbIX TaTGopM Ha Oase 64-x paspsasbix mpoueccopoB Intel 1 AMD. Jlns ycraHOBKH U

paboret MCBCdepa 6.3 CepBep TtpeOyercs KOMIBIOTEp €O CIEAYIONIMMUA MUHHMAaTbHBIMU

XapaKTePUCTHUKAMMU:

64-x 6uTHBIN Tporieccop Intel umu AMD;
1024 MB onepaTuBHOI aMATH;
10 GB cBOOOAHOTO POCTPAHCTBA HA JKECTKOM JIHICKE;

ycTporctBo uTeHus:t DVD-nuckoB.
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2 YCTAHOBKA 1 OBHOBJIEHUE CUCTEMbI

2.1 YcraHoBKa CHCTEMBI

Js  ycranoBkm MCBCdepa 6.3 CepBep HE0OXOIWMO BBITOJHUTH  CICAYIOIIYIO
OCJIeI0BATEIbHOCTD ICHCTBHIA .
1. BceraseTe DVD-auck ¢ unctamsmuonasiM quctpuoyrusom MCBCdepa 6.3 Cepsep

B YCTpOﬁCTBO YTCHUA JaHHBIX C ONITUYCCKUX JUCKOB U OCYIICCTBUTC 3arpy3Ky € HCTO.

r

flospo noxAnoeATs B MCBCoepa 6.3 Cepeep?

HHCTAANWPOBATE WAWM OSHOBWTL CYUECTBYOWYW® CUCTEMY
HHCTAANWPOBATL CMCTEMY C BA3OBMM APAWBEPOM BUAED
BOCCTAHOBUTE WHCTAAAMPOBAHHY® CUCTEMY
3ArpY3MTLCA C AOKAABHOMD AWCKA

Tec TUpOBAHWE MAMATH

Press [Tabl to edit options

Coepa

Pucynok 1 — 3arpy3ka cuctemsl ¢ IUcKa

* Tlepenm HadajioM YCTAaHOBKM WM OOHOBJICHHS CHCTEMBI DPEKOMEHIYETCS NpPEABAPUTEIHHO O3HAKOMHUTBCS C

MpOoIIeIypaMy KOHTPOJIS LIEIOCTHOCTH IPOTPaMMHON CpeIbl, OMMCAaHHBIMHE B pasnene 10.
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2. IlepBoHauanbHas 3arpy3ka IMPOXOIAMT B TEKCTOBOM pexume. Ha skpane orobOpassiTcs

COOOILIEHUS O 3arpy3Ke OTJCIbHBIX MOAYJIEH YCTAHOBOUYHOM CHCTEMBI.

[t 2

registered taskstats version 1

rtc_cmos BB:84: setting system clock to 2813-82-84 18:88:18 UTC (1359972498)
Initalizing network drop monitor service

Freeing unused kernel memory: 1268k freed

lirite protecting the kernel read-only data: 18248k

Freeing unused kernel memory: 972k freed

Freeing unused kernel memory: 1732k freed

Greetings.
lanaconda installer init wversion 13.21.176 starting
mounting ~#proc filesystem... done

creating ~#dev filesystem... done

lstarting udev...input: ImP3-2 Generic Wheel Mouse as rsdevicessplatform/i8B42-/ser
iolsinputsinput3d

done

mounting ~sdevspts (unix98 pty) filesystem... done
mounting ~sys filesystem... done

trying to remount root filesystem read write... done
mounting #tmp as tmpfs... done

runming install...

running ssbin-loader

detecting hardware. ..

waiting for hardware to initialize...

Pucynok 2 — 3arpy3ka MoJiysiel CUCTEMBbI

3. 3aTeM cucTeMa MPEIJIOKHUT CleNaTh MPOBEPKY LETOCTHOCTA YCTAaHOBOYHOrO Aucka. IIpu
HEOOXOIMMOCTH CcJieNlaTh MPOBEPKY CIIeNyeT BhIOpaTh M HaxkaTh KHONKY «OK», mis npopomkenus

YCTAHOBKH CJIE€IyeT BBIOPATh M HAXATh KHOTIKY «SKip».

lelcome to MSUSphere for x86_64

Disc Found

To begin testing the media before
installation press OK.

Choose 3kip to skip the media test
and start the installation.

<Tab>s<Alt-Tab> between elements | <Space> selects i <F12)> next screen

Pucynok 3 — [IpoBepka 11eT0CTHOCTH YCTaHOBOYHOTO AUCKA
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4. JIng Toro 4ToObl HAYATh MPOBEPKY, HY>KHO BBIOPATh U HAXKATh KHOMKY «Test».

e lcome to M3USphere for xB6 64

Media Check

Choose "Test" to test the disc currently
in the drive, or "Eject Disc” to eject
the disc and insert another for testing.

<Tab>s<Alt-Tab> between elements i <Space’> selects i <F1Z> next screen

Pucynok 4 — Hauvano npoBepku

5. Ha skpaHe nOSIBUTCS ClIEAYIOIEe COOOIIEHHE.

lelcome to MSUSphere for x86_64

Success

The image which was just tested was
successfully verified. It should be
OK to install from this media. HNote
that not all mediarsdrive errors can
be detected by the media check.

<Tab>s<Alt-Tab> between elements | <Space> selects i <F12)> next screen

Pucynok 5 — OkHo-nipeaynpexxaeHue
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6. s mpoJosKeHus mpolecca YCTaHOBKM HEOOXOoAuMo BcTaBUTh DVD-nuck B ycTpoiicTBO

YTEHHS U HaXaTh KHOMKY «OK».

lelcome to MSUSphere for x86_64

Media e jected

The disc currently inserted to
your drive was e jected. Press
DK to continue.

<Tab>s<Alt-Tab> between elements | <Space> selects i <F12)> next screen

Pucynok 6 — CoobiieHre 0 Heo0X0MMOCTH BCTaBUTh auck B DVD-ROM

7. YcTaHOBOYHAS CHCTEMa 3arpy3uT rpadudecKuii MOIYJIb.

e lcome to M3USphere for xB86_64

| Media Detected |

Found local installation media

<Tab>s<Alt-Tab> between elements | <Space> selects i <F12)> next screen

Pucynox 7 — 3arpy3ska rpaduueckoro MOoys

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




11
HAYB.13001-01 91 01

8. Tlocne 3TOro ycraHOBOYHAs CUCTEMA MEPEXOAUT B rpadyUuECKHUil peKUM pabOTHI.

Running anaconda 13.21.176, the MSUSphere system installer - please wait.

Pucynok 8 — I'paduueckuii pexxuM paboThI

9. Korjaa nosiBUTCS SKpaH NPUBETCTBUS, HAKMUTE KHOMKY «Next».

| =) Next

Pucynok 9 — DkpaH npuBeTCTBUA

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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10. Cucrema npemjiokuT BEIOpaTh A3bIK. BEIOpaB s3bIK, HAXKMUTE «Next».

What language would you like to use during the
installation process?

¥ E
Marathi (Fwrdi)

Nepali (Nepali)

Northern Sotho (Northern Sotha)
Norwegian{Bokmal) (Norwegian(Bokmal))
Oriya (@%2)

Persian (o ls)

Polish (polski)

Portuguese (Portugués)
Portuguese(Brazilian) (Portugués (Brasil))
Punjabi (et

Romanian (Rom&na)

Serbian (cpncku) =
Serbian(Latin) (srpski(latinica))
Sinhala ([
Slovak (Slovenéina)
Slovenian (slovenséina)
Spanish (Espafiol)
Swedish (Svenska)
Tajik (Tajik)

Tamil (s16p)

Telugu (Beoi)

Turkish (Tarkce) i
Ukrainian (YxkpaiHcska)

Pucynox 10 — Be16op si3bika

11. IMocne 3Toro OyaeT NpeanoKeHO BHIOPATh PACKIAKy KIaBUATYPHIL.

® BeibepuTe packnajky KAaBnaTypbl.

KaHa/ICKast ((pp CKIAW] (~]
Kopeiickas

NaTHHOaMepNKaHCKas

MakenoHckasa

Hemeukasa

Hemeukaa (latinl)

Hemeukas (latinl, Bes mepTBbIx KnasuLwL)
Hopseckan

Monbckan

MopTyranbckan

PyMbIHCKas

Cepbckas

Cepbckas (NaTUHCKKA)
Cnosaukui (qwerty)
CnoseHckas

CoennHeHHOe KoponescTBo
Typeukas

YKpaHHCKas

DUHCKARA

Purickas (latinl)
DpaHLLy3cKan

Onanivackas (1atin1] o

Pucynok 11 — Bei6op packiiaku Ki1aBuaTypbl

W3m. | Jluct| No noxkym | Ilonnm |[lara
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12. 3arem mnotpebyercs BbIOpaTh THII YCTPOWCTB, KOTOpbIE OyIyT HCIIOJIB30BaThCS MPU

ycraHoBke. [Tocne BbIOOpa THIA YCTPOICTB cleayeT HaXKaTh KHOMKY «Jlanmeex.

KaKoil TUN yeTpofcTs BYAET MCMO/b30BaTLCA NPM YCTaHOBKE?

CTaHnapTHbie HAKONMTENN
@ ycTaHoBKa WM OGHOENEHUE Ha CTEHAAPTHSIX HAKOMUTENSX, STOT EEIGOP NOAXOAWT, ECAA Bbl He k
YBEDEHBI, KAKOH BAPMAHT CIEOYET BHGPATS.

_ CneunansHele HakonuTenn
' No3sBonseT yCTAHOEWTE M OBHOEWTS YCTPOACTSA SAN (Storage Area Network), ROGaBUTE AWCKM FCOE,
iSCSI, 2FCP W 3anaTh yCTPOACTEA, KOTOPLIE YCTAHOBLLUK A0%eH Gy LET NPONYCTUTH

)

Pucynox 12 - Bei6op Tumna ycTpoicTB, KOTOpbIE OYIyT UCTIOIB30BAThCS MIPH YCTAHOBKE

13. Ha sxpane nosiBUTCs OKHO-peaynpexaeHue. Haxxmure kHonky «/la, ynanuth naHHBIE»,
€CJIN YCTPOMCTBO XPaHECHMs HE COIACPKUT BaKHbIC JaHHbIE, KHONKY «Her, coxpaHUTh AaHHBIE» -

€CJIM YCTPOMCTBO XPAaHEHUS COJACPKUT BaKHBIE TaHHbIE, KOTOPhIE HEOOXOIUMO COXPAHUTD.

MpeaynpexaeHue Mo NOBOAY YCTPOWCTB XPaHEHUA
A
& YCTPOUCTBO MOXKET coaepXaTk AaHHble.

~ ATA VMware Virtual I
w— 20480.0 MB Ppci-0000:00: 07.1-5¢si-0:0:0:0

Ha ycTpoicTee He 0bHapyeHsl pa3aenbl 1 (raitNoBLIe CUCTEMbI.

BO3MOXHO, 3T0 YCTPOICTBO NycToe, MNK BHPTY .
EC/ 3T0 He TaK, NP1 NPOIO/IXEHNH YCTAHOBKMW NaHHbIE, HaXOAALINeCs

Ha 3TOM YCTPOICTBE, MOrYT 6bITh yTpadeHsl. s Npel0TBpaLLeHUs
NoTepN AaHHbIX 3TO YCTPOCTBO MOXHO WCKIIOYUT U3 YCTaHOBKM.

Bbl YBEPEHbI, YTO 3TO YCTPOACTBO HE COAEPMMT BaXKHbIE AaHHbIE?

MpuMeHnTb Mol BLIBOP KO BCeM yCTPOMCTBaM C Hepacno3HaHHbIMK pa3fenamMi W (JaisioBbIMU CUCTEMaMKU

| ba, ynanuTe faukble | | HeT, cOXpaHMTb AaHHble

‘ fmHasan ‘ ‘ =) flanee ‘

Pucynok 13 - OkHo-nipeaymnpexaeHue

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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14. Teneps 3amaiiTe UM KOMIBIOTEPA UL €T0 UACHTU(UKAUK B ceTu. [|Ji1 HaCTpOHKU ceTu
Ha)XMHUTE KHONKY «HacTpouTs ceTb», M NPOIODKEHUS IPOLECCa YCTAHOBKM HAXXMUTE KHOIIKY

«/lanee».

o MpucBoiTE 3TOMY KOMNLIOTEPY MMA, KOTOpoR
E ‘% GyAeT MCMoNb30BaTECA AN €0 MASHTH(RMKALUN B

= ceTn

Wms y3na: [

HactpouTs ceTs

‘ dmHasan ‘ ‘ »Eanee|

Pucynok 14 — Ims xomnbrorepa

15. 3amaiite HacTpoWku cetu. Jlisi m0OaBIEHUS CETEBBIX COCAMHEHUH HAXMHUTE KHOTIKY

«J106aBUTH».

= MpUCBOIATE 3TOMY KOMTIBIOTEDY MMS,, KOTOpOE

[
|, ‘ ByZeT MCronb308aThCA ANS €r0 MASHTUQNKALIK B
= cetn.

L ER'EY ERlllocalhost. localdomair

CeTeBble cOEANHEHUA

& MNposoaHbie|| & BecnposoaHble ‘i MoBunbHbie @ VPN DSL
Hassatue Mocnearee noknwyenue || obasuts |
System etho He 6biN0 NoAKIYEHNS

3aKpsiTh

HacTpouTh ceTb

‘ 4uHasan ‘ ‘ »ganee‘

Pucynok 15 — Hactpoiika cetu

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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16. Vkaxure BpEeMEHHYIO 30HY, B KOTOPOH pacmojoXeH Baml KommbioTep. Bribepure

BPEMEHHYIO 30HY U3 CIHCKa WM Ha KapTe, Iocje Yero HaxxMure «/lanee».

YkaxuTe OAMXaALINA FTOPOA B BalLeM YacoBoM MoACe:

D)
BuibpaHHbiit ropon: Mocksa, Espona (Mocksa+00 - 3ananHan YacTs Poccum)

| EBpona/Mocksa =

CNCTEMHBIE Yackl NCnonb3yioT UTC

Pucynox 16 — Be16op BpeMeHHO# 30HbI

17. 3agaiiTe maposib agMUHUCTpATOpa - CYINEPIOJb30BaTeis ¢ JIOTMHOM root. Ilaposnb He
MOXET OBITh KOpode O-TH CHMBOJOB. [[JIsi MOBBIMIEHUS YPOBHSI 0€30MaCHOCTH PEKOMEHIYETCS
UCMOJIb30BaTh 0oJiee UIMHHBIE W CTOWKHME MapoJid, MPEACTaBISAIOMNE COOOW IO BO3MOXHOCTH

HEOUYEBUIHBIE coueTaHus OyKB, NP U 3HAKOB MPETUHAHMUSL.

Y4éTHas 3anmnck root HCNoNb3yeTcs Ans
aMUHNCTPNPOBAHWS CUCTEMBI.
BBeauTe Naponib No/b30BaTens root.

Napone root: [ -------- l

MoaTsepauTe: [ -------- l

| 4aHazan | ‘ »ganee‘

Pucynok 17 — ITapons agmuHHCTpaTOpa

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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18. Ha cnemyiomeM mare cucTeMa MpeNIoXKHUT BBHIOpaTh THUIl YCTaHOBKM. BbIOpaB TuIl

YCTaHOBKH, HAXMHTE KHOIKY «Jlanee».

KaKo#i TN yCTaHOBKM Bbl NPEANO4NTaeTe?
Bcé NpocTRaHCTED
YRanaeT ace pasnensi Ha BHEPaHHbX YCTPORCTEAX, B TOM 4UCHE W PA3AENN, COIRANHEIE APYT UMM
OnepaLUOHHEIMY CHCTEMa M
M CoBeT: 3T0T BLIGOP NPUEEAET K YARNEHIIO AAHHAX Ha BHBPaHHEIX YETPORCTEAX. YGERUTECH, uTO ¥
Bac cCTh peacpanLE KoMMH

3aMeHUTL CyLuecTByIOLLYI0 cucTeMy Linux
¥AANAET TOABKO pasmensi LiNUX, CO3NARHKIE 5 XONE NPEABIAYILER YCTAHOEKY Linux. Mpw 3TOM APy e
pasgent: (Hanpumep, VEAT i FAT32) He GyayT yAaners

‘COBeT: 3TOT BLIBOP NPUBEAET K YAANIEHVIO AAHHBIX Ha BHIBPAHHbIX YCTPOACTBAX. YBEAMTECH, HTO ¥

aaaaaaaaaaaaaaaaaaaaaa

= YMEHBILMTE CyLLecTBYIOLLY IO CHCTeMY
: CoKPaURET €y LiecTEYIOLIME PA3AENH & LEnao wecra ana

(% Mcnonusosath cBoBoAHOE NPOCTPAHCTEG
O [ Compmmer reyine ammare  pasien s scrom T zonkko rpacnaeenéiios pocTpa e 12
SOpaNAIX YCTRORCTSAY, MbEANONATas, 4TO STOTO OYAST AOCTATOMHO

Cospate cobcreentoe pasbuenue
O g roveonner cosna. concraenios va P ¢ nomowL 0
YR co3nariuA pasaenon

[ 3almMdppoBaTs cucTemy
[] [pOCMOTP 11 U3MEHEHMUE CTPYKTYDbI Pa3fenos

[

Pucynok 18 — Bei6op Tuna ycraHOBKH
19. TlosBUTCA MpeaynpekaAeHNe O BBIMOJIHEHUH 3allUCH MH(MOPMAIIUN O XPaHUIMILE HA JHCK.

Ecnm BBl yBepeHBI, YTO ASTOT JUCK JACHCTBUTEIBHO HEpa3MEUeHHBIH, HaxMute «COXpaHUTh

U3MCHCHU HA JUCK>.

BLINO/HSAGTCS 3aNMCh H(OPMALUN O XPAHWINLLE HA AUCK

A ® napamerpei 6yayT
£5%  sanncanbl Ha auck. laHHbIE B yAANAEMbIX

1 (POPMATMPYEMbIX pasnenax GyayT

yaaneks.
[ BepHyThCs | | coxpamuTe nsmenerus na mnck

| €anasan | | @ panee |

Pucynoxk 19 — OkHo-nipeaynpexaenue

20. 3areMm cucTeMa MPEAJIOKHUT BBHIOpPATh Ul YCTAaHOBKH HY)KHBIE IPOTPAMMBI ¢ yKa3zaHHEM
TpebyembIx nakeToB. [t oGecneuenuss nHGOpPMaAITMOHHOM 6€30MaCHOCTH HEOOXOIUMO YCTAHOBUTD

BCce peanusyromue (GyHKUHAM 3aluThl MHQOpPMAMKM MNpPOTpaMMHBIE MAaKEThl, MepedyHCIeHHbIE B

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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[TpunoxeHnn K HACTOSIIEMY PYKOBOJCTBY. DTO MOXHO CHE€NaTh Ha JAaHHOM IIare, BHIOpaB Tak
Ha3bIBAEMYIO MOJIHYIO YCTaHOBKY, T.€. B PyYHOM PEKUME, UCIOJb3Ysl KHOINKY «/lOMOJHUTEIbHbIE
IakeThl», BbIOpaTh BCE HpOrpaMMbl M BCE MAKEThl, WIM MO3KE, MPOBEIS TaK Ha3bIBaEMYIO
BBIOOPOYHYIO JIOYCTaHOBKY, aHAJOTMYHO TOMY, KaK 3TO omucaHo B moapasnene 10.3 nns makera
yruinutel AIDE, npuuem npu 3aganuu kKoMasAsl yum install MOXXKHO ykas3bIBaTh HE OAMH, a Cpasy

HCECKOJIBKO MJIK BCEC MMAKEThI, ICPCUUCIICHHLIC B HpI/IJ'IO}KeHI/II/I.

CranpapTHan ycTaHoska MCBCepa 6.3 Cepsep BKAIONAET MIUHUMaNbHEIR HaGop
nporpamm. Mo enaHuo MoXHO BBIGPaTL APYroi HaBop Nporpamm.

@ CTaHOapTHbIR cepeep

© Cepsep 6assi narHbix

O Beb-cepsep

© Cepsep ynpasnenna naeHT(UKaLMER

0

XocT upTyanusaumnm
© PaBouuii cron

© PaBouan cranuns paspaboTki Nporpamm
© MuHUMansHbIi

BuIGepyTe AONONHNTENbHbIE PENO3UTOPUN ANA YCTaHOBKM MO.

MSVSphere 6.3 Server

MOXHO N3MEHNTb HAGOP NAKETOB CEM4ac AW NOCNE SABEPLUEHINS YCTaHOBKI C
noMoLybio c Oi MPOrpamMMbl nakeTamn.

©® HacTponTs nosxe () HacTpouTs ceiidac

| 4mnasen | | »ganeel

Pucynox 20 — Ber6op HabopoB mporpamMmm

21. Ecam npoBoauTh 0a30BYH0 WHCTAUISAIUIO «II0 YMOJYAHUIO», TO IO €€ 3aBEPIICHHUIO
MOSIBJISIETCS. OKHO JUIsl pabOThI B TaK Ha3bIBA€MOM KOHCOJIBHOM pEeXHMeE, a rpaduueckas padouas
cpena He ycTtaHaBiuBaercs. s obecriedeHHs BO3MOXKHOCTH pPabOTBl B Tpaduueckoil cpene

HGOGXOZ[I/IMO BbI6paTb AJIL YCTaHOBKH COOTBCTCTBYROIIIUC pa60q1/1 CTOJIbI U IIPHUJIOKCHUS.

BasoBas cMcTeMa rpaduyYeckme cpeacTsa aAMMHACTPHPOBaHUA
Cepseps I3 ¥l KnueHTsl yaanénHoro pabouero ctona
Be6-cnyx6b1 - ¥ MeTombl BBOAA
Basbl QaHHBIX 15 ¥ NnaTtdopma Desktop
VnpaencHue cucTeMoii 3 Paboumi cton
BupTtyanusauna [ 0 PaBoumn cron KDE

SEe z Cuctema X Window
Mpnnoxenun COBMECTUMOCTB C ycTapeBLUel cucTeMon X Winc
MporpaMMuposaHue 27 ¥ CpeacTsa OTAAAKN M NOAREPXKU NPON3BoaUTE
Hap@xHoe xpaHunuile

‘& @ CTanpapTHbil paGouuil cTon
BLICOKMI YPOEeHb JOCTYNHOCTH o

PacnpeneneHue Harpysku
MoamepxKa MacWTabupyeMbix hainoBbix CUCT

AsbIKM
& > G B
LWpMETE ANS OTOBPaXXeHNA TEKCTa Ha PasAM-Hb X A3bIKaEX.
BbIGpaHS! LOMONHATENbHBIE NaKeTs™ 32 13 35
| MononsuTensHele nakeTsl |
| 4mttazan | | o gance |

Pucynok 21 — Bei6op mporpamm 1 JONOJTHUTEIBHBIX TAKETOB

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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22. CucremMa B aBTOMAaTHYECKOM pEXHME IPOU3BEIECT BCE HEOOXOAMMBIE IPOBEPKU U
BBIIIOJIHUT YCTaHOBKY IPOrpaMMHOr0 oOecreueHus. Bpemsi ycTaHOBKHM 3aBHCHUT OT CKOPOCTH

pa6OTI)I KECTKHUX JUCKOB BallI€r0 KOMIIBIOTEPA.

\S MCBCdepa
Cepsep
v.6.3

\

YCTAHOB/NEHO NaKeToB: 7 U3 1081

YctaHoeka filesystem-2.4.30-3.el6.x86_64 (0 baiT)
The basic directory layout for a Linux system

Pucynok 22 — YcraHoBKa IporpaMMHOT0 00ecrieueHust

23. Ilo 3aBeplieHUN YCTaHOBKH IMOSIBUTCS COOTBETCTBYIOIIEE COOOIICHHE. VI3BIeKUTE NUCK, C

KOTOPOI0 MPOU3BOIMIACH YCTAHOBKA, U HAXKMHTE KHOTIKY «[lepezarpyskax.

MNosgpasnsem, ycraroska MCBC(hepa 6.3 Cepsep 3asepluena.

Mepe3arpysuTe cMcTeMy, YToGbI Ha4aTk e MCMoNb30BaTh. OGpPaTUTE BHNMAHKe, YT yXKe MOryT GeiTe
AOCTYNHBI 0BHOBNEHNS, KOTOPBIE HyXHbI NSl KOPPEKTHOI PaBOTbI Ballel CHCTEMDI. PEKOMEHTyeTCs
—— YCTaHOBWTE 3TV 0GHOBNEHNS NOC/e Nepesar py3Ku.

‘ s nepesarpysxa

Pucynok 23 — DkpaH nocie yCTaHOBKU

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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24. Ilocne nepe3arpy3ku nosiButcs npusercreue. Haxxmure kHonky «Brepen».

» fobpo
noxanoeaTe

WudopMauus o
GUTTERETT
MonesosaTtenes
fara n BpeMa
Kdump

Lo6po noxanoBatb

0OcTanech elé HECKo/bKO Waroee, Noc/e Yero Bala cncTema bynet
roToea k paboTe. B 3ToM BaM MOMOXET NOMOLIHVK N0 HAaCTPOAKE.
HaXKMUT e KHOMKY NpoaoiKeHus

Bnepén

Pucynok 24 — IIporpamma nepBoHadaabHOW HACTPONUKH CUTEMBI

25. Cucrema npeasioxKUT NPUHSTH YCIOBUS JIMIIEH3HOHHOTO COTJIAIICHHUS.

Aobpo
noXanoeaTe
WHdopMayua o
NALEH3AN
Mone3oBaTens
NaTa u Bpems
Kdump

NHdbopmaLms o nuLeH3nm

NUUEH3WOHHOE COTNALIEHWE KOHEYHOTQ NONL3QBATENA =
HacToswwee JInyeH310HH0oe CorNallerne Nolb30saTens (Aanee — Cornawenne) 3axaio4eHo
MEXAY BaMU, MWLM (fanee - Mob30BaTeNb), NPaBOMEPHO BAAACIOLLUM SK3EMINAPOM U NPaBOM
MCNeb30BaHWA NporpamMHoro obecnevenus MCBChepa 6.3 Cepeep (fanee — Mporpamma), u
000 «HaumoHaneHbIl LEHTR Noafgepxki v paspaboTku» (ganee - NpaeoobnapgaTens).
EC/M B HE COMNACHBI C YCNOBUAMI AHHOM0 COFNALIEHNS, Bbl HE [LOMMHLI UCNONL30BATH MPOrpammy
W (W) 3aKNI0NaTH 40T CBOPLI, HAMPaBEHHbIE Ha NoNYYeHNe NpaBa Meneb30BaHua NMporpaMmsl.
MpofoNKEHNE YCTaHOBKN 03Ha4aeT Balle CorMacke C YCI0BMAMN HaCTORWEro CorNalieHms.
Monb30BaTeNs NONYYaET NPaBOo UCMOML30BAHUA MPOrpamMtel C e fyoLWnMY cnocobami:
- CoBeplienHre Beex AedcTBuA, HeoBXoAuMbIX ANS CNo/b30BaHNA TporpaMMel B COOTBETCTBUN C ee
Ha3HaueHUeM, (YHKLUMOHANEHEIMI BO3MOMKHOCTAMN, 061aC TbI0 NPMMEHEHNS MCKNYATENBHO ANA BHY TPEHHE |
AeATeNbHOCTY MoNb30BATENA, BKIIOYAA YCTAHOBKY W NEPEYCTaHOBKY Mporpammel Ha 3BM i
Monb30BaTeNq, 3anich B NaMATE IBM, KonupoBaHue 1 3anyck MporpamMmsl Ha 3BM lMonb3oBaTens,
ananTaumio MporpamMel, Co3AaHHe pe3epeHoi UNK apXMBHOR KONWM Ha CRYYaR, Kor Aa opuUriHan yTepaH,
YHU4TOXKEH UN CTaN HENPUrofeH AN UCMONb30BaHNA;
- CozfiaHue 6a3 [aHHbIX K NPOrPaMMHBIM MOY1SM W KOMMOHEHTaM, BXOASILIAM B KOMNAEKT MporpaMuel,
B COOTBETCTBUN C BO3IMOXKHOCTAMM, OFOBOPEHHLIMU B SKCNYaTaUUOHHOM AOKYMEHTALNA MPOrpamMms;
- Bocnpowseegedue MporpaMmsl;
- NepepaboTka v (Mn) MoardUKaLra NporpamMMel C YHETOM YCNOBIIA, N3N0KEHHBIX HIKE;
- NoeefeHne nepepaBoTanHsIxX U (1K) MOLUMULMPOBAHHLIX BEPCU [0 BCEOBLLEND CBE ASHUA, X
BOCMPOW3BEAEHNE U PACNPOCTPaHEHNe,
B 0THOWEHMM MPorpamMmel Mob30BaTE Nk TaKXKE No/TyYaeT BCE NOHOMOUNS, NPEAYCMOTREHHbIE =
nuueHsnell GNU GPL v.2, TEKCT KOTOPOA pa3Meller B cocTase AncTpubyTuea Mporpamuel.
NarHoe Cor nalleHue 0THOCUTCH TOMbKE K MporpaMme 1 He or paHuynBae T npasa Monb3oBaTena u
He MpedoCTasnseT AONONHNTENbHEIE NPaBa COrNacHD YCIOBMAM IMUEH3WA Ha KaXKAbIA KOMMOHEHT Mporpal
MpagoobnafaTens rapaHTUpyeT paboTy MporpaMMsl B COOTBETCTBIAN C YCAOBUAMA, OMMCAHHBIMU B SKCMAYE
NOKyMeHTaLwy NporpaMmbl M HaCTOALLEM Cor natleHna,
Mpaeoo6nafaTent He rapaHTupyeT paboTocnocofHoCTh MporpaMMel NP HapyLEHWA YCA0BMA, ONNCaHHBIX
3KCNAYaTaLUUOHHOA NOKYMEHTAELMN, 8 TAKXKE B CyYae HapylweHua MoNb30BaTeNeM yCnoBni HacToAwLero ¢
MpaeoobnafaTens v (aK) ero napTHepPL! He HECY T OTBETCTBEHHOCTH 3a Kakoi-1nbo yuweph, cBA3aHHbIA ¢

P e P Bt er—

@ [la, A NpUHAMale YCII0BMA COT NalleHns

O HeT, A He cornaceH

Hasan Bnepén

Pucynox 25 — JIurieH3MOHHOE COTIAIICHHE

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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26. Temepp  MOXHO  cO374aTh  TOJB30BATENsA, HE  OONANAIONIETO  MOJTHOMOYHSIMH
aJIMUHUCTpaTOpa. 3amaiiTe Kpatkoe «MMs Toib30Baressi», KOTOpoe OyIeT HCIOJIb30BaThCS B
Ka4eCcTBE CHCTEMHOTO JIoTHHA, «[losHOe uMsi» B yIOOHOM Ui IOHUMaHHS BUJE U TIApOJb. 3aTeM

Ha)KMHUTE KHOIIKY «Briepen».

Lobpo

noxanosari Monb3oBaTtenb

Mnchopmayus o

NALEH3HA TpebyeTca co3gaTh Nofb3oBaTeNs 4NN NOBCEAHEBHOMO (He
+ Nonb3oBaTens a[MYHUC TPATMBHOT0) UCMO/b30BAHUA CACTEMBI, [1N9 3TOr0 BBEAUTE

HeofxoAuMble AaHHbIE.
LaTa u BpeMa

MonHoe ums: [vean |

TNaporb: [

MoaTBEpANTE Napons: |

Ecnu TpebyeTca ucno b 308aTh NPOBEPKY NOAMHHOCTY N0 CETH,
Hanpumep Kerberos unu NIS. HaMUTe KHOMKY «CeTeBas
ay TeHTUdUKaLma»,

CeTeBan ay TEHTUQUKALLA...

[0na HACTPOMKK ApYruX NapamMeTpoB (AoMallHero kaTanora, UID)
HaXMUTE KHOMKY «[0M0HATENEHO .

LOMONHNTEILHO..

Hazan Bnepép

Pucynok 26 — Co3nanue moyb30BaTess sl MOBCETHEBHON pabOThI

27. Tlocie 3TOr0 MOXHO YCTAaHOBUTb CHUCTEMHYIO AaTy W BpeMs. BBenute ux 3HA4YCHUS U

Ha)KMHUTE KHOIIKY «Briepen».

Robpo

St [dara n sBpems
Wudopmayus o
nuyenzun
Monk3osaTens

> faTa u epeMa
Kdump

MoxanyiicTa, yCTaHoBMTE AaTy U BpEMS CUCT emb

NaTa v Bpema

Texyline gatanspems: Mhg 04 des 2013 14:32:27
[] CHHXPOHM3aUMS AATH M BREMEHU N0 CETH
YCTaHOBKa CUCTEMHOM AATHI M BPEMEHN BPYUHYI0:
Bata Bpems

1

< desparns > <2013 > Yach

IS

MuHyTH : [31 |

102 3 =
5 6 7 8 9 10 s 0 |y

012 13 14 15 16 17

18 19 20 21 22 23 24

25 26 27 28

O 1D =D

S

Hazan Briepén

Pucynok 27 — 3aganue cucTeMHON JaThl ¥ BPEMEHU

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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28. Cucrema TMpeIOKAT BBIIOJHUTH HACTPOWKY MeXaHM3Ma cOopa HHPOpMaLUU O

cucteMHbIX cOosx Kdump. 3agaiiTe He0OX01UMbIE 3HAUYECHUS U HAKMUTE «[ 0TOBO».

Aocbpo

noxanosars Kdum o]

Wudopmauus o

NHLEH3HKH Kdump npepocTapnseT HoBbIA MEXaHW3M cbopa cTaTuCTukK o chosx
HacTpouTs aApa. B cnydae cucTemHoro cboa kdump cobupaeT Heobxoaumyto
oBHOBNEHNA VH(OPMALIMID N1 NOCNEAYIOILErD ONPE e NEHNS MPUYMHBI CBos. HyXHO
nMeTb B BUAY, 4To kdump TpebyeT pe3epeupoBaHIA YacTV CUCTEMHOR
namsTu, 4yTo fenaet ee HEJ]UCTYI'\HUV! A9 UCNOoNb30BaHNA

Monk3ocBaTens
BaTa u BpeMa
» Kdump

Advanced kdump cenfiguration

# Configures where to put the kdump /proc/vmcore files

)

# This file contains a series of commands to perform (in order) when a
# kernel crash has happened and the kdump kernel has been loaded. Di
# this file are only applicable to the kdump initramfs, and have no effec
# the root filesystem is mounted and the normal init scripts are proces
#

# Currently only ene dump target and path may be configured at once
# if the configured dump target fails, the default action will be preform
# the default action may be configured with the default directive belo
# configured dump target succedes

#
# Basics commands supported are:

# path <path> - Append path to the filesystem device whichy
# dumping to. Ignored for raw device dumps.

# If unset, will default to jvar/crash. 5

( [ B

s

Pucynok 28 — Hactpoiika cuctemsl cOopa nnpopmaimu o cucteMHbIx coosix Kdump

29. BeiOepute U3 CIUCKa MOJIb30BATES.

Lpyroe...

6 en Nha 434 (©)

Pucynok 29 — BeiGop nonb3oBarens

W3m. |JIuct| Ne nokym | Ilogn |[lata
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30. Ha skpaHe mosiBUTCS pabo4nii CTOJ CIEAYIOIIETO BUA.

Gﬁ Mpunoxernna [Mepexoq Cucrema w @ Z
-

%
KoMiboTED

4 =

MHA, 23 CeH, 15:39 MBaH

AomaiHaAankal
Mosib30BaTEend 1

_—

Kopanta

[ ]

Pucynok 30 — PaGouwnii cTom mocie 3aBepiieHns yCTaHOBKH

2.2 OOHoOB/IEHHE CHCTEMbI

OOHOBIIEHHE CHCTEMBbI BBIIMOJHSIECTCS C HCIIOJIb30BaHUEM KOMaHJbl yum WJIHW MpU IMOMOIIHU

npusoxeHns: «OOHOBICHUE POTPAMM ».

OOHOBJIEHHE C KOMITAKT-AUCKa C HCIOJb30BAHMEM KOMAHJbI Yyum BbIIIOJIHACTCA

CJICIYIOIIUM 00pa3oM:

1. B YCTpOfICTBO YTCHHUSA OINTHUYCCKUX AUCKOB YCTAHOBUTH KOMIIAKT-AHUCK C Ha60pOM

OOHOBJIEHUI, KOTOpPBIN JIOJIKEH UMETh METKY

«MSVSphere_6.3_Server_Updates» u karaimor updates C pemno3UTOpPUEM

OOHOBJICHUIA.

2. B koudurypammionnom ¢aine /etc/yum.repos.d/updates_ex.repo  yCTaHOBUTH

3HaueHue napameTpa enabled paBHbIM 1.

3. BrimonHuTh KOMaHAy yum update U3 KOMaHIHOM CTPOKH.

W3m. | Jluct| No noxkym | Ilonnm |[lara
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Jlyist 0OHOBJICHUS ¢ TTOMOIIBIO TpHIoKeHus: «OOHOBICHHE TTporpaMM» BeiOepuTe Crcrema

— AnMunucTpupoBanue — OO0HOBICHHUE porpamm (puc. 31).

C Mpunoxenus Mepexon

ECEO @ 6 = @ @  NHa, 23Cew, 15:50 Meau

MNapameTpsi

AyTeHTAcUKaLNA

Cnpaska €} nawn cboes snpa
0 cucteme & Rara v spems

B MexceTesol akpaH
3a6.710KUPOBATH IKPaH

3aBepLUNTL CEaHC NONL30BaTENS 1... @ - -
[ o

nporpamm, ycT: B cucTeme
BEIKNIOUUTS. .. -

0} NoassosaTenn n rpynne
Kopsna G o

7 Ycranoska n ynanenue nporpamm

Pucynok 31— YcranoBka 0OHOBIIEHUI

Ecnmu oOHOBIEHHST €CTh - HaXMHTE “YCTaHOBUTH OOHOBJIEHWSA , B JaHHOM CIlydae
oOHOBIeHHMIA HET (puc. 32).

(C npunoxenus Nepexon Cuctema @& (o [@

OGHoBNeHWe NporpaMM
KoMmbioTep. BOEE

=4 =B MHA, 23 CeH, 15:59  MBaH

Her pocTynHeix oGHOBNEHMA
OBHOB/IEHU A NPOrPaMM UCPaBSIOT
ownBKu, NOBLILAIT 6e30MaCHOCTb CMCTEMBI
W NPEAOCTABAAKT HOBbIE BO3MOXHOCTH.

YCTaHoBNTL  [porpamMMel v | CocTofHMe | Pa3mep

KopanHa

@ Bcé nporpammHoe obecneyeHne obHoBneHo

- [Ins KoMnbloTepa HeT JOCTYMHBIX

R

Cnpaska

S ObmaBnerie nporpamm

Pucynox 32— OOHOBIIEHHE ITPOrpamMM

st oGHOBNeHUs yepe3 Internet B kKoHPUTYparmoHHOM (aitie He0OX0IUMMO yKa3aTh aJipec
perno3uTopusi OOHOBJICHUH, 3aTEM BBIIIOJHUTH KOMaHIy yum update WM 3ammyCTUTh Tpadudeckoe

npuioxkenrne «OOHOBIIEHHE TPOrpaMM», Kak Moka3aHo Ha puc. 31 u puc. 32.

W3m. | Jluct| No noxkym | Ilonnm |[lara
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3 HWIEHTUOUKAIUA U AYTEHTHOUKALIUA

3.1 OcHoBHBIE CBeIeHUSA

CpenctBa uaentudukamuu u ayreatudukaiun MCBCdepa 6.3 CepBep NpenoCcTaBisSiOT

CJICOAYIOIUC BO3MOXKHOCTH:

UJICHTUPUKAINS U ayTCHTU(UKAIUS TT0JIb30BaTEICH;

uaeHTU(UKAIUS U ayTeHTH(UKAINS YCTPOUCTB;

yhpaBieHue UWACHTHU(PUKATOpaMu, B TOM UHCJIE CO3JIaHHWe, MPHCBOCHUE,
YHUYTOXXCHUE UICHTH(PHKATOPOB;

yIpaBJIICHUE CpEACTBaMHU ayTCeHTHU(UKAMK, B TOM YHCIEC XpaHEHHE, BbIIAva,
WHHUIHATH3a1us1, OJJOKUPOBAHUE CPEJICTB ayTCHTU(DUKAIIHH;

3amuTa 0OpaTHOM CBS3U MPH BBOJIEC ayTeHTU(HUKAITMOHHOW HHPOPMAIINH;
uACHTHU()HUKAIIS U ayTeHTU(HUKAIUS CETEBOTO BXO/1a;

UJCHTUDUKAIMS U ayTeHTU(UKALUs 00BEKTOB (ailIoBOM CUCTEMBI, 3aIyCKAaeMbIX H
UCTIOTHSAEMBIX MOJIYyJIeH, OOBEKTOB CHCTEM YIpaBJICHUs 0a3aMu JTaHHBIX, OOBEKTOB,
CO3/1aBaeMbIX IMPHKJIAIHBIM WU CIEIHAIbHBIM MPOrPAMMHBIM 00ECIICYeHUEM, WHBIX

00BEKTOB AOCTYIIA.

BBIHIGHGpe‘II/ICHeHHBIG BO3MOXHOCTH YIIPABJICHHUA OOCTYIIOM PCAIU3YIOTCA C IMOMOIIBIO

CICAYIOMUX MIPOTrpaMMHBIX KOMIIOHCHT!

npuioxenue "Kondurypanus ayreHTugukanun";
npuioxxeHue "Kerberos Authentication Configuration";
npuiiokeHue "MeHemkep nonb3oBaTenei’;

yTriaThl chage, useradd, usermod.

3.2 Ilpuiaoxenue "Kondurypanus ayrentupuxanun'’

JIns HACTpOWKM MEXaHW3MOB UIACHTU(QUKAMM M ayTEHTU(HUKAIMH I10JIb30BaTeseh

npenHazHaueHo npuiioxenne «Kondurypamnus ayreHTuUKanu», KOTOPOE MOXKET OBbITh 3aITyIIEHO

3 MeHio «CucreMa—>AIMHUHUCTPUPOBAHUE—>AYTECHTU(DHUKAIIUA» W TOCTYITHO TOJIBKO B PEKHUME

aaMuHHECTpaTopa. Bo Bkmaake «UmeHTudukanus W ayTeHTH(PUKAIUS» JTaHHOTO MPHIOKEHUS

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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HYXXHO BBIOpaTh, KakK JOJDKHA BBIMOJHATHCS AayTEHTU(UKAIMSA IoJb30BaTeneii. Bo3MoxHBI
CJEIYIOIE BAPUAHTBHI:

— JokanpHas ayTeHTuukanus. [Ipu naHHOM BuIE ayTEHTU(UKAIMH HCHOIb3YIOTCS
TOJIBKO JIOKAJIbHBIE YUETHBIE 3aIIMCH N10JIb30BATEIEH;

— ayreHTu(UKaUs C uUcCHojib3oBaHWeM mpoTtokosa LDAP. Ilpu ganHoM Buje
ayTeHTU(UKALUA HCIONb3yeTcss MH(OpMalMs O MOJIb30BaTENAX, PACIOIOKEHHas Ha
yka3zaHHoM cepBepe LDAP;

— ayTeHTU(UKAIUA C UCIOIb30BaHHEeM cucTteMbl IPA v2. AyreHTuduKaIus BBIMOTHICTCS
yepes ykazaHHbl IPA-cepsep;

— ayTeHTU(UKAIUA C HCMOIb30BaHHEM cUCTeMbl NIS. AyTeHTH(UKaMs BBIMOTHICTCS
yepes ykazaHHbI NIS-cepsep;

— ayreHTH(UKAIUA C UCHOJBb30BaHWEeM cucTteMbl Microsoft Active Directory. Jlns
MOJKJIIOUEHUS K JoMeHy Active Directory ncnonb3yercs cucrema Samba Winbind.

Oxno npunoxenus «Konowurypanus ayreHTHduKanuu», B KOTOPOM 3a/aHa JIOKaJbHas

ayTeHTH(UKAIUs, TPUBEACHO Ha puc. 33.

& KoHdurypauna ayTeHTHDHKaLWA x

| MneHTudUKaLMa 1 ayTeHTUdUKaLMA |g0n0anTeanbie napaMeTphbl

HacTpo#ika y4€THOW 3anWcK nonb3oBaTens
Ba3a AaHHbIX YYETHBIX 3aMMcei Nonb3osaTenem: ToNbKO NOKasbHbIE Y4ETHbIE 3aN1CK
LDAP
IPAV2
NIS
Winbind
HacTpoiika ayTeHTUdMKaL MK

Cnocob ayTeHTUHUKALKMM:

| BoccTaHoBuTs | | oOrmennts || Opumenuts |

Pucynok 33 - Oxno npunoxenus "Kondurypauus ayreHruduxanyun”

BKiagka "Mnentudukanus u ayreHTudukanus”

[Ipu HacTpolike ayTeHTH(UKAIIMN HA BUPTYAIbHOM MaIllMHE C MCIOJIb30BAHUEM MPOTOKOJIA

LDAP neob6xomumo ykazath 6a3oBoe DN mns noucka LDAP u cepsep LDAP. Ecnu nnanupyercs

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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ucnons3oBath TLS s mmdpoBaHus COeIUHEHUH, TO HEOOXOIUMO YCTAHOBUTH TAlIOUKY PSJIOM C
COOTBETCTBYIOIICH HAJIUCBIO M 3arpy3uTh cepTudukar. B kadectBe crocoba ayTeHTHU(PUKAMH
MOXXHO BbIOpaTh mapoiab LDAP wumu mapons Kerberos. OkHO HAacTpOWKH ayTeHTH(HKAIUU C

ucnosb3oBanueM npotokosa LDAP npuBeneno Ha puc. 34.

& KoHdurypauna ayTeHTHDHKaLMK x

| MneHTNdMKaLNA 1 ayTeHTUMKaLNA |g0n0anTeanb|e rapaMeTpbl

HacTpo#ika y48THOW 3anncK Nnonb3oBaTens

Ba3a naHHbIX Y4ETHBIX 3aNUCcel Nonb30BaTenein: LDAP

<

Ba3oBoe DN Ans nowncka LDAP: | |

Cepsep LDAP: [ |

[J] Mcnonb30BaTh TLS ANA WH(POBaHWA COEAMHEHWIA

HacTpoika ayTeHTUdMKaLNK

Cnocab ayTEHTU(UKAELIWA: [I‘Iaponb LDAP

<

|ﬁocc1aﬂosmb| | OTMEHUTb || MpUMEHUTL |

Pucynoxk 34 - okHO HACTPOWKHM ayTeHTU(DHUKAIIUK C UCTIONh30BaHUEeM mpoTokosa LDAP

Ha puc. 35 npuBeneHo OKHO HACTPOMKH ayTeHTU(UKAIMH C UCTIOIb30BaHuEM cucTeMbl [PA
v2. Ilpu HacTpoiike ayreHTUuKanmu ¢ ucrnons3oBanueM IPAv2 3agaéres nomen IPA, o6macts IPA
u ceppep IPA. Ilo ymomuaHuio BBINOJHSETCS HacTpoiika mnporokoja NTP, HO ee MoxkHO

OTKJIIOYHUTD.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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& KoHdurypauuma ayTeHTudMKaL UK x

| UneHTUDMKaLMA 1 ayTeHTHDHKALNS |£0I10}1HI"ITEJ1beIe napaMeTpsbl

e [ina NOAKNIOYEHWA AOMEHA K
IPAV2 HaXMWTe «BOMTN B OMEH».

HacTpo#ka y48THOW 3anMcK Nonb3oBaTens

Ba3a naHHbIX Y4ETHBIX 3aNWCeil Nonb3oBaTenen: IPAV2

<

Oomen IPA: | |

ObnacTh IPA: [ ]

Cepsep IPA: | |

[] He HacTpameaTs NTP

| %ﬁoﬁm B IOMEH...

HacTpoiika ayTeHTUdHKaLKK

Cnocob ayTeHTUHUKALIMK:

|ﬁocc1aHOBnTb| | OTMEHUTL |

Pucynok 35 - OkHO HACTPOWKH ayTeHTH(PHUKAIIUYU C UCIIOJIb30BaHUEM CUCTEMBI [IPA v2

OKHO HACTpPOWKH ayTeHTHU(PHUKAIMH C UCTOJIb30BaHWEeM cucteMbl NIS npuBeneHo Ha puc.
36. IIpu HacTpolike ayTeHTH(HUKAIIMN ¢ UCTIONB30BaHuEeM cucTeMbl NIS 3amaércst ToMeH U cepBep

NIS. B xagectBe crioco0a ayTeHTU(HUKAIUK MOKHO BhIOpaTh mapoib NIS win napons Kerberos.

& KoHdurypauna ayTeHTHDHKa LK x

| UneHTUDMKaLMS 1 ayTeHTUdMKaLMs |£0I10J1HI"ITEJ1beIe napameTpbl

HacTpo#ika y4€THOW 3anWcu Nonb3oBaTens

Ba3a AaHHbIX YY4ETHBIX 3anNncel Nonb3oBaTenen: NIS

<

Oomen NIS: | |

Cepsep NIS: | |

HacTpoiika ayTeHTUdWKaL UK

Cnocob ayTEHTUDUKAELINA: Maponb NIS

<

|' ﬁocnaHOme| | OTMEHUTL || MpUMEHUTL |

Pucynoxk 36 - OkHO HacTpOWKHM ayTEeHTH(HUKAIIMHN C UCTIOIb30BaHUEM cUCTeMbI NIS

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Ha puc. 37 npuBeneHO OKHO HACTPOMKM ayTEHTHU(HUKAIMH C HCIOJIb30BAaHHEM CHUCTEMBI

Winbind. [Ipu HacTpoiike ayTeHTH(DHKAIIMN C UCTIOJIb30BaHUEM cucTeMbl Winbind 3agaércst qomeH

Windows, kK KoTopoMy HEOOXOAMMO TIOJIKJIFOYHTHCS, MOJIEIb 3alTUThI, 001acTh Active Directory, k

KOTOpO# OyneT moakioyatrbes Samba-cepBep; YKa3bIBAIOTCS KOHTPOJUIEPHI JOMEHa U 000JI0uKa

JUIs HAacTpoMKW Yyd€THOW 3amucu mnonb3oBarenss Windows. YcraHoBka (iara «Pazpemmtsb

ABTOHOMHBIM BXOJ» TO3BOJISET COXPAHITh ayTEHTU(MUKALMOHHYIO HH(POPMAIMIO B JIOKaJIbHOM

K31I€C.

&

| BOCCTaHOBUTE |

AomeH Winbind:
Mopnens 3aWmnThl:
O6nacTe ADS Winbind:
KoHTponnepsl goMeHa Winbind: [

Obonouka wabnoHa:

Cnocob ayTeHTUHUKALIMK:

HacTpo#ka y48THOW 3anMcK Nonb3oBaTens

Ba3a AaHHbIX Y4ETHBIX 3aNWCel Nonb3oBaTenen

| MaeHTHMKaLMA 1 ayTeHTHDUKALNS |g0n0anTeanb|e rapaMeTpbl

KoHdwurypauua ayTeHTudMKauum x

. [ winbind o

[MYGROUP

| user

[] Pa3pelmTs aBTOHOMHBIA BXO[

HacTpoiika ayTeHTHdHKaLMK

I OTMEHUTb H MpUMEHUTL |

Pucynok 37 - OkHO HacTpOHKHU ayTeHTU(UKALIUH C UCTIOIb30BaHueM cucteMbl Winbind

Bxknanka «/lonmomHUTEILHEBIC

napameTpbl»

MPUIIOKEHUS «Konpurypanus

ayTeHTU(UKALUK» TTO3BOJISIET YIPABIIATH CISAYIOIMIMMHU OMIUAME ayTeHTHQHUKamu (puc. 38):

- non/:[epxq(oﬁ YTCHHUA OTIICYATKOB II0JIb30BaTCIA (HpI/I HaJIM4YUU COOTBETCTBYIOIICTO

o0opynoBaHus);

— JIOKaJIbHBIM YyIIpaBJICHHEM AOCTYNOM (uepes (haiin /etc/security/access.conf);

— BbIOOPOM alIrOpUTMa X3IIUPOBAHUS TAPOJIEH;

— CO3JaHMEM JOMAIIHETO KaTajora mpu IE€pBOM BXOA€ ITOJB30BATCIIA B CUCTEMY, UYTO

y,Z[OGHO pu MOCHTPAJIM30BAHHOM YIIPABJICHUA y‘-IéTHBIMI/I 3aIInucsaIMu HOHB3OBaTeHeﬁ,

Hanpumep, uyepe3 LDAP;

N3m.

JIuct

Ne nokym

IToan

Jara
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— TONJEPKKOM ayTeHTU(UKAIMU C HUCIOJIb30BAaHHEM CMapT-KapT (MpuU HaIUYUU

COOTBETCTBYIOLIET0 000PY10BAHUS).

KoHdurypauna ayTeHTUDHKaLMK

NpeHTUUKALWA U ayTEHTUDUKaLNA | [onoNHUTENbHBIE NApaMeT phl |

OnuMKM NOKanbHOW ayTeHTUdNKaL MK
BKJIIOYUTE MOAAEPMKKY YTEHWA OTMEYATKOB

[ BKNOYUTE NOKaNLHOE YNpaBneHue AocTynoMm

NMopckaska: YNpaeneHWe ocylWecTENAETCA B fetc/security/access.conf.

ANCOPUTM X3LUMPOBAHWA Napons: | SHAS12 ¢

Apyrue onuuu ayTeHTHdHUKaLUKM
[] Co3naBaTh LOMALIHWE KATaNoru npy NepsoM Bxofe

OnuWK ayTeHTUdUKaLLUN CMapT-KapT

Mopckaska: CMapT-KapTel NOOOERHMWES DT
BO3IMOMHOCTH ¥YPHAIMPOBAHWA B NOKANbHBIX 1
LEHTPENM30BAHHD YNPaENAEMbBIX YHETHBEIX 3aMUCAX.

!EOCCTaHOBHTb| | OIMeHMTH || NpuMeHnUTL

Pucynok 38 - Bkiiagka «/[onoiaHuTenpHble TapaMeTpbl»

npunoxenus «Konpurypanus ayreHTudukanum»

[lo ymomuanuio cuctema oOecneunMBaeT 3alMTy Napojsl MOJb30BaTeIsl IpU BXOJE,
Harnpumep, o0ecredrBaeT 3alUTy 00paTHON CBSA3U MPH BBOJE ayTCHTU(UKALMOHHOW HH(pOpMAIUN

— CKPBITYIO OOpaTHYIO CBSI3b.

3.3 IIpuaoxenue '"Kerberos Authentication Configuration"

Jlyist HacTpOMKK MEXaHU3MOB UICHTH(UKAIIMU U ayTCHTH(PUKAIIMU CETEBbIX MOJIb30BaTeNeH
npeaHa3zHaueHo npuioxkenue «Kerberos Authentication Configuration», KoTopoe 3armyckaercs u3
MeHto «Cucrema—>Ilapamerpei—>Network Authentication».

Kerberos 310 cereBoil MPOTOKON ayTeHTU(HUKAIMH, MO3BOJAIOMIMN IepeiaBaTh JaHHBIC
yepe3 He3allUIIEHHBIE CeTH A 0e30macHOi MIeHTH(UKAUMK U 00eCIeYMBAIOIIUN B3aUMHYIO
ayTreHTU(UKaMio (00a MoJIb30BaTENs Yepe3 cepBep MOATBEPKIAIOT JIMYHOCTHU APYT APYTa).

Ha Bknanke "Kerberos" (puc. 39) Bemomnsiercss Hactpoiika Kerberos mosmbp3oBateneir u
OmeToB (BpeMEHHBIC [aHHBIC, BBIJABacMble KIHUEHTY I ayTeHTU(UKAIMM HAa cepBepe, Ha

KOTOPOM pacrioyiaraeTcsi Heo0xXoaumas ciryxoa).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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% Kerberos Authentication Configuration x

Kerberos | Applet

Kerberos User

Kerberos principal:

PKINIT:
Userid:
[] Use Smartcard

[ "ﬁrowse...l

X509 trust anchars:
[ “ Browse...|

Ticket Options
ﬂ Requested Kerberos tickets should be:

— [] forwardable
[] renewable
[] proxiable
| Cnpaeka | | 3aKpbITh |

Pucynox 39 - Brmanka "Kerberos"

npuioxxkeHus: «Kerberos Authentication Configuration»

B mone Kerberos principal yka3siBaeTcsi mpHHITUIIAN TTOJIB30BATENS - YHUKATBHOE HUMS JIJIS
KIIMEHTA, 111 KOTOporo pasperiaercs ayreHTudukanus B Kerberos. [l Toro 4ro6s! HCIOJIb30BaTh
TEKyIlee UMS TOJb30BaTENsI, HY)KHO OCTaBUTHh IOJIE MyCThIM. ECIM W3MEHHUTH 3Ty HACTPOWKY,
HEO0OX0UMO OyleT YHHYTOXKHUTH KOII YUETHBIX JaHHBIX, IPEKAEC YeM 3TU MapaMeTphl BCTYIST B
CHITY.

[ToMrMoO MOSIB30BaTENBCKUX MPUHIMIIANIOB B 6a3e naHHbIX Kerberos momxHbI CylecTBOBaThH
CHelalibHble CIIy)XKeOHble MPUHLHMMANBI JUIsl KaxaoW paborarouieil ciyxObl. Hampumep, ecnu
ldap.example.com mnpenocraBnser ciuyx0y LDAP, BamM HyXeH CIyXeOHbIM NIpUHIUIAN,
ldap/ldap.example.com@EXAMPLE.COM, st ayTeHTH(HUKAIMU 3TOH CiayXObl Mepes BCeMHU
KJIMEHTaMH.

CornameHne MMEHOBAHUS JUTsl CITYKEOHBIX TPUHIUTIATOB: ciyocoalumsaxocma@OBJIACTH,

IJIe UMsI_XOCTa - TI0JIHOE UM XOcTa. [leficTBUTENbHBIE IECKPUIITOPHI CITY>KO IpuBeACHbI B Ta0. 1.
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Tabnuna 1. JlelicTBUTENBHBIE TECKPUTITOPHI CITYkKO

Jleckpuntop ciryx0bl Cmyx0a

host Telnet, RSH, SSH

nfs NFSv4 (c nonnepxkoit Kerberos)
HTTP HTTP (c ayrentuduxanueii Kerberos)
imap IMAP

pop POP3

ldap LDAP

CrnyxxeOHble NPUHIUIANBI CXOIHBI C TOJb30BaTEIIbCKUMH, HO HMEIOT CYIIECTBEHHbIE
otnuunsi. OCHOBHOE OTJIMYME MEXKAY HUMH 3aKJIIOYaeTCs B TOM, YTO KJIIOY ITOJIH30BATEIHCKOTO
MPUHIIAIIATA 3alHUINEH MaposieM, KOT/Ia MOoIbh30BaTellb MOTyqaeT OWIeT Ha MPeIoCTaBIeHne Ouiera
ot KDC, eMy HyXHO BBECTH CBOW MapoJjb I TOro, uToObl Kerberos cMmor pacmmdpoBaTh 3TOT
owner. Kirou nns pacmmdpoBKH TEpBOTO OujeTa CIOy)KeOHOTO TPUHIMIANA TOJydaeTCs
aamuuuctparopom ot KDC Bcero oauMH pa3 M XpaHHUTCS B JOKaJbHOM (haiine ¢ umeneMm keytab.
Cnyx0bl, Takue Kak JeMoH SSH, 4uTaroT 3TOT K09 U, P HEOOXOAUMOCTH, HCIIONB3YIOT €T0 s
MOJIydeHUs] HOBOro Owmsera aBroMarmueckw. Pain keytab 1o yMolUaHWIO HaXOAWTCS B
/etc/krb5 .keytab.

Pacummpenne PKINIT npenocraBisser BO3MOKHOCTH —HMCIIOJIB30BaTh  aCCUMETPUUYHBIE
KpunTorpaguueckue alropuTMbl, BO3MOXXHOCTh WHTEPAKTUBHON PETHCTpAIMH MOJL30BATENs C
MOMOUIBI0 MUKPOIIPOLIECCOPHBIX KapTouek (puc. 40).

T Kerberos Authentication Configuration x
Kerberos Applet

Kerberos User

Kerberos principal:

PKINIT:
Userid:
Use Smartcard

X509 trust anchors:
| Browse... |

Ticket Options

Requested Kerberos tickets should be:
g ] forwardable

] renewable

[ proxiable

Cnpaska 3aKpbITh
& i i

Pucynoxk 40 - Mcnons3oBaHue cMapT-KapT IS ayTeHTH(PHUKAIUN
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PKINIT mno3Boisier peanu3oBaTh IBYX(aKTOPHYIO ayTEHTH(MKALMIO MOJb30BaTENs Ha
stane npeaayreHtudukanuu nporokona Kerberos. [lonb3oBarens nomkeH UMETh CMapT KapTy ¢
XPAHALIUMUCS B MaMITH KapThl CEPTU(PUKATOM U 3aKPHITHIM KIIF0OYOM U 3HaTh ee PIN-koz, uyToOBI
UMETh BO3MOXKHOCTh HCIIOJIb30BaTh 3aKpBITHIM K04 Ui (hopMupoBaHHsS LUGPOBOM IMOIIMHUCH.
Hcnonp3oBanue cmapTt KapT U nudpoBbix ceprudukaroB cranaapra X.509 mo3BoiseT yCHUIHUThH
GbyHKIIMHA 0€30MMaCHOCTH OTIEPAIIMOHHON CUCTEMBI.

VYcranoButh THN 3ampamuBaemMoro Kerberos Owmiiera MOXKHO, BBIOpPAB COOTBETCTBYFOIIHI
napamerp:

forwardable - o3nauaer, uro 3ampomieHHbIi Omier Kerberos nomkeHn ObITh TepecinaH,
W3MEHEHHE ATOTO MapameTrpa TpeOyeT OT Bac, 4TOOBI 3aHOBO Oblia MpOMJIeHAa ayTeHTU(UKAIUS
(JIeBOI KHOMKOM MBIIIY HIETKHYTh HA UKOHKE B TPEE U BBECTH MapoOJib);

renewardable - o3HauaeT, 4To 3amporneHHbil OmneT Kerberos momxkeH ObITH BO30OHOBIIEH,
W3MEHEHHE JTOro mapameTpa TpeOyeT OT Bac, YTOOBI 3aHOBO ObLIa MPOHICHA ayTEeHTH(PUKALUS
(JIeBOI1 KHOMKOM MBIIIY HIETKHYTh HA UKOHKE B TPEE U BBECTH MapoOJib);

proxiable - mepemaer HOBBIM Owmier Kerberos cepBepy B KadecTBE JJIOBEPEHHOCTH,
U3MEHEHHE JTOro mapameTpa TpeOyeT OT Bac, YTOOBI 3aHOBO ObLIa MPOHICHA ayTEeHTH(UKALUS
(J1eBOM KHOMIKOW MBIIIY IIETKHYTh HA UKOHKE B TPEE U BBECTHU NIApOJIb).

Ha Bxiagke "Applet" HacTpanBaercs 4MCIO MHMHYT /10 MCTEUEHHUS CPOKA HCIOJIb30BAHUS
YUETHBIX JaHHBIX (MOSBISETCS YBEJOMIICHUE) U BUAUMOCTH UKOHKH B Tpee (OTKIIIOUEHUE UKOHKHU B

Tpee OyJeT Tak ke OTKIIYaTh yBenomieHus) (puc. 41).

$. Kerberos Authentication Configuration x
Kerberos || Applet

Notifications

Warn ‘ minutes before expiry

Appearance

EI‘}'“ Show tray icon
- N

x CnpaBka | 38KpbITb |

Pucynox 41 - Bknanka "Applet" npunoxxenus «Kerberos Authentication Configuration»
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3.4 Ilpuioxenue '"'MeHemkep nojab3oBaresiei'

B memsix 6e30macHOCTH peKOMEHIYETCs TpeOOBaTh, YTOOBI IMOJIB30BATENHM TEPUOIUYECKH
MEHSUTH CBOM TApOJM. DTO MOXHO CJeNaTh IMPH PEIAKTHPOBAHHHM CBOKMCTB IOJIb30BATEIS Ha
BKIIagKe «CBeZeHHs O mapose» nIporpaMMbl «MeHemKep Mmonbp30BaTeNeii», KOTopas 3aIyCcKaeTcs 13

MeHI0 «Cuctema—>AmunuctpupoBanue—>Ilonb3oBaTenu u rpymmsl» (puc. 42).

MeHen xep nonb3oBaTenen =

&4

®ain Mpaska Cnpaeka
B i ® B >

NobaewTe Nnonb3ocsatens [flobasuTe rpynny CeolcTBa  YAanuTb O6HOBUTE CrpaBKa
EY CBOWCTBA NoMb30OBaTENA R ETR

— [:] b q.wlanp|
HAaHHeble nons3oBatens CeegeHns 06 y4éTHon 3anuck | CBEAEHWA o napone | Cpynnel |—————
Nonb3oBaT OrpaHn4nTh CPOK AEACTBMA NApons
Wma nonb3 A KaTanor
xguest CMeHa pa3pelleHa Yyepes (aHen): [0 ] st
LEEl || Cmena Tpebyetca wepes (aHed): |99999 ] ro
ByneT npeaynpexaeH 3a (aHei): I? ]
BEypaeT 3abnoknpoBaH Yepes (aHe#R): [71 ]
] W3MeHWTb Napons Npn cneyioll el aBTopu3aLnmn
[OaTa nocnegHero n3MeHeHns napond: 20.12.2013
OIMEHWTE | | OK
k
@ Ih)

Pucynok 42 - PenaktupoBanue moias30BaTeNs Ha BKiIaake "CBenenus o napoJie”

Jlnist orpaHuveHust maposisi MOJIb30BATENsI HY)KHO BBHIOpATh €ro B CIIUCKE M HAXaTh KHOIKY
"CBoiicTBa", B OTKpPBIBIIEMCS AHAJIOTOBOM OKHE HYXKHO BbIOpaTh BKJIaIKy "CBeneHus o mapoise” u
OTMETHUTH Tajoukod MyHKT "OrpaHnyuTh cpok naeictBus maposs'. Ilociae 3Toro HeoOXoauMO
3aJaTh KOJHMYECTBO AHEW, MOCie KOTOPhIX OyAeT paspelieHa CMEHa MapoJis, KOJIMYECTBO IHEH,
1ocjae KOTOPBIX MOTpeOyeTcsi CMeHa Mapoisi, KOJIWYEeCTBO JIHEH, 3a KOTOphIE MOJIb30BaTeNb OyAeT
OpeIynpexieH O HEOOXOAUMOCTH CMEHBI MapoJis, U KOJUYECTBO IHEH, MOCie KOTOPHIX MapoJib
Oyznet 3abnokupoBaH. B 3TOM ke A1alloroBOM OKHE yKaszaHa J1aTa MOCJIeTHEro U3MEHEHHs maposis.
s Toro 4toObl maposib ObUT U3MEHEH IMPH CJIEeIYIOIIEM BXOJE IMOJIb30BATENs, HY’)KHO OTMETHUTD

rajJloukoi MyHKT "MI3MEHUTH NapoJb NpH CIEAYIOIIENH aBTOpU3aLun".
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st orpaHuYeHust Cpoka ACHCTBUS YUETHOM 3aIMCH, HY>)KHO MEPENUTH B TOM K€ JIUAaJIOTOBOM
OKHe Ha BkIaAky "CsemeHus o0 yudeTHOW 3amucu" (puc. 43) W OTMETUTHh TaJOYKOW ITYHKT
"OrpaHu4uTh CPOK JEHCTBUSI YUETHOW 3amuch’, yKa3aB CPOK HMCTCUCHMsI YUYETHOW 3alliCH, WA

nyHKT "JloKanabpHBIN Maposib 3a010KupoBaH .

C Mpunoxedns [epexon Cucrema w @ [z m uﬂ> 4re, 9 flHB, 21:27 root

MeHenXep noab3oBaTenei

@ B B e

CBOCTBa _ YOannTb OB6HOBUTE Cnpageka

CBOWCTBa NoAb30OBaTENs

[LaHHble nonb3osatens | Ceeaenms o6 y4ETHOA 3aNMCK | CeeieHA O Napone | Coynnbl |

LCIENGEN  Monb3osaT |OrpaHMuMTL cpok AecTBUA yUETHOM 3anucn|

Wms nonb3 CpOK MCTEeYeHIUA YYETHOM 3anmck (FTTT-MM-A4): C] - E] - D i kaTanor
xguest est

] NokaneHeli Nnapone 3abnokuposaH

(&3 Meremxep nonb3osaTened | - CsoWcTBa Nonb3oBaTens am =

Pucynox 43 - JIlnanoroBoe okHo "CBolcTBa mojas30Baress”

BKiaaka "CBeneHus 00 ydeTHo 3anmucu”

s dopMupoBaHUs W MPUCBOCHHS HACHTU(HUKATOpPA HOBOMY TOJB30BATEII0 HYKHO B
npuwiokeHun "MeHeKep Monb30oBarenel” TMepeldTH K JUaJoroBoMy OKHY "/[06aBUTH HOBOTO
nosib3oBatess” (puc. 44), 3amodHUTH TpeOyeMble MOJis, OTMETHTh TaJouKol MyHKT "Ykazate ID
MOJIb30BaTeNsl BPYYHYI' U BBECTH UACHTU(DUKATOP. AHAIOTUYHO MOXKHO TMOCTYMUTh C

UICHTU(PHUKATOPOM T'PYIIIIHI TOJIb30BaTeNs - MyHKT "Ykaxute ID rpynmsl Bpyunyio".
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(C Npunoxenma Nepexon Cuctema @ & [7 84

YT, 9 AHB, 21:25 root

MeHepxep nonbsoBaTenen

®@ain [paBka Cripaska

@ &  DobaBuTb HOBOrO NONb3oBaTENA - oOx
MonHoe uma: ] MpUMEHHTL PUNBTP

(VRN nonb3osaTent | rpynme | | Napons:

Uma nonbosatens | ID M| nogteepanTe napons: ka | [oMalHWA KaTanor
h /homefxguest
Obonouka: /binfbash

Co3paTe AOMALLHWA KaTanor
JMoMalWHWA KaTtanor: |/home/
Co30aTh YaCcTHYIO FPYNNY ANS Nonb30BaTens

¥Yka3aTe ID nonb3oBaTens Bpy4YHYH:

\YkaxuTe ID rpynnsl Bpy4Hyio:| [503

OTMEHUTh

=) none3osatenei | -, [obaBMTb HOBOO MO/B30... ' ‘

Pucynox 44 - JloGaBneHrne HOBOTO TOJIb30BATENS

Jlist ynaneHus moJab30BaTeNs U €ro UACHTU(UKAKTOpa, HEOOXOAMMO BEIOpATh MOIH30BATEIS
B CIIUCKE M HaxaTh KHOMKY "Ynanutek". B mosiBuBmieMcs okHe (puc. 45) COINIacUThCS € MOJTHBIM

ylaJeHUeM IOoIb30BaTelNs U HHPOPMAIIUU O HEM.

Yre, 9 fiHe, 21:32 root

8 ¢

G MpunoxeHua Mepexogq Cucrema ® @ g

MeHeaXep nonksosaTened
®ain MNpaeka Crnpaeka

= ) B B =

No6asuTk nonb3osatens AoBaBuTe rpynny CBoMCTBa YAanuTb 0O6HOBNTE Cripaeka

PANLTP NOUCKaE: [ l [HEI‘IMEHI‘ITI: QJVUH:TDI

Wm8 none3osatens ID no. puKa JoMalHui KaTanor

Bbl ﬂEﬁCI'BVITEIIhHO XoTuTEe
xguest =00 YOANWTL NONb30BATENS «XgUest»? GERE SO
psh fhome/user

YAanuTh AOMALIHWIA KATanor noAp3oBaTens
xguest («/homefxguests»), Byep nouTs! («/var/
|spool/mail/xguest») n haiabl.

[& Menemkep nons3oeaTenci | [N
Pucynok 45 - Y nanenue nonp3oBarens
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3.5 ¥Yrtuaura chage

YtoOBbl HACTPOUTH MPUHYIUTEIHHYIO CMEHY TapoJis IMOJh30BaTeIsl B KOMAaHIHOW CTPOKE,
HEO0OXOIMMO BOCIIOIB30BaThCSI KOMaH0M chage.

Ecnu cuctemMHBI aAMHHHCTPATOP XOYET, YTOOBI MOJIB30BATENh 33141 TAPOJIh MPU TIEPBOM
BXOJI€ B CUCTEMY, OH MOKET Ha3HA4YMUTh IIyCTON WIM KAKOW-TO UCXOAHBIN M1apOJIb, KOTOPBIA UCTEYET
HEMEJJICHHO, U, TAKUM 00pa30M, IMOJIb30BaTelb JOJDKEH Oy/IeT CMEHUTD €T0 IMPHU MTEPBOM BXOJIE.

Jnst mpUHYIUTETHHOM CMEHBI TMapoJisi MPU IMEPBOM BXOJE IOJB30BATENII HEOOXOIUMO
BBITIOJIHUTD CIEAYIOIINE IEUCTBUS:

1. 3abnokupoBaTh TApOJIb IMOJB30BATENs C TMOMOIIBIO KoMmaHabl usermod —L <wums
IMOJTL30BaTEIIS>

2. JUIT HEMEIJIEHHOW CMEHBI Tapojsi HCIoJb30BaTh kKomaHay chage —d 0 <uwms
IOJIE30BaTEIIST>

3. pa30JoKHpOBaTh YYETHYIO 3aMKCh, HA3HAYNB HAYATbHBINA TTAPOJIb.

Ha3zHaunth HavaabHBIN TapOIh MOKHO CJIEIYIONUMH CIIOCOOaMMU:

"nn

1.  Ha3HAYUTH MYCTOM MapoJb C MOMOULIbIO KOMaHAbI usermod —p "" <uMs Mosb30BaTENI>

2. 3amyCTUTh MHTEpHpETaTop KOMaHIHOW cTpoku Python ¢ momomipto koManas! python.
BoinonHuTe KOMaHABI, Kak IOKa3aHO HIKE, e B cTpoke passwduser2=crypt.crypt(‘day’,"df"):
passwduser2 - Ha3BaHWE KOHCTPYKUUH (OPMHUPOBAHUS KOIMPOBAHHOTO mapois, "day" - maposb
mudpoBanus, a "df" - komOMHAIMS ABYX OOJBIINX WKW MaJCHBKUX OYKB, IU(P, CHMBOJIOB TOYKA

(.) mm xocas uepra slash (/).

root@localhost:~/Pabounit cTon

®ain [paeka Bua Mowck TepMmuHan CnpaBka
[root@localhost Pafounit cTon]# python k|
Python 2.6.6 (r266:84292, May 11 2013, 89:23:13)

[GCC 4.4.6 20120305 (Red Hat 4.4.6-4)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import crypt

>>> passwduser2=crypt.crypt(‘day’,"df")

>>> print passwduser2

df6HChnLfC4eM

>>> ||
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B pesynbrate Oyner moiaydeH KOIUPOBAaHHEIN mapoib, Takod kak "dfoHChnLfC4eM". [lns
Bbixosia u3 Python naxkmmre [Ctrl+D]. Tlocrne dero m3mMeHHTE Mapoiib MOJIL30BATENs KOMaHIOM

passwd <uMs moJib30BaTeNsI>, BCTaBUB B moJie "HoBbIM mapoiib :" MOJYyYEHHBIA KOAUPOBAHHBIN

naposib.

root@localhost:~/Pabo4ymi cTon

®Qain [paeka Bwuma MNowck TepmuHan Cnpaeka
[root@localhost Pafounit cton]# passwd user2
CMeHa mapons ONA nonk30BaTend userz.

HoBblit mapone :
MosTopUTe BBOA HOBOTO Mapons :
passwd: BCE TOKeHbl MPOBEPKM MOMMMHHOCTW YCMeWwHo OGHOBMEHDI.

[root@localhost Pabounit cton]#

B

(o
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4 YHOPABJIEHUE JOCTYIIOM

4.1 OcHoBHBIE CBeIeHUSA

CpenctBa ympasnenus aoctrynom MCBCdepa 6.3 CepBep NpeaoCTaBISIOT CIEAYIOIINE
BO3MO>KHOCTH:

— ympaBieHHE (3aBeleHUE, aKTHBAIMs, OJIOKUPOBAaHHE U YHUUYTOKEHHUE) YYETHBIMH
3alUCsMU T0JIb30BaTENECH, B TOM YMCJIE BHEITHUX MOJIb30BATENECH;

— peanm3anus pa3iMYHBIX METOJOB YIpPAaBICHHUS JOCTYIOM (JIMCKPEIMOHHBIMH,
MaHJIaTHBIM, POJIEBOM), TUIIOB JOCTyNa (YTEHUE, 3aMUCh, BBHIMOJHEHUE WJIM WHOUN
THUIT) U IPaBUJI pa3rpaHUYCHUS JOCTYIIA;

— yIpaBJICHHE (punbTpamms, MapuIpyTH3aLus, KOHTPOJIb COCJIMHEHHH,
OJIHOHANpaBJICHHAs Mepeaaya U UHbIE CIOCOOBl yHpaBieHUs) UHPOPMAIMOHHBIMU
MOTOKAMU MEXKIY YCTPOIMCTBaMH, CETMEHTaMU UH(POPMAIIMOHHOM CHUCTEMBI, a TaKXKe
MEX 1y HHPOPMAITMOHHBIMHA CHCTEMaMHU;

— pa3feneHue TMOJHOMOYMW (pojied) MoJab30BaTeIed, aJIMHUHUCTPATOPOB U JIHII,
oOecrieunBarOIUX (yHKIIMOHUPOBaAHHE HHPOPMALIMOHHON CUCTEMBI;

— Ha3HAaYeHHE MUHUMAIbHO HEOOXOIMMBIX MpaB M MPUBUIIETUN IOJIB30BATEIISAM,
aJMUHUCTpaTOpam u JULaM, o0ecreunBarOIINM (GYHKIIMOHUPOBAaHHE
UH(POPMALIMOHHOM CUCTEMBI;

— OrpaHMY€HUE KOJMYECTBA HEYCIENIHBIX TIOMBITOK BXOAa B HWH(OPMAIMOHHYIO
cucTeMy (ocTyma K ”HGOPMAITHOHHOW CUCTEME);

— TpeaynpexIeHUE IONb30BATENsl MPU €ro BXoJe B MH(DOPMANMOHHYIO CHUCTEMY O
TOM, YTO B MTH(GOPMAIIMOHHON CUCTEME peaIn30BaHbl MEPHI 3alIUTHl HH(OPMALIUHU, U
0 HEOOXOIWMOCTH COOJIIOJICHWSI WM  YCTAHOBJEHHBIX TMpaBuil  00paObOTKH
uHpOopMaLnu;

— OIOBEUICHHE MOJIb30BATENS MTOCIIE YCIENIHOTO BX0a B HHOOPMALIMOHHYIO CUCTEMY
0 €ro MpebIAyIIeM BX0o/ie B UHPOPMAITMOHHYIO CUCTEMY;

— OJOKMpOBaHME ceaHca JOCTyna B  HWH(DOPMAIMOHHYIO  CHCTEMY  IIOCIE
YCTaHOBJICHHOT'O BpEeMEHU Oe37eiCTBHS (HEaKTHBHOCTH) TIOJIB30BATENS HIIM TI0 €0

3amnpocy;
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— paspenieHue (3ampeT) ACHCTBUN MOJIb30BATENCH, pa3pelieHHbIX 10 UACHTH(UKAITIN
U ayTeHTU(UKAIUY;

— TOJJIepXKKa W COXpaHEHHE aTpuOyToB Oe30macHOCTH (METOK Oe30MacHOCTH),
CBSI3aHHBIX ¢ MH(OPMaLKEil B ITpoIecce ee XpaHeHHs 1 00pabOTKH;

— peanmzanus 3alIMIICHHOTO YAAJIEHHOTO JIOCTyNa CyOBEKTOB JOCTyNa K OObEKTaM
JIOCTYTIA Yepe3 BHEIIHUE HHPOPMALMOHHO-TEJIEKOMMYHHKAIIHOHHBIE CETH;

— perJiaMeHTaluss ¥ KOHTPOJb WCIONB30BaHUS B HH(DOPMAIMOHHOW CHUCTEME
TEXHOJIOTUH OECTIIPOBOAHOTO JIOCTYTIA;

— perJiaMeHTaluss MW KOHTPOJb WCIONB30BaHUS B WH(DOPMAIMOHHOW CHUCTEME
MOOWJIBHBIX TEXHUYECKHX CPE/ICTB;

— yIOpaBJCHHE B3aUMOJICHCTBHEM C WH(GOPMAIMOHHBIMU CHUCTEMAMH CTOPOHHUX
opraHu3aruil (BHEIIHIE HHHOPMAITMOHHBIC CHCTEMBI);

— obecrieueHue TOBEPEHHOM 3arpy3KH CPEJICTB BEIYUCIUTEIBHON TEXHUKH.

BrlenepeurcieHHble BO3MOXXHOCTH YIPABIIEHUS JOCTYIIOM DPEAU3YIOTCS C IMOMOIIbIO
CJIEYIOIINX MPOrPAMMHBIX KOMIIOHEHT:

— npwioxkeHue "MeHemKep noJib30BaTeei’”;

— cnucku KoHTpoua focryna ACL;

— OWTHI pa3perieHust T0CTyIa;

— koH(urypaumoHHsli ¢aiin /etc/sudoers;

— npuioxenue "AamuauctpupoBanrne SELinux";

—  YTWIUTHI KOMaHIHOMN CTPOKH;

— oOubmnorexu PAM;

— TIpuiIokeHue "XpaHUTENb IKpaHa';

— npunoxenue "Hacrpoiika Kickstart";

— KoH(uUrypannoHHBIH (aiin /boot/grub/grub.conf;

— mnoxacuctemsl sapa RFKil;

—  (paiin /etc/issue;

— METKH 0€30IIaCHOCTH.
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4.2 Onmnpeaenenne 1ocTyna K ¢aiiaamMm 1 nankam

Jns 3amanus trma goctyna K (Qaitiry Heo0XOIMMO MIETKHYTh MPaBOW KHOIKOW MBIIIHA IO
BBIOpaHHOMY (pailiry U BBIOpaTh MyHKT KOHTeKCTHOTO MeHIo "CoiictBa". Ha Bkiaake "[IpaBa" B
6moke "Bnaznenen" ykazaTh TpeOyeMblii TN AOCTyla, Hampumep, "UTeHue M 3amuch’, a B OJ0Ke
"OctanbHble” - "Tonpko uTeHHME', KaK IIOKAa3aHO Ha puUCyHKe (puc.45). AnMuHHCTpaTtop root

CMOJKET BBITIOJTHUTH YTCHHE M 3aIUCh (Daiiia, a OCTaabHbIC MOJIB30BATENIN TOJIBKO YTeHUE (pHcC. 46).

Bua Nepexon Cnpaeka

Mpaska
- = =)
libexec local sbin
[

share src tmp

CeolicTBa J10KYyMeHT1 x

OcHOBHbIe 3MGnembl | MpaBa | OTKPLIBATL B NMPOrpaMMe  3aMeTKN
.@ OTKpbITb B NporpamMme gedit ‘ B Lot ‘
i
OTKpbITE B ApYroil NporpamMMe... | | Bnapenew {root ° ]
| E3 usr v | Mpo 10ro BblA(
Beipe3ate | Ooctyn: {‘lTEHME W 3anmnce < l
KonupoeaTs
Co3gaThb CChINKY Cpynna: root <
MepenmeHOBaTE...
MHocryn: [Tunum uTeHue < l
YRanute
OTNpaenTh... OcTansHble
Cxatb... OocTyn: [TD’II:KD yTeHue 2 l
BbinonHexne: [ Mo3BonAaTe BeiNoNHEHKe haitna Kak NporpaMmsl
KowTekcT SELinux: {ﬁusr_{ = l
Mocnenxne nsmeHerns: Cpa 09 OKT 2013 14:19:45

Pucynok 46 - Omnpenenenue Tumna 1octymna s ¢aiina

(C Npnnoxenns Mepexon Cuctema ® & F ¢ @  uTs, 100kT,11:07 weau

| ®ain [Mpaska Bua [Mepexon Cnpaska

grub-install [Tonbko urenune] (/sbin) - gedit

Qﬂpanna Bup Mowck CepBuc [okymerTel Crnpaska
Co3paTe ctri+N Q

OTKpEITE... Ctri+0 e

COXpaHWTb KaK... Shift+Ctrl+S
BOCCTaHOBUTL

NMpocMoTp nevatn  Shifi+Curl+p +2002,2003,2004 Free Softuare

MNevaThb... Crl+p

grub-install I can redistribute it and/or

. okymeHT1 zral Public License as
. JokymeHT1

. dokl

. JIOKYMEHTZ2 sion.

[ sbin | «grub-install» seiaene (17,5 K6) 3aKpbITh CHW | the hope that it will be
Bbixoa ctri+Q
# WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU
# General Public License for more details.

gither version 2 of the

(S SN

ifdown ifenslave

shv  lupnHa Tabynsuun: 8~ CTpl,CTnb1

Pucynok 47 - Tun nocryna s nojap3oBatenei « ToIbKO YTeHHEe»

W3m. | Jluct| No noxkym | Ilonnm |[lara
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Ecmu B Onoke «OcrtanmpHbie» BBIOpaTh «YUTEHHWE M 3alUCh», TO IOJIH30BATENIM CMOTYT
paborath ¢ 3TUM (ailiom Oe3 OorpaHMuYCHUN B TIpaBaxX, a eciiu B Oyioke «OcTalbHbIE» BHIOpPATh
«Het», To y mombp3oBatens He OyJeT AOCTyma K 3ToMmy (paiiy - BBIBEIETCS MPeayNpeikaaronee

cooO1ieHue.

Turmer goctyma Ui Hanok, KOTOpble MOTYT OBITh YCTaHOBJICHBIL:

- «Tonpko mepeuncnenne (ailyioB» — yKka3aHHOMY MOJB30BaTeNO OyAeT AOCTYIEH
nepedeHs (ailyioB BEHIOPAaHHON TUPEKTOPUH;

- «Jloctyn K (aiimam» — YyKa3aHHOMY IIOJIb30BaTeNi0 OyAyT JOCTYIHBI (hailiibl
BBIOPAHHOW TUPEKTOPHH;

- «Co3manne n ynanenue (aiioB» — yKa3aHHOMY IOJIB30BAaTENIO OYIYT OCTYIHBI
oTiepalyy CO3JaHMs U yAaneHus (ailioB BEIOpaHHON AUPEKTOPUH;

- «Het» — HeT nocTyna K BRIOpaHHOU AUPEKTOPHH.

=] sr

@ann [paska Bwua [epexon Cnpaeka CeoicTea 1

OcHoBHbie 3mbnemsi | Mpasa | 3aMeTkn

Bnapenew: ‘ root

-

HocTyn K nanke: ‘ Co3paHme 1 yaaneHue (annos

JHocTyn K hainy: ‘

Cpynna: ‘ root =

=3
&

<
- ]
m G
2

[MHocTyn K nanke: ‘,Eloc‘ryn K thaiinam

=
e
=
o
=

JHocTyn K hainy: ‘

=1
Q
@

OcTanbHble

B
wE

DOCTyN K nanke: [TDHI:KO nepeyucneHue tpaﬁnm!

n
A
&
3

°

JocTyn K dainy: ‘ "

L

[T

F

BhinonHexne: = Mo3BonsTb BLINOAHEHWE (haiina Kak NporpamMMel

[

OokymeHT2 . r
KOHTekCT SELinux: ‘Ci"'usr_t

|52 usr v:\ «1» BolAieneH (BHyTpU 0 06beKkToB)
MocnegHue nsMeHeHna: Cpa 09 OkT 2013 14:40:08

|PaCI‘IpOCTpaHMTh Npaea Ha BNOXKEHHbIE maﬁnm|

| Cnpaska 3aKpbITh

Pucynok 48 - Onpenenenue tuna 10ocTyna K nanke

W3m. |JIuct| Ne nokym | Ilogn |[lata
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] usr

@aitn [paska Bwa [Mepexon Cnpaska

=

2
=] 1
@a

wn Mpaska Bua TMepexon CnpaBka

=

Roryem

[ X

e He ypanock nokasate «/usr/1l/JlokyMeHTl».

Daiisi HEN3BECTHOIO TUMA

DokymenT]ED 1 v | «flokyMenT2» BaifeneH

I He ynanock nokasartb «/usr/1/[lokyMeHT2».
|2 usr V_\ «4» BbiAENneH (BHYTpK 0 06bEKTOB)

®aiin HeW3BeCTHOro TUNa

Pucynok 49 — Tun gocryna "Tonbko nepeuncienue (aiinon"

4.3 CnucKH KOHTPOJIS J0CTyNa

MCBCdepa 6.3 CepBep mnpenocrasisier noxaaepxkky ACL s omucaHuss KOHTPOJIS
JIOCTYIIa, OPHUEHTHPOBAHHOTO Ha mojb3oBarenss. ACL mommepkwBaroTcst Il BCEX OOBEKTOB
crenyromux (anioBbIX CUCTEM:

- ext4

- tmpfs

3amuce ACL colepKUT CIenyIoNIyo HH()OPMAIIHIO:

- THNO Tera, onpenenstonmi tun 3amucu ACL;

- KBaM(UKATOP, ONMPEACISIONIHI dK3eMIutsip tuma 3amucu ACL;

- Habop mpaB AMCKPEHHMOHHOTO JOCTYyMAa ISl MPOILECCOB, C 3aJlaHHBIM THUIIOM Tera U

KB (PHUKATOPOM.

Jns onpenenenus cnuckoB ymnpasieHus: AoctynnoM ACL, yCTaHOBJIEHHBIX IO YMOJIYaHHUIO,

s Qaitma HeoOXOaUMO BBITOHUTH KoMmaHAy getfacl <umsi_daiina>. Ilpumep BBITTOJHEHUS

KoMaHIbl Ha aiine aide.conf mpuenen Ha puc. 50.

W3m. |JIuct| Ne nokym | Ilogn |[lata
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root@localhost:/etc

@ain [paeka Bua [MNowck TepMmuHan Cripaeka
[root@localhost etc]# getfacl aide.conf &
# file: aide.conf

# owner: root

# group: root

USer::rwx

USEr:USer: rwx

group::r-x

group:user: rwx

mask: : rwx

other::r-x

Pucynok 50 - cnucku ynpasnenus gocrynom ACL,

YCTAaHOBJICHHBIE 110 YMOJTUaHHIo 1 (paiina aide.conf

Ha pwuc. 50 BuOHO, 4TO KOMIOHEHTHl chnHcKa ympasiaeHus pgoctynoMm ACL umeror
CIIEYIOIINE 3HAYEHUS:

ACL_USER_OBJ

Uuser:.rwx

ACL_GROUP_OBJ

group::rwx

ACL_OTHER

other::r-x

ACL_USER

USEr:user:rwx

ACL_GROUP

group:user:rwx

ACL_MASK

mask::rwx

D10 03Havaer, yTo noJib3oBarenb-Biaaenen (ACL_USER_OBJ), nonp3oBaTenu TpyIibl-
Biagenbiia (ACL_GROUP_OBJ), nons3oBatens user (ACL_USER) u nons30BaTenu Ipymibl user
(ACL_GROUP) umetor mpaBa octyna "rwx" (4TeHHE, 3allUCh U BBINOJIHEHHE) K (aiiny aide.conf;
octasnibible Tonb3oBaTenn (ACL_OTHER) wumeror mnpaBa "r-x" (4TeHHE U BBINOJIHEHUE);
MaKCHMaJIbHbIE TpaBa, ¢ KOTopbIMU Bo3MOXxeH noctyn (ACL_MASK) "rwx" (ureHue, 3amuch u

BBITTOJTHCHHE).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Jns ycranoBkn kommoHeHTa ACL_USER s daiina, HE0OX0IUMO BOCIOIB30BATHCS
komaHzoi setfacl.
setfacl -<OmIuu> <ACL_ctpykrypa>, <ACL_ctpykrypa>,...,.<ACL_cTpykTypa>
<umsi_aina> <umsi_paiina> ...
ACL-cTpykTypa npencraBiseT co00il OIHY U3 CIeIyIOIUX KOHCTPYKIUMI:
1. KoHCTpyKIHs ompenenseT pekuM I0ocTyna K (ailiry wim karajaory moJib3oBaTens. Eciu
M0JIb30BaTENb HE YKa3aH, ONpeAeseT PeXXUM JI0CTyNa MM0Ib30BaTels-BIaIebla.
[d[efault]:][u[ser]:][monb30BaTens] [:[+I"|pexxumbl_goctyna]
2. To xe, uro u npeapiaymas KoHCTpykuus, Ho i rpynnsl (ACL_GROUP_OBJ wm
ACL_GROUP).
[d[efault]:] g[roup]:[rpynma] [:[+"]pexxumbl_mocTynal
3. KoncTpykuus onpeaenser aercrpytomue npasa goctyna (ACL_MASK).
[d[efault]:] m[ask] [:[+I"] pexumbI_nocTymna]
4. KoHCTpykuusi ompeAensieT peXuM JOoCTyna JJIsi  OCTAJIbHBIX  IOJb30BaTelel
(ACL_OTHER).

[d[efault]:] o[ther] [:[+I"] pexxumbl_nocTynal

IIpucyrctBue xommnoneHta d (default) B KOHCTpyKLMH yKa3bIBaeT, 4YTO YCTaHABIMBAETCS
Default ACL. Ilpu yka3zanuu pexuma goctyna 6e3 MoaudukaropoB (+ u ), IpeIbIYITUN PEKUM
JocTyna 3aMEeHseTCs YKa3aHHBIM B KOHCTPYKLHU. [Tpu HCIIOJIb30BaHUU
MoIU(UKATOpa + YKa3aHHBI ~ pEXHUM  JOCTyma  Jo0aBiseTcs K  CYLIECTBYIOIIEMY, MIpU
ucrnonb3oBanuu M - ypansercs. [Ipu ucnonbzoBanun HecKOIbKUX ACL-KOHCTPYKIMH B CTpPOKE
3aIlycKa OHHU pa3AensioTcs 3ansaTbiMu. [Ipumepst:

1. Ompenenser pexuMm aoctyna K (aiiry (karamory) Ui IOJIb30BaTels-BiIaeiblia Ha
YTEHUE, 3alUCh U 3aITyCK (IIPOCMOTP).

urwx

2. lo6GaBinsieT K mpaBaM TPYIIIBI USErs TOCTYIT Ha 3aIHUCh.

g:users:+w

3. YV mnonb3oBarens userl He Oyaer noctyma K (aiinaMm (katajoram), KOTOpble OyayT
CO3/1aBaThCsl B YKa3aHHOM B KOMaH/IHOM CTPOKE KaTaJIoTe.

d:u:userl: rwx

d:u:userl:---

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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4. OmpenensieT pexxuM JocTyna K (aiiny (KaTalory) ocTaJbHBIX MMOJIb30BATENEH - YTEHUE U
3amyck (MpocMoTp).

0:1-X
0:1X
5. YOoupaeT u3 AeWCTBYIOMIMX MPaB JOCTYI HA 3alHCh.
m:Aw
Jns yctanoBku u n3aMeHeHuss ACL ucnonb3ytoTces cieayronme onium:
-s 3amensier noaHocThio ACL (aiina Ha yKka3aHHBINH B KOMaHAHOHN CTpOKE.
-m M3MeHseT pexXuMbl JocTyna K Qaitny (karamory).

-x Yowupaer npaBuia gocryna uz ACL.

Jliist mpuMepa BBITIOTHUM YCTaHOBKY HECKOJIBKUX KoMImoHEHTOB ACL.
1. YcranoBum komnoneHT ACL_USER nmns daiina aide.conf mus momp3oBaTens user B
3HA4YCHHE «I-X» (pUC. 51), TeM caMbIM MOJB30BaTENIb HE Oy/IeT UMETh TIPABO HA 3amuch Qaiia, HO

CMO>KET YHTaTh W BBITIOJIHATH (aiin (puc. 52).

root@localhost:fetc

®ain [paska Bwao Mowck TepMmuHan Cnpaeka

[root@localhost etc]# setfacl -m "u:user:r-x" /etc/aide.conf
[root@localhost etc]# getfacl aide.conf
# file: aide.conf

# owner: root

# group: root

USer: : rwx

User:user:r-x

group::r-x

Qroup:User: rwx

mask: : rwx

other::r-x

[>]

Pucynok 51 - Komnonent ACL_USER n5s nos1p30BaTesNs user yCTaHOBIIEH B «I-X»

(C Npunoxerns Mepexon Cucteva @) o [7 d N7 15Hom, 1502 user

KomneioTep Daiin Mpaska Bug Mouck Cepsuc flokymeHTsl Crpaska
| & otkpeie v =1

aiin Mpaska Bum Mepexos Cripaska |- aide.conf 3¢

= @edefine DBDIR /var/lib/aide

H | @edefine LOGDIR /var/log/aide

yum o - # The location of the database to be read.
database=file:@e{DBDIR}/aide.db.gz

# The location of the database to be written.

adjtime. ide. #database_out=sql:host:port:database:login_name:passwd: table
#database out=file:aide.db.new
database_out=File:@e{DBDIR}/aide.db.new.gz

- h # whether to gzip the output to database
aliases X gzip_dbout=yes

| £l etc v | «aide.conf» BbineneH (982,7 Kb) # Default.
o —— verbose=5

report_url=file:@{LOGDIR}/aide. log
report_url=stdout

#report_url=stderr

#NOT IMPLEMENTED report_url=mailto:root@foo.com
#NOT IMPLEMENTED report url=syslog:L0G AUTH

TekcT v LUnpuHa Tabynsumm: 8  CTp 1, CTn6 1

Pucynok 52 - Jlemonctpanus pezyabrara Mmogudukanuu komnonenra ACL_USER

W3m. | Jluct| No noxkym | Ilonnm |[lara
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2. YcranoBum komnoHeHT ACL_GROUP pns ¢aiina aide.conf mms rpymnmer userl B

3HAYCHHE «---» (pHUC. 53), TEM caMbIM TOJIb30BaTENb Userl, KOTOPBI BXOAUT B TPYNIy, HE OyaeT

UMEThb T0CTYI K (aitny (puc. 54).

root@localhost:/etc

®ain [paeka Bwa Mownck TepmuHan Cnpaska
[root@localhost etc]# setfacl -m "g:userl:---" /jetc/aide.conf
[root@localhost etc]# getfacl aide.conf

# file: aide.conf

# owner: root

# group: root

user::rwx

user:user:r-x

group::r-x

group:user:r-x

group:userl:---

mask::r-x

other::r-x

[2]

Pucynoxk 53 - Kommonent ACL_ GROUP nns rpynmbl userl yCcTaHOBIIGH B «---»

MTH, 15 Hog, 15:24  userl

G Mpunoxenus Mepexon Cucrema w \% z uﬂv

etc

Npaska Bua [epexon Cnpaska

P 6,600
|13819
T

yum.repos.d adjtime

KomnbioTep

0

o m

& Ma

a:iases He ypanock nokasaTb «/etc/aide.conf».
@aiin HeW3BECTHOrO TUNa

¢ I

ant.conf

[Qe{g v | «aide.conf» BbiaeneH (982,7 Kb)

Pucynoxk 54 - Jlemonctpanus pe3yiabrata mogudukarun kommoneHta ACL_ GROUP
3. YcranoBum kommoneHT ACL_USER nns daiina aide.conf mns momw3oBarens user B
3HayeHne «rwx» u komrnoHeHT ACL_MASK nns ¢aiina aide.conf B «r--» (puc. 55), TeM cambiM

IIOJIB30BATCIIb HE CMOXKCET 3aIlIMChIBATh M BBIIIOJIHATDH (baf/'m, XOTA 6yz[eT HMCTH Ha 3TO IIPaBO (pI/IC

56).

root@localhost:/etc

®ann [lpaska Bwa Mownck TepmuHan Cnpaeka
[root@localhost etc]# setfacl -m "u:user:rwx" /etc/aide.conf
[root@localhost etc]# setfacl -m "m::r--" /etc/aide.conf
[root@localhost etc]# getfacl aide.conf

# file: aide.conf

# owner: root

# group: root

User: :rwx

user:user: rwx #effective:r--
group::r-x #effective:r--
group:user:r-x #effective:r--
group:userl:---

mask::r--

other::r-x

[2]

Pucynok 55 - Komnonent ACL_USER ycTaHOBIIEH AJ1s I10JIb30BATENS USET B 3HAUCHHE

«rwx» 1 KomnoHeHT ACL_MASK ycTaHOBIIEH B «r--»

W3m. | Jluct| No noxkym | Ilonnm |[lara
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G: Mpunoxerns

Nepexon Cuctema @) && [Z

& == aide.conf [Tonko utenne] (/etc) - gedit

Qain Mpaska Bup Mepexos Chpaska @ain Mpaska BuA Mouck Cepsuc [okyMeHTbl CripaBka
Komnsiotep r— [ &z omsms v _r

u repos. [ aide.conf %

- define DBDIR /var/1ib/aide
il Gedefine LOGDIR /var/log/aide

adjtime ide. “Il|# The location of the database to be read.
database=file:@@{DBDIR}/aide.db.gz

('3

MtH, 15 Hos, 15:40  user

—
s # The location of the database to be written.

L L #database out=sql:host:port:database:login name:passwd:table
aliases aliases.db #database out=file:aide.db.ne

£ etc ~ | «aide.conf» BuigeneH (982,7 KB)

:aide.db.new
database_out=file:@¢{DBDIR}/aide.db.new.qz

# Whether to gzip the output to database
gzip_dbout=yes

# Default.
verbose=5

report_url=file:@a{LOGDIR}/aide.log
report_url=stdout

#report_url=stderr

#NOT IMPLEMENTED report url=mailto:root@foo.com
#NOT IMPLEMENTED report url=syslog:LOG AUTH

TekcT v LUMpUHa Tabynsumu: 8 v CTp 1, CTn6 L

Pucynox 56 - Jlemoncrpanus pesynbrata Mmoaudukanuu komnonenta ACL_MASK

4. Ycranosum kommoHeHT ACL_USER_OBIJ (monp3oBarens-Biamenen user) s (aiina
/home/user/aide/list.txt B 3Ha4eHHE «I--» (pUC. 57), TEM caMbIM TMOJB30BaTENIO user ¢aia OyaeT

JIOCTYTICH TOJIBKO I uTeHus (puc. 58).

@localhost:/etc

®ann [paska Bwa Mownck TepmuHan Cnpaska

[root@localhost etcl# setfacl -m "u::r--" /Jhomesfuser/aide/list.txt
[root@localhost etc]# getfacl /home/user/aide/list.txt

getfacl: Removing leading '/' from absolute path names

# file: homeyfuser/aide/list.txt

# owner: root

# group: root

user::r--

group::r--

other::r--

B

Pucynok 57 - Komnonent ACL_USER_OBJ ycraHoBieH 15 N0JIb30BaTeNsA-BIaI€IbIa USEr B

3HAYCHUC «I--»

G. Mpunoxenns Mepexon CucTema w @ z uﬂv MHp, 18 Hos, 09:20  user

& aide list.txt [Tonbko urenue] (~/aide) - gedit

ain Npaska Bug Mepexon Crpaska aitn [paska Bnm Mouck Cepsuc [oKyMeHTel Cnpaska

- [ Eompsms v Coxpa
@ . %) aide.conf 3¢ /[ listtxt X
L S “P apr-util-ldap-1.3.9-3.5p6.1.x86 64.rpn

| /usr/1ib64/apr-u 1/apr_ldap-1.50 nd5
fusr/1ib64/apr-util-1/apr_ldap.so mds

KomMnbioTep

# bind-dyndb-1dap-1.1.0-8.9.b1.sp6.1.x86_64.rpm
Jusr/1ib64/bind/1dap.s0 mds
}/usr/share/doc/hindrdyndh—Ldapr1.1.0/COFYING nd5

| fusr/share/doc/bind-dyndb-1dap-1.1.0/README md5
Jusr/share/doc/bind-dyndb-1dap-1.1.0/exanple. dif mds
|fusr/share/doc/bind-dyndb-1dap-1.1.0/schema md5

aide v | «list.txt» BbineneH (980,5 K| # ccs-0.16.2-55.5p6.x86_64. rpm
@_J el : /usr/sbin/ces mds
Jusr/share/ccs/cluster.rng md5
{/usr/share/ccs/empty_cluster.cnm‘ nd5
|/usr/share/man/man8/ccs.8.9z mdS

# checkpolicy-2.0.22-1.5p6.x86_64.rpn
/Jusr/bin/checkmodule mds
Jusr/bin/checkpolicy nd5
Jusr/bin/sedismod md5
Jusr/bin/sedispol mds

TekcT v LnpuHa Tabynsumm: 8 v Crpl, CTa6 1l

Pucynox 58 - Jlemonctpanus pesyiabrata mogudukamun kommoneHta ACL_USER_OBJ

W3m. | Jluct| No noxkym | Ilonnm |[lara




48
[HIAYB.13001-01 91 01
5. VYcranoBum kommnoHeHT ACL_OTHER pmns daiina /etc/aide.conf B 3HaueHue «---»
(pucyHOK 59), TeM caMbIM BCEM I0JIH30BATEISAIM, KPOME BJaJieliblia root, (aitn OyaeT He TOCTYIIeH,

HarpuMep nojib3oBaresaM user u userl (puc. 60 u puc. 61).

root@localhost:/etc

®ain [paeka Bwa Mowuck TepMmuHan Crnpaeka
[root@localhost etcl# setfacl -m "o::---" Jetc/aide.conf
[root@localhost etc]# getfacl /fetc/aide.conf

getfacl: Removing leading '/' from absolute path names
# file: etc/aide.conf

# owner: root

# group: root

user: :rwx

group::r-x

mask::r-x

other::---

[>]

Pucynox 59 - Komnonent ACL_OTHER ycranoBiieH 115 BceX MoJib30BaTesei,

KpOMe Bi1aJiesiblia (root), B 3HAYEHHUE «---»

MHp, 18 Hos, 09:33  user

Gz Mpunoxens Mepexos Cuctema 9@ g ﬁ@

E etc
— Oailn Mpaska BAn Mepexon Cnpaeka

T - -
Kommbrorep

0
g He ynanocs nokasats «/etc/aide.conf».

(0aiin Hen3BECTHOro THNA

Hopawra
yum yum.repos.d

"
caide.conf BeigeneH (382,7 K6

Pucynox 60 - Jlemonctpanus pesynbrata Mmoaudukamuu komnoneHta ACL_OTHER

JJIA TIOJIB30BATECIIA USET

@ MpAnoxeHns Mepexon CucTeMa e L3 @ i MNHA, 18 Hos, 09:35  userl

etc
®ain [pagka Bua Mepexop Crpaeka

yum.repos.d ti

e He yaanock nokasate «/etc/aide.conf».

Maiin HeM3BECTHOrO TUNA

ant.conf anthy-conf

«aide.conf» selnener (982,7 KB)

Pucynok 61 - JlemoHctparus pesynbrara Moaudukanuu kommonenta ACL_OTHER

U1 TTOJIb30BaTels userl

W3m. | Jluct| No noxkym | Ilonnm |[lara
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4.4 Ilpuioxenue ''MeHemkep nojab3oBaresiei'

VYrpaBneHne y4eTHBIMU 3alUCSMU ITOJIb30BATEIEH MOKET OCYIIECTBISATHCS B MPHIIOKEHUU
«MeHeKep MOoJIb30BaTENEH», KOTOPOE 3almycKaeTcsl U3 MeHo «Cucrema—>AAMUHUCTPUPOBAHNE—
>[lonp30Barenu U rpymmns».

Jlist co3maHusl yU9EeTHOW 3amuCH TOJIb30BaTelsl HEOOXOAMMO HaxaTh KHOMNKY "Jlo0aBUTH
noyib30BaTess”" B MPUIOKEHUH «MeEHemKep moJib3oBaTeneii». B mosBuBimemcs okne (puc. 62)
HY>KHO 00513aTe€JIbHO YKa3aTh UMS YUETHOM 3aIllucH, MOJHOE MMl TI0JIb30BaTeNsl, Mapoiib, 000I0UKY,
JOMAITHUHM KaTajlor W TpH HEOOXOJUMOCTH MOXHO CO3/1aTh YacCTHYIO TPYMIY TOJIb30BATEINS,
KoTopasi OyJIeT UMeTh OJHOMMEHHOE Ha3BaHHWE C YUETHOW 3aluchio, yka3aTh ID monb3oBarens u
rpynmsl BpyuHyto (1o ymondyanuio ID mosb30Batesns u rpymnmbl 3a1al0TCA B MOPSAJIKE BO3PACTaHMS).
Ilocne 3amonHeHHs Bcex IOJed, HYXHO HaxaTh KHONKy "OK" u HoBas yyeTHas 3amuch

IIOJIB30BAaTCIA IIOABUTCA B CITMCKEC.

fe} MeHepxXep nons3oeaTenei = = 3
®ain [Mpaeka Cnpaeka

@ - [ obaBUTE HOBOro NonkL3oBaTens - 0 X

NobaeuTe NONbL30BATENS Cnpaska

WmA none3oBaTens: [useri ]

MonHoe MMA: [useri ] ] |ﬂEMMeHH1b q.)m'lb‘[p|
Monb3ceaTenu | [pynnbl Mapons: [*** ]
WmMa none3oBaTena ID N| NogTeepauTe Naponb: [*:H: ] Ka NomallHWiA KaTanor
xguest 500 ! h fhome/xguest
user 501 | @6onouKa: [‘fb'”’fbaSh ‘ A h /home/user
user2 503 h fhome/userz

Co3paTh AOMEWHWA KaTanor

[oMallUHWA KaTanor: [,fhomefuserB ]

Co30aTh YaCTHYH CPYNNy ANS NoNb30BaTens

¥Yka3aTk ID nonb30BaTeNdA BPY4HYIO: :|
YramuTe 1D rpynnel Bpy4HYyH0: :|

OTMEeHWUTB ‘ | Q0K ‘

=] I [ T=2)

Pucynox 62 - JloGaBieHrne HOBOTO TOJIb30BATENS

Jns u3MeHeHus maposis I0JIB30BATEIEM IIPU BXOAE B CHUCTEMY HY)KHO HACTpPOUTH B
CBOMCTBax Y4YeTHOM 3amucu Ha Bkiagke "CpeaeHus o mnaposie" MNyHKThl "OrpaHuYHuTh CpPOK

nerctBust maposs” u "VI3MeHUTh mapoib Ipu cleayrolei apropusanuu’ (puc. 63).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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o) MeHep xep none3oBaTeneun =i 3

®ainn [paeka Cnpaeka

® ) % % e ®

HobasnTb nonb3osatens [HobaswTb rpynny CBodcTBa  Yoanutb QBHOBUTH Cnpaska
CEBoOHCTBa NoNnb3oBaTeNA

= = ’; b mHﬂpr|
JAaHHbIe NoNb30BaTens CBefeHUA 06 yu&THo# 3anuck | CBEleHNs o napone | [pynnel [
Monb3oBaT OrpaHN4nTh CPOK AECTBMA Napons
Mg none3 A KaTanor
xguest CMeHa paspelueHa 4yepes (aHen): [0 ] est
user CMmeHa TpebyeTcq yepes (aHel): [99999 ] BT
user2 . Br2
- EBynert npenynpexed 3a (aHein): ['.v‘ ]
| i —
EBynet 3abnokupoBaH 4epes (aHeR): [-1 ]
WM3MEHWTb Napoib NP CNeAyoilled aBTopu3aLmum
OaTa nocnegHero WiMeHeHwAa napona: 09.01.2014
3 OTMEHNTE ‘ | OK
@ D)

Pucynoxk 63 - Hactpoiika n3amMeHeHus apoJis PU aBTOPU3AIUN

Tem caMbIM TP aBTOPU3AIHMH MOJIb30BATENh JOJHKEH OYJIeT CMEHUTH Mapoiib. DTO yIO0OHO
UCIIONIb30BaTh TPHU AKTUBAIIMM YYETHOW 3amucu. T.K. y4eTHas 3aluch CO3/IaeTCs Ha YpOBHE
NPUBUJICTHI TOOt, TO TOJH30BATENb JJIS BXOJa IOJNyYaeT YK€ TOTOBBIM Mapoiib, a HACTPOUB
WU3MEHEHHE TMapoJisi MPU aBTOPH3AINHU, TOJIH30BATENh MOXKET 33a1aTh CBOW MapoJib IS YYETHOU
3aIncH.

I[J'ISI 9TOro mnpu BXOAC B CHCTCMY IOJB30BATCIIb CHA4Yall0o BBOJUT MHapOJib, 3aI[aHHBII>'I
aIMUHUCTpaTOpOM (puc. 64), 3aTeM yKa3bIBaeT TEKYIIMK Mapoib (puc. 65) u mocie 3Toro BBOAUT

HOBBII MapoJk (puc. 66).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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MCBCtpepa 6.3 Cepeep

i

{ )
AA user3
[

Naponk: l---| ]

OTMEHUTL l [ BOWTH B CHCTEMY ]

en  4rs 10:58

& | pyccxuit (Poccuiickan denepatins) GNOME 6

Pucynok 64 - BBoa napoJs ipu BXoJie B CUCTEMY

®©

MCBCdepa 6.3 Cepeep

£

L/‘K user3
[

(Tekyuiuin) napons UNIX: [---\

OIMEHNTB l [ BoWTH B cucTEMY l

Y1e 11:00

e S =
w}py(nmﬁ (Poccuiickas degepaums) | GNOME

Pucynox 65 - BBox Tekyrero napoJis

o

en

@

W3m. | Jluct| No noxkym | Ilonnm |[lara
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MCBCcpepa 6.3 Cepsep

—
[
At user3
{ )

o

HoBbIi Napons : I --------

OIMEHWTEL l [ BOWTW B cUCTEMY ]

W pycexuii (Poccwickas Oegepanms) | IGNOME ‘ YTe 11:01 @

Pucynoxk 66 - BBox HOBOTO mapoiis

en

JUisi yHUYTOXKEHUSI YYETHOM 3allMCH HYKHO BBIOpaTh MOJb30BATENS W HaXaTh YHOIKY
"Vnaamute". B mnosBuBmemcs okHe (puc. 67) yTBEpAWTb yAaJ€HHE [IOMAIIHEro KaTrajora

noJIb30BaTes, Oydepa mouThl ¥ BpeMEHHBIX (haliIoB, €CIIM 3TO HEOOXOIUMO.

e} MeHenxep Nonb3oBaTeneM _ox
®ann [paeka CnpaBka

® L) ® B e

[Jo6aenTe Nnone3oeatend [obaBuTb rpynny CBOWCTBa YOanuTb O6HOBUTE CrnpaBka

DUNLTP NOUCKa: I l [HEHMEHHTI: OUNLTP

None3oeaTenn | Cpyi

xguest nonb3oBaTeno «user3». Bo3MOXHO, ﬂaHHbIF‘I ’homejxguest
noneL3oBatens ecé ewé paboTaeT c cUCTEMOR. Bbl

user s
[eACTBUTENBHO XOTUTE YOaNWTh NONb30BAaTENA «USEr3s7?
user2 home/user2

user3 YAanuTe JOMALIHWA KaTanor Nofie30BaTens (home/user3

user3 («/homefuser3»), 6ydep nouTel («/var/spool/
mail/user3s») U BpeMeHHbIe (haibl.

MMA nonb30BaTeNs BLINONHAKOTCA NPOLECCH], KOTOpBIe NpuHaanexar  [HOMAWHWA kaTanor

fhome/user

(<] e [ 2]

Pucynok 67 - Y nanenue yueTHOU 3anucu

W3m. | Jluct| No noxkym | Ilonnm |[lara
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4.5 YTUIMTBI KOMAHJIHON CTPOKH

Mopens momHomouHoro koHtpossi aoctynma MCBCdepa 6.3 CepBep peanusyercs ¢
nomombio SELinux. SELinux, ucnone3yromuii TE, cayxur ocnoBoit mis MAC. Monens MAC
SELinux TMONHOCTBIO OTIEISIET MEXaHU3M €€ OCYIIECTBICHUS OT TIOJUTHKH O€30MaCHOCTH.
MexaHu3M OCYLIECTBICHUS PACLIUPSET TPAAULMOHHBIN MexaHu3M TE 1 nmoanaep:Kku NmOJIMTHKU
0€30MacHOCTH.

st Toro utoOwl yoenutbesi, uto SELinux aeiicTBUTEensHO paboTaeT, HY>)KHO MCIOJIb30BaTh

YTUIIUTY Sestatus, Kak II0Ka3aHo Ha puc. 68.

root@localhost:~/Pabounit cton

®Qain [paeka Buma Mouwck TepMmuHan Cnpaeka
[root@localhost Pabouwmit cton]# sestatus
SELinux status: enabled
SELinuxfs mount: fselinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 24

Policy from config file: targeted
[root@localhost Pabouwmn cton]# l

Pucynox 68 - IIpoBepka cocrosiaust SELinux

Vrunura sestatus mokaspiBaeT, uro mnoacucteMa SELinux BkmrodueHa (SELinux status:
enabled), 3aneiicTtBoBaH pexum orpanndeHuil (Current mode: enforcing) u ucronb3yercs MOJNUTUKA
0e30macHOCTH 101 Ha3BaHUEM targeted.

Bce ati mapameTpbl ycTaHaBIMBalOTCS B KOH(purypannoHHoMm (aitne /etc/selinux/config.
Texymmii pexxum orpanuueHuid ykaspiBaercs B napamerpe SELINUX. UroObl OTKIIOYHTH
SELinux, 10cTaTO4YHO yKa3aTh AJis 3TOro napamerpa 3Haduenue disabled.

CymectBytoT Tpu pexuma paborel SELinux, KoTopble MOTYT OBITh yKa3aHbl B
COOTBETCTBYIOIIEM MapaMeTpe KOHPUTYpaIrmoHHOTo (aiina:

Enforcing - BbIOOp 3TOr0 3HaU€HUs MPUBOJMUT K MPUMEHEHHIO TeKyIuel nomutuku SELinux,
npu 3TOM OyayT OJOKHpOBaTbCs BCe MACUCTBUS, HApYLIAIONIIUME TOJIMTUKY, HH(OpMAIUs O
3a0JIOKUPOBAHHBIX JICWCTBUSAX 3aHOCUTCS B )KypHaJIbHBIN (aiin, peskum Enforcing MOXHO N3MEHHUTH
0e3 mepe3arpy3Ku CUCTEMBI.

Permissive - mpu ykazaHWHM 3TOTO TapameTpa MopayieM syslog (UKCHUPYIOTCS TMOIBITKH
BBITIOJIHEHUST  JIGHCTBHH, TNPOTHBOPEYALIMX TEKyIIeW MOJUTHKE O€30MacHOCTH, OIHAKO
(dakTHuecKoro OJIOKUPOBaHMUSA MACUCTBUI HE NPOUCXOAMT, PEKUM Permissive, Kak MpaBHIIo,
UCTONb3YyeTCsl Ul OTJIAaJKM IpPaBHUJI JIOCTyNa, CMEHa 3TOro peKuMa Ha JApyrod He Tpedyer

nepe3arpysKu.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Disabled - mamnoe 3Hauenne B mapamerpe SELINUX (paiina HacTpoeKk MOITHOCTHIO
OTKJIIOYAET MOJICUCTEMY OOecTieueH!s] MaHAATHOTO KOHTPOJIS A0CTyna, npu BKiItodeHuu SELinux B
JT000M peKuMe He0OXOMMO 3aHOBO YCTAHOBHTH METKH 0€30MacHOCTH B (DailyioBo#t cucteme (1ist
ATOT0 HEOOXOMMa Nepe3arpy3Ka CUCTEMBI).

Jlis mepexmodeHust MexXy pexumamu padotel Enforcing u Permissive 6e3 mepesarpys3ku
OTIEpPAI[MOHHON CHUCTEMBl MOXKHO HCIIOJIb30BaTh YTHIHTY setenforce. Eciu BBINOMHUTH KOMaHAY
setenforce enforcing mmu setenforce 1, To SELinux mepeiiner B pexum Enforcing. Komanna
setenforce permissive mnn setenforce 0 nepeBogut B pexxuM Permissive. Takoe nepekitoueHue
peKUMOB He BiMseT Ha KoHpurypauuoHnelid ¢aiin SELinux, mosToMy mocie mnepe3arpy3ku
cuctemMa obOecreyeHus] MOJTHOMOYHOIO KOHTPOJIS JOCTyIa BEPHETCS K PEeXHUMY, YKa3aHHOMY B
daiine /etc/selinux/config (puc. 69). Taxxke cymiecTByeT komanaa getenforce, KoTopasi BbIBEIET
KpaTKylo HHPOpMaLuio, B kKakoM pexume padoraer SELinux Ha Texyumii MomeHT (puc. 70).

& config (/etc/selinux) - gedit A MR
@aitn MNpaeka Bua Mouck Cepsuc  [OKYMeHTHl CnpaBka

|| EZotkpuite v [ Coxpawute >

|=] config 3

I

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

I

Tekct v  LUwpuHa Tabynauuu: 8% Crp1l,Crnb 1l BCT

Pucynok 69 - Kondurypaunonnsii ¢aiin SELinux /etc/selinux/config

root@localhost:~/Pabouui cTon

Daitn MNpaska Buao Mowck TepMmuHan Cnpaeka

[root@localhost Pafoumit cton]# getenforce
Enforcing

[root@localhost Pabouwit cTon]#
[root@localhost Pabouwit cton]#

(Tl T>

Pucynox 70 - Mcnionp3oBanue yTHiMTH getenforce

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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VYnpasienue pexumamu padotsl SELinux MOXHO OCYIIECTBIATh U Uepe3 mapaMeTpsl sijapa
Linux. Ilapamerp selinux=0 skBuBajeHTeH 3HaueHHio Disabled B kondurypamuu SELinux, a
enforcing=0 u enforcing=1 mno3BONSIIOT 3arpy3uTh omnepanuoHHyl cucremy ¢ SELinux,
HaxongmuMces B pexxuMe Permissive mnu Enforcing cooTBETCTBEHHO.

Komanga semanage mo3BoisieT AO0aBISITh, U3MEHATh M YIAJSATh COTOCTABICHHS MEXKIY
nosib3oBatesiMu cucteMbl U SELinux-monbe3oBarensmu. YToOsr mocmotpeTh, kKakomy SELinux-

IMMOJIB30BATCIII0O IO YMOJYAaHHUIO COIIOCTABJICHBI IIOJB30BATCIIM CUCTEMEIL, Ha6epHTe B KOHCOJIH

semanage login -1 | grep default (puc. 71).

root@localhost:/etc/selinux/targeted

®ain [paeka Bwa Mowck TepmuHan Cnpaska
[root@localhost targeted]# semanage login -1 | grep default [~
_default unconfined u 50-50:c0.cl1023
[root@localhost targeted]#

[root@localhost targeted]#

[root@localhost targeted]# I

Pucynok 71 - Onpenenenne SELinux-1osib30Bareis M0 yMOIYAHUIO
Ha puc. 71 BugHO, 4TO MOJB30BATENIM CUCTEMBI M0 YMOJYaHUIO conocTaBieHbsl SELinux-
mosb3oBareito unconfined_u.
YtoOBI IEpeonpeaeIUTh TaHHOE COMTOCTaBICHUE, HY)KHO TTPU J0OABIICHUH MOJIb30BaTeNIeh B
CHUCTEMY BBINIOJIHATH KOMaHay useradd, MCHONb3ysd ONUMIO -Z. DTa ONLMSA ONpPEIeNsieT, KakoMy

SELinux-moib30BaTeNo0 T0JKEH OBITh COMOCTABIICH 00ABISIEMBIH MOIB30BaTENb (pUC. 72).

root@localhost:/etc/selinux/targeted

@aiin MpaBka Bua Mouck TepMuHan Cnpaeka

[root@localhost targeted]# useradd -Z guest u user 6 [~]
[root@localhost targeted]# semanage login -1

iMa Bxona Nonb3oBaTens SELinux OnanasoH MLS/MCS

_ default unconfined u s0-50:c0.c1023

root uncenfined u s0-50:c0.cl1023

system u system u 50-50:c0.c1023

user 5 guest u s0

user_6 guest_u s0

Xguest Xguest_u s0 IEI
[root@localhost targeted]# ~

Pucynok 72 - JIoGaBieHune MoiIb30BaTels C MEPEOnpeaeICHIEM COITOCTAaBICHUS

Ha puc. 72 BumHO, 94TO CO37aH HOBBIA IMOJH30BaTEIh C UMEHEM user_6, KOTOphIA Oyjaer
conoctaBieH SELinux-noas30BaTeno guest u, BMECTO OINpEAeaeHHOro no ymonyanuo SELinux-

IIOJIB30BaTECIIA.

Taxke mi M3MEHEHHs] COTIOCTABJICHHS MEXKIy ToJib3oBaTeneM cucteMbl W SELinux-

MOJIH30BaTEIEM MOKET OBITh HCIOJB30BaHa KoMaHAa usermod ¢ omiuei -Z (puc. 73).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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root@localhost:/etc/selinux/targeted

®ain [lpaBka Bua Mowck TepMuHan Cnpaeka

[root@localhost targeted]# semanage login -1 (~]
WMa Bxopa None3oeaTens SELinux Owanazon MLS/MCS

_ default unconfined u s0-50:c0.cl1023

root unconfined u s0-50:c0.cl023

system u system u s0-s0:c0.cle23

user 5 guest u s0

user 6 guest u s0

xguest Xguest u s0

[root@localhost targeted]# usermod -Z unconfined u user 5
[root@localhost targeted]# semanage login -1

WMa Bxopna None3oeaTens SELinux IOwanazon MLS/MCS
_ default unconfined u s0-50:c0.cl023
root unconfined u s0-50:c0.c1023
system u system u s0-50:c0.cl023
user 5 unconfined u s0

user 6 guest u s0

xguest Xguest u 50

[root@localhost targetedl#

Pucynox 73 - ComocraBienne Mexay mosib3oBarenaeM cucteMbl 1 SELinux-mons3oBateneM

CymiecTByeT HECKOJIBKO mpenonpeaeneHHbix npoduneit SELinux-monb3oBareneit. Criucok

JAHHBIX MMPOGHUIICH MOKHO BBIBECTH KOMaHION semanage user -1 (puc. 74).

root@localhost:/etc/selinux/targeted

®ann [lpaeka Buwa Mowck TepmuHan CnpaBka

[root@localhost targeted]# semanage user -1 (~]
Pa3MeTka  MLS/ MLS/

Monb3oBaTens SELinux Mpedukc MCS YposeHb MCS [uanasod Ponu

SELinux

git shell u user 5@ 50 git shell r

guest u user s@ 50 guest r

root user 5@ 50-50:c0.c1023 staff r sys

adm r system r unconfined r

staff u user 5@ 50-50:c0.c1023 staff r sys

adm r system r unconfined r

sysadm u user 50 50-50:c0.cl023 sysadm r

system_u user s@ 58-50:c0.c1023 system_r un

confined r

unconfined u user 50 50-50:c0.cl023 system r un

confined r

user_u user s@ 50 user_r

xguest_u ¥guest s@ 50 xguest r

[root@localhost targeted]#
[root@localhost targeted]#
[root@localhost targeted]#

Pucynok 74 - Ilpenonpenenennsie npopunn SELinux-mnons3oBarenei

BriBecTH CmHMCOK BCEX COMOCTABJICHHN MEXIy Mojb3oBaTessMu cuctemMbl U SELinux-

MOJIH30BaTEIIMI MOKHO KOMaH/I0M semanage login -1 (puc. 75).

W3m. |JIuct| Ne nokym | Ilogn |[lata
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root@localhost:/etc/selinux/targeted

®ann [paeka Bua [Mowck TepMmwHan Crnipaska

[root@localhost targeted]# semanage login -1 [~
Mg Bx0na Monb3oBaTens SELinux OnanasoH MLS/MCS

__default unconfined u 50-50:¢0.¢1023

root unconfined u 50-50:¢0.c1023

system u system u 50-50:c0.c1023

user 5 unconfined u s@

user_6 guest_u 5@

xguest xguest u 50 3

[root@localhost targeted]# ||

Pucynox 75 - BbIBOJ cicKa BCeX COMOCTABICHHM

VYaanuTh comocTaBieHHE MEXIy mojb3oBaTtesnieM cucteMbl u SELinux-monp3oBarenem

MOKHO KOMaHJI0i semanage login -d <ums_nonb3oBarens> (puc. 76).

root@localhost:/etc/selinux/targeted

®ainn [paBka Bwpg Mouck TepmuHan CnpaBka
[root@localhost targeted]# semanage login -1 ~

WMa Bxopna None3oBaTens SELinux Owana3on MLS/MCS
~ default unconfined u s8-50:c0.c1023
root unconfined u s8-50:c0.c1023
system u system u 50-50:c0.c1023
user 5 unconfined u s@

xguest xguest u 50

[root@localhost targeted]# semanage login -d user 5
[root@localhost targeted]# semanage login -1

NMa Bxopa None3oBaTens SELinux Owana3oHd MLS/MCS
~ default unconfined u s8-50:c0.c1023
root unconfined u s@-50:c0.c1023
system u system u 50-50:c0.c1023
xguest xguest u 50
[root@localhost targeted]# l

Pucynox 76 - Y ganenue conocraBieHuM

4.6 Ilpuioxenue "Agmunucrpupoanue SELinux"

[ToMuMO yTHIIUT KOMaHAHOW CTPOKHM HACTpOHKa mapaMeTpoB Selinux OCyIIeCTBISETCS C
MOMOUIbIO MpUIOKeHUs «AnMunuctTpupoBanue SELinux», koTopoe 3amyckaercs U3 MyHKTa MEHIO
"Cucrema->AaMuHUCTpUpOBaHue->Ynpasiaenue SELinux".

Ha Bxmagke "CraTyc" HE0OO0XOAMMO YCTAHOBUTH PEXHUM aJMUHUCTPHUPOBAHUS M THII
nosmtuku (mapametp "SELINUXTYPE" B kondurypammonnom ¢aiine /etc/selinux/config), xak
MoKa3aHo Ha puc. 77. BeiOop mapaMeTpoB Ha JTaHHOW BKJIAJKE 3aBHCHT OT IIejieil 0€301acHOCTH,
KOTOpbIE CTaBUT IMepen coOoi aamuHucTpaTop. Hipke 1o TeKCcTy NpeAcTaBiICHbl KpaTKHe

XAPaAKTCPUCTUKU YCTAHABIIMBACMBIX ITAPAMETPOB.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Pexum anMunuctpupoBanus SELinux.

[Tone "Ctporuii pexuM 1O yMOJTYAHHUIO"' MOXET OBITh YCTAHOBJICHO B TPU 3HAYCHUS:
"Brixmmroueno" (disabled), "Pa3spematommii” (permissive) u "Crpormii" (enforcing). Eciau ctporuit
pEeXHUM BKJIIOYEH (HE NMPUHUMAET 3HaueHHe "BpikiatodyeHo"), To noie "Texkymuid crporuil pexxum”
npuHuMaet 3HadeHus "Crporuit” (enforcing) win "Pazpemaronuii” (permissive).

Onucanue pexxMMOB aIMUHUCTPUPOBAHUS MTPEJICTABICHO B MyHKTE 4.5.

[Tonutuku 6e3onacuoctu SELinux.

[Monmutrku 0€30MacCHOCTH I CHUCTEMBI IOJTHOMOYHOTO KOHTPOJs mocryma: "trageted",
"mls", "strict” 1 "minimum" (o ymon4anuto "targeted").

[Tomutuka Oe3zomacHocTh targeted. Ee 1enp - 3alIMTUTH ONEPANMOHHYIO CHCTEMY OT
CUCTEMHBIX IIPOILIECCOB, IEPENAIOIUX M MOJIYYAIOIUX COOOIICHUSI Yepe3 CEeTeBbIE CEPBHCHI
(manpumep, NES, DNS, HTTP). Ot npoueccsl SBISAIOTCS Hanbos1ee YacThIMU 00BEKTaMHU IS aTak
3II0YMBIIIJICHHUKOB, TaK KaK MPUCYTCTBYIOT MPAKTUYECKH Ha JIOOOM cepBepe M, KaK MPaBHIIO,
BBITMOJIHSIOTCS C MOJHOMOYHSMH IOJIB30BATENS rOOot.

[Tomutuka Ge3omacHocTd MLS. DTOT pekuM JOCTYNEH, €CIM YCTAHOBJICHBI CIIEAYIOIINE
nmakeTel: mcstrans, policycoreutils-newrole, selinux-policy-mls. MHoroypoBHeBass 0e30macHOCTb
(Multilevel security nnu Multiple Levels of Security — MLS) — 3T0 cuctema pa3aenenus ypoBHER
JOCTyMa MO Pa3IuYHbIM YPOBHSIM BAXXHOCTH WHPoOpManuu (T.e. PA3NIUYHBIM YPOBHSIM
0€30MacHOCTH), 4YTO TO3BOJISIET OTPAIUTh BAXHYIO HH(POPMAIMIO OT PaOOTHUKOB C HHU3KUM
ypoBHeM noctyna. [lomutnka MLS comepXuT He TOIBKO IpaBuila, yKa3bIBAIOIINE, KaKUE 00BEKTHI
CHCTEMBI 0€30MacHOCTH MOTYT COBEpIIATh ONpPE/IEICHHBIC JCHCTBUS M YTO OHM MOTYT CHEJATh,
HaXoAACh Ha ONpeAeJeHHOM YypoBHe Oe3omacHoctH. B MLS Takke cymecTByloT [Be
JIOTIOJTHUTEILHBIC XapaKTEPUCTHKN YPOBHS 0€30MMaCHOCTH: BaXKHOCTH (Sensitivity), BhIpakaromascs
B auana3zoHe or sO0 mo sl15, m Bo3MoxHOcTH (capabilities) — ot cO mo c¢255. Dto naer
JIOTIOJTHUTEIBHBIE BO3MOXKHOCTU JJISl peaJin3allid MHOTOYPOBHEBOW CHCTEMbI 0O€30MacHOCTH Ha
ocHoBe SELinux.

[Tonmutrka 6e30macHOCTH Strict. DTOT peXUM JOCTYNEH, €CIU yCTaHOBJICH MakeT selinux-
policy-strict. [Tonmutrka strict - Hanbosiee cTporas U3 BCEX CTAHIAPTHBIX MOJIUTHK 0€30MMacHOCTH.
OHa orpaHuYMBaeT ACSITEILHOCTh HE TOJBKO CHUCTEMHBIX, HO M TOJB30BATEIBCKUX MPOIECCOB.
Ecin ycraHnoBuTh mnosutuky strict m pexxuM Enforcing, To cTaHer HEBO3MOXKHO (#axke c
MOJTHOMOYHSIMU TOO0t) TTPOCMOTPETh KypHaIbHbIC (DAMIIBI, CMEHUTh PEeKUM paboThl Ha Permissive
nnn coBceM OTKIounTh SELinux. Ilonmp3oBatens nake HE CMOXET KOPPEKTHO TNepe3arpy3uTh

KOMIIBIOTCP. E,Z[I/IHCTBCHHBIM BBIXOJO0OM CTAaHCT HaXXaTHUC KHOIIKH Reset na KOMIIBIOTCPC (I/I.HI/I CHUIrHall

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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3aBEpUICHUS] OT CHUCTEMBbl BUPTyalIM3allMM) W YyCTaHOBKa IapaMmerpa sapa enforcing=0 wnm
selinux=0.

[TomuTtrka G€30MacHOCTH minimum. DTOT PEXUM JTOCTYIICH, €CIM YCTAHOBJIEH IaKeT
selinux-policy-minimum. Ilonutuka Oe3omacHOCTH minimum Obula pa3paboTaHa Ha OCHOBE
MOJIUTUKHU targeted crenManbHO AJISL MOJIB30BATENEH, KENAIMUX MOTPEHUPOBATHCS B CO3/JIaHUU
cobctBeHHBIX TOMUTUK Juisi SELinux. IlonmTrka minimum COAEPKUT T€ K€ MOIYJIH, YTO H
noyMTHKa targeted, oHaKo, He 3anelcTByeT uX. M3nauanpbHo SELinuxX HEe OrpaHUYMBaeT HUKAKHE
O00BEKTHI CUCTEMBI OE30TaCHOCTH, HO TPH >KEITAaHUH MOXHO, HAlPUMEP, YCTAHOBUTh MOIYJH IS
KOHTPOJISI TIpoiieccoB. B aTom ciydae motpeOyeTcst SBHO HACTPOUTH HEOOXOAUMBIE pa3pellieHus B
noJiMTUKe Oe30macHoCTH. TeM He MeHee, MOJUTHKA minimum SBJISETCS XOPOIIeH «ITeCOYHHIICH»
JUTsl TIpoBeieHust skcnepumeHToB ¢ SELinux.

B karanore /etc/selinux ans Kaxaod W3 MOJUTHK CO3JAIOTCA IMOJKATaJIOTH, B KOTOPBIX
pacrosaraioTcsi COOTBETCTBYIONINE KOH(UTYPAITMOHHBIE (ailsib.

[Tocne cmeHbl ycTaHOBIIGHHOTO TlapameTpa ("'Tumn MoauTHKY Mo yMOTYaHHI0'") moTpedyercs
nepesarpy3ka cuctembl. st Toro 4toObl mpu 3arpy3ke SELinux aBTOMaTHYECKH PAcCTaBUII B
daitioBoii cucTteMe HEOOXOAMMBIE METKH, COOTBETCTBYIOIIME TMOJHUTHUKE O€30MacHOCTH,

HEO0OXO0IMMO YCTaHOBUTH Tanouky ais nodst "[lepepasmerka mpu cieayromei 3arpyske”.

L] ADMHHACTPHpOBaHWe SELIinuX )
®ain Cnpaeka

Bbibop: CTPOruiA PexumM no yMonyaHuwo \ CTporuii S }
MepekniovaTens TeKkyLWiA CTPOTNIA PEXNM \ CTporuit 2 \
MpucBoeHne MeTOK hannam )

. TUN NOIMTUKKA NO YMONYaHUIO: ‘targeted <
ConocTaeneHne NoNbL30BaTENER L
Monb3osaTens SELinuUx O £ NMepepasMeTka Npu CIeayOLER 3arpy3Ke.

CeTeBoRn NopT
Mogyne NOAMTUKK
[omeH npouecca

Pucynok 77 - OxHo npunoxenus "AamuauctpupoBanue SELinux"

BKJiaaka "Craryc"”

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




Ha Bxnanke "Ilepexitouatens” BBIMONHSAETCS HACTpoika JieHTH! KoH(purypauuu SELinux
(puc. 78). IlepexmrouaTenu - 3T0 OJOKH MOJUTUKH, KOTOPHIE MOXHO J00aBIATh WM YAQIATh Ha
JeTy, TMepeKiovas ux 3HadeHue. [loutu kaxmoe mpaBuiio, gobaBisieMoe B moiauTuky SELinux,
n00aBIseT HOBBIC MPUBWIETUH. J{JI1 MAaKCHMAIILHOTO TIOBBIIICHHS O€30MMaCHOCTH, 00ECTIeYnBaEMOA
SELinux, 4uciiO aKTHBHBIX MPaBWJI CIEAyeT MUHUMHU3HPOBaTh. MHOTAa monuTHKa M00aBiseTcs

BKJIFOUCHUEM MEPCKIIOYATCIIA, a4 HMHOI'JAa - BBIKIIOYCHHEM. Omnmncanue MNEPCKI0YATEId MOXKHO

HAYB.13001-01 91 01
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IMPOCMOTPETH B UCXOJHOM TCKCTEC IMOJIUTUKH.

]

o}
®ain Cnpaeka

Buibop:
CraTyc

MpHCBOEHNE METOK painam

ConocTasneHue nofs3oeaTenei

Mone3osaTens SELinux

CeTeBOW NOPT

Moaynb NOAWTUKN

[HomeH npouecca

ALMMHHUCTPpUpOBaHWe SELinux

dunsTp

Active

OO0

OopoporRODOOOd

# &

Mpon3BonbHbIA BNOKMPOBaHKE...

]

Module
abrt
abrt
apache

apache
apache
apache
apache
apache
apache
apache
apache
apache

w | Description

Allow ABRT to runin abmﬁhandEeﬁeventﬁH
Allow ABRT to modify public files used fc
Allow httpd to access cifs file systems

Allow apache scripts to write to public c

Allow httpd to read home directories
Allow Apache to run in stickshift mode, r
Allow Apache to use mod_auth_pam

Allow Apache to query NS records

Allow httpd cgi support

Allow httpd to run gpg in gpg-web domai
Allow HTTPD scripts and medules to con
Allow httpd to act as a relay [~]

| [)

Pucynox 78 - Okno npunoxenus "AamunuctpupoBanne SELinux"

SELinux mo3BoisieT OJOKUPOBAaTh JIOTMYECKHE IEPEMEHHBIE, OTHOCSIIMECS K OJIoKaMm
noymTuk Ha Bkjiaake 'llepexmrouarens”. [[ns Be3oBa okxHa "SELinux Boolean Lockdown"
("Macrtep ONOKMPOBKHM JIOTHUECKUX MEPEMEHHBIX'") HYXHO BBIOpaTh MEpeKIoyaTesb U HaXaTh
kHONKY "brokupoanue...". B oTkpbiBmeMcs: okHe (puc. 79) moxkHo pazbiokupoats (Enabled),

3abmokupoBaTh (Disabled) n BoccTaHOBHUTH 3HAYEHHUE TIO YMOJTYAHUIO i1 iepemenHoi (Default).

Bkiazika "[lepexitouarens”

N3m.

JIuct

Ne nokym

IToan

Jara
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] SELinux Boolean Lockdown =
®aitn  Cnpaeka
Bbibop: _ Boolean: allow_httpd _sys_script_anon_write il
Begin
< abrt
abrt_handle_event
abrt_anon_write
Finish
< apache
httpd_enable_homedirs

Allow apache scripts to write to public content. Directories/
Files must be labeled public_rw_content_t.

I tod s

httpd_ssi_exec
allow_httpd_anon_write

httpd_can_check_spam [ = Bl i
httpd_dbus_avahi
httpd_can_network_relay

O @ Enable @ @Disable O < Default

(=]

a I = ‘| ) | Bblxog || MpezbiayLas || Bnepén

Pucynok 79 - Mactep 0J10KHPOBKH JIOTHYECKUX MTEPEMEHHBIX

Bxnaaka "IlpucBoenue metok (aitmam" mosBosser HacTpauBaTh SELinux Tumbl ¢aiinoB
(meTkn) aitmam u rpynmam (daitioB (puc. 80). MeTkH YyBCTBUTEIBHOCTH COCTOST U3
UepapXUUecKoil 4acTu (ypoBEeHb) U HEHEPApXUUEeCKOro Habopa kaTeropuil. Moaynp 6e30nmacHOCTH
SELinux mOpumuchIBaeT "METKY YYBCTBUTEIBHOCTH' OOBEKTaM KaK YacTh KOHTEKCTa 3aIlIWTHI
Mertku ¢aitnoB MoxHO 100aBiATh (kHOMKA "Jlo0aBUTH"), yaamsaTh (KHOMKA "Y JaMUTh"), U3MEHSTh
(kHomka "CBoiicTBa" 1Isi BRIOpAaHHOM METKH), a Tak k€ (GuiabTpoBaTh (BbIOpaB [Ipon3BOIBLHBIM

¢unbTp). [IpuMevanue: 3T METKU YyBCTBUTEIBLHOCTH HE MPUCBAUBAIOTCS BUPTYaIbHBIM MallMHAM

U HX pecypcam.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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4] AnMuHUCcTpUpoBaHWe SELInux R [=] ¢
®ainn Crpaska
Beibop:
CraTyc
MNepeknwyaTtens

OobapuTe CBOWCTBa YOanuTb [pOM3BONBHLIA

QUALTP [ ]

ConocTaBneHne nonb3oBaTenen OnPe,qeneHme o SELinux‘

MNone3oeatens SELinux thannoe Tun ®aina

Ceresoi nopt N . . S
Moaynb NONUTUKK 1* default_t:s0

[lomeH npouecca 111+ etc_runtime t:s0

Jafs mnt_t:s0
/arquota\.(user|group) quota_db_t:s0
/\.autofsck etc_runtime_t:s0
/\.autorelabel etc_runtime_t:s0
/bin bin_t:s0

Jbin/* bin_t:s0
/binfalsaunmute alsa_exec_t:s0
/bin/bash shell_exec_t:s0
/bin/bash2 shell_exec_t:s0
/binfd?ash shell_exec_t:s0

a m ] B

al

|
Pucynox 80 - Okno npunoxenus "AamunuctpupoBanne SELinux"

Bkimanka "[IpucBoenne metok daitmam"

Ha puc. 81 npuBeneHo OKHO HACTpPOMKH COMOCTaBJICHMs Mosib3oBareneil. [lonb3oBarenu
CUCTEMBI 110 yMOJI4aHuto conoctasisAoTcess SELinux-nonb3oBarento unconfined_u. Conocrasnenue
MOJIB30BaTEJICH MOXKHO 100aBIATh (KHOTKA "J[00aBuTh"), ynanate (KkHomKa "YaanuTh'"), U3MEHATH
(knonka "CBomicTBa" 1 BBIOpAaHHOW METKH), a Tak ke (QuibTpoBaTh (3amaB QUIBTP B
COOTBETCTBYIOILIEM IoJie). Jlajmee mpuBeneM ONMCAHME CBOMCTB, mpenomnpeaeneHHbIXx SELinux-
MOJIb30BaTENEN.

CgoiictBa npenonpeneneHubix SELinux-moas3oBarenei.

SELinux-moyib30BaTens guest_u:

OToT TpodUIH HUCHONB3YEeTCS MM IOJIb30BAaTEIe, KOTOPBIX HEOOXOAMMO YCHIIEHHO
KOHTponupoBaTh. SELinux-mosib30Bareib guest_u MOKET TOJBKO BONTH B CHCTEMY, UCIOJb3YS
OpenSSH. T'ocTeBble MOJB30BaTEIM HE MMEIOT JIOCTYyIAa K CETEBBIM pecypcaM M IporpaMmmam ¢
yCTaHOBJICHHBIMH OuTamu setuid u setgid.

SELinux-noJyib30BaTeNb Xguest_u:

Jannabplii mpodmib aHAIOTUYEH guest_U 3a UCKIIYCHHEM TOTrOo, YTO Xguest MOoJbh30BaTeNN
MOTYT BXOJUTh B Xwindow M HE MOTYT BXOIUTb, ucnoynb3yss OpenSSH. JIpyrum uckitoueHueM
SBJSIETCS TO, YTO JAHHBIA MOJIb30BaTENb MOXKET mojyuuth aoctyn k HTTP moprty, ucnonsiys

koHTponMpyeMbiil SELinux sk3emmiisip Mozilla Firefox.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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SELinux-1oJyib30Bareib user_u:

SELinux-moibp30BaTeNb ~ USer_u  HANlOMHHACT  OOBIYHOTO  HENPUBUIECTUPOBAHHOTO
orpannyeHHoro (confined) SELinux-mons3oBarens. Takoil moap30BaTeNlb MOKET BOUTH B CUCTEMY
ucnoab3ys Xwindow u OpenSSH, umeer 1ocTyn K CETEBBIM pecypcam, HO HE MOKET HUCII0JIb30BATh
IpOTpaMMBbI C yCTaHOBJICHHBIMU OuTamu setuid u setgid.

SELinux-none3oBarens staff u:

Ortor SELinux-Ioias30BaTells HISHTHYEH USEr U, 3a UCKIIFOUYEHHUEM TOTO, 4To staff u Moxer
UCIIOJIb30BaTh Mporpammel ¢ (iaaramu setuid u setgid. Kpome Toro monmps3oBarens staff_u moxer
TaKXe MPOCMOTPETh MH(pOpMAIHIO 000 BCEX IMpOIeccax B CHCTEME M MMEET HEKOTOphIe IpYyrue
HECYIIECTBEHHbIE IPUBUIIETHH 110 CPABHEHUIO C TIOJIb30BaTEIIEM USEr_U.

SELinux-nonb3oBaTens sysadm_u:

JlaHHBI TOJB30BATENb MPUAYMaH, YTOOBl OrpaHUuYMTh, Ucnonb3ys SELinux, ydeTHyio
3aMuch root, 4To OOBIYHO JenaTh He pekomeHnayercs. OH ucnonb3yercs B Multi Level Security
OKPY>KE€HHH, T/I€ HET Mojb30oBaresst unconfined_u.

SELinux-nons3oBarens unconfined_u:

SELinux-nons3oBarens unconfined_u - 3To cpena, B KOTOPOiA M0 yMOJIYaHUIO pabOTarOT BCE
Linux-nonb30BaTenan B COOTBETCTBUM C LIEJIEBON MOJUTUKONU. DTOT MOJIB30BATENb B 3HAUUTEIbHOMN
CTETIEHH OCBOOOXKJEH OT OrpaHndyeHui, HakiagsiBaeMblx SELinux. HWckiaroueHuem siBisieTcs
Mexanu3M Memory Execution Protections (orpaHu4eHre Ha UCTIOJIHEHHE ONPECIICHHBIX OTIEpAIHid
B IIaMSATH).

SELinux-noJyib30BaTelb system_u:

DTOT MOIB30BaTENb 3ape3EePBUPOBAH IS HYX A cucTeMbl. OObIYHbIe Linux-nosabp3oBarenu

HE JOJKBI conmocTaBisAThes ¢ SELinux-monp3oBaTenem system_u.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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4] ApMuHMCTpHpoBaHWe SELinux =
®aitn CnpaBka

Bbibop:
CraTyc =+ = ﬁ
OobapuTe CBOWCTBA YOanuTb
MepeknwyaTens
MNpuceoeHWe MeTOK (alnam PUNLTP I
. JloruH SELinux OunanasoH E
MonbzoeaTens SELinux Nms et Monb3osartens MLS/MCS

CeTeBol NopT

Momynb NONNTUKK root unconfined_u  50-50:c0.c1023
DNomet npouecca system u  system u 50-50:c0.c1023

user unconfined_u  s0-s0:c0.c1023

Pucynox 81 - Okno npunoxenus "AamunuctpupoBanre SELinux"

BKIaaKa "ComocTaBiIeHue IT0Ib30BaTeyen"

Oxkno HacTpoiiku cBoricTB SELinux nonbs3oBareneii npuseaeHo Ha puc. 82. [lonb3oBaTeneit
SELinux wmoxHO n006aBnsath (kHomka "JloOGaBUTh'), ymamsaTth (kHOmKa "Yaamute'"), HU3MEHSTh
(knonka "CpodcTBa" IS BBHIOpAaHHOW METKHM), a TaK k€ (UIbTpOBaTh, 3adaB (QUILTP B
COOTBETCTBYIOILIEM TOJIE.

SELinux-moJib30BaTeNb, COMOCTABIIIEMbI MOJIB30BATENSIM 0 yMoJdaHuio, unconfined_u
comnocTtaBiieH poisiM unconfined_r u system_r U BCeM AOCTYIHBIM KaTeropusiM (compartments).
O6e ponu unconfined_r u system_r comocTtaBisroTcss gjoMeHaM Oe3omacHoctr SELinux. JlomeHs
6e3onacHocTy SELinux - 3T0 ompeneneHHbIe OKPY>KEHHsI 0€30MTaCHOCTH JIJIsl TIPOIIECCOB B CUCTEME
Linux. HeorpanuueHHslii foMeH Oe3omacHocTd - unconfined_t - 3ape3epBUPOBAHHOE OKPYKCHHE
JUTSL TIPOIIECCOB, KOTOPHIE B 3HAUYUTEIBHON CTENEHH 0CBOOOXKACHBI OT orpannyeHnit SELinux. Pomnb
system_r COIOCTABIISIETCS JOMEHaM O€30MacHOCTH IS CHUCTeMHBIX mporeccoB. SELinux-
noyib30BaTenb unconfined_u wmMeeT AOCTyn K poOJW system_r, YTOObI HWMETh BO3MOXHOCTH
3aIycKaTh CHCTEMHBIE TMPOIECCHl B CBOMX JOMeHax Oe3omnacHocTd. SELinux-moias30BaTeNb
unconfined_u paboraer B joMeHe Oe3zomacHocTu unconfined_t yepe3 pons unconfined_r, koTopoit

OH COIIOCTAaBJICH.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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i ALMWHUCTpUpOBaHWe SELinuX T
®aitn Cnpaeka

Bribop: T

CTa:yc qr [l ®

Mepekniouarens OobaeuTe CeOWCTBa YAanuThb

MpuceoeHe METOK (ainam ®UALTP I ]

ConocTaeneHue nons3oeaTenei it A ) @
Monk3oBaTens 2 MLS/MCS RlLLSEL I

CeTepoi nopT git_shell_u s0 git_shell_r

Moayne NOANTUKK guest_u <0 quest_r

Aomen npouecca root 50-50:c0.c1023 staff r sysadm_r system_r unc
staff_u 50-50:c0.c1023 staff_r sysadm_r system_r unc
sysadm_u s0-50:c0.c1023 sysadm_r
system_u s0-50:c0.c1023 system_r unconfined_r E
unconfined_u 50-50:c0.c1023 system_r unconfined_r
user_u s0 user_r
xguest_u s0 xguest_r

_[ | e |)]~

I
Pucynox 82 - Okno npunoxenus "AamunuctpupoBanre SELinux"

Briaaka "Iloms3oBarens SELinux"

Ha cnenyromem pucynke npuBeaeHa Bkiaagka "CereBoit mopt". B okHE MOXKHO HAaCTPOHTH
tun SELinux mopra, npotokon 1 MLS/MCS yposens mias cereBoro nopra. SELinux mapametpbl

MOPTOB MOXHO 337aBaTh OTHOCUTENBHO CIUCKOB (puc. 83) u rpyn (puc. 84).

AnMuHMCTpuMpoBaHue SELinux

®ann CnpaBka

BriGop: T —
CTa:rc + l;\l ﬁ = v
NepekyaTens NobaBnTe CBoOWcTBa YaanuTb [pynnbl
MpUcBoeHMe METOK (haiinam OUALTP [ l
ConocTasneHue Nons3oeaTenen SELinux Mopr MLS/MCS A
Monb3oBaTens SELinux Tun ~ [poTokon YpoBeHb opT %

[CeTeRommopT Y ofc hos_port t udp s0 7007 B

Monynb NonnTHKKM afs_client_port _t udp s0 7001

HAlomer npouecca afs_fs_port_t udp 50 7000
afs_fs_port_t tcp s0 2040
afs_fs_port_t udp s0 7005
afs_ka_port_t udp s0 7004
afs_pt_port_t udp s0 7002
afs_vl_port_t udp s0 7003
agentx_port_t udp s0 705
agentx_port_t tcp s0 705
amanda_port_t udp s0 10080-100
amanda_port_t tcp s0 10080-100
amavied reru nort t trn ) 10074 Z
[ m [ [2)

|
Pucynok 83 - OkHo npunoxenus "AamunuctpupoBanue SELinux",

BKiazaka "CeTeBol mopt" Asis criMcka

W3m. | Jluct| No noxkym | Ilonnm |[lara
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E= ABMWHUCTPUpOBaHWe SELinux

Daiin  Cnpaeka

BeiBop:
CraTyc
Mepekno4yaTens
MNpucBoeHne METOK haiiam
ConocTasnexue Nonb3osaTenen
Monk3oeaTens SELiNUX

Moayne NOANTUKK
[omeH npouecca

-

o x
e D_= et

[obasnTe CBOWCTEA YAanuT Cnuncok
dunbTp [ ]
?EE"”’( flony ~ | MpoTokon | MopT %
afs_bos_port_t udp 7007
afs_client_port_t udp 7001
afs_fs_port_t tcp 2040
afs_fs_port_t udp 7000, 7005
afs_ka_port_t udp 7004
afs_pt_port_t udp 7002
afs_vl_port_t udp 7003
agentx_port_t tcp 705
agentx_port_t udp 705
amanda_port_t tcp 10080-10083
amanda_port_t udp 10080-10082
amavisd_recv_port_t tcp 10024
amavierd send nart t trn 1NN75 E

Il

Pucynox 84 - Okno npunoxenus "AamunuctpupoBanrne SELinux"

)

BKJ1agka "CeTreBoil mopT" [UIsl TPyII

Ha Bxnaake "Moaynb moauTHKHA" MOXKHO co31aTh (KHomka "Co3mare'"), 100aBUTh (KHOIIKA

"JloGaBuTh"), ynmamuTh (KHOMKa "YAanuTh') MOAYNMH MOJUTHKH M BKIOYUTH SELinux aynut

(xkHomka "BxitounTs ayaut") (puc. 85).

B ApMWHWCTPpUpoBaHne SELinux

®ain Cnpaska

Bribop:
CraTyc
MNepeknyaTens
MNpucsoeHue MeToK (ainam
ConocTasneHue nonb3oeatenen
MNone3oeatens SELinux
CeTeBo#l nopT

NomeH npouecca

& +

Co3naTh

=

NobaBuTe YRanuthk

.;%

BKIOYATL ayauT

@UALTP I

Wma mogyns ~
abrt
accountsd
ada

afs

aiccu

aide
aisexec
amanda
amavis
amtu
apache
apcupsd
arpwatch

Bepcus
1.2.0
1.0.0
1.4.0
1.5.3
1.0.0
1.5.0
1.0.0
1.12.0
1.10.3
1.2.0
2.1.2
1.6.1
1.8.1

) [

-

)

- - y

Pucynoxk 85 - OxnHo npunoxxenus "Anmuauctpupoanue SELinux",

BKJIa7Ka "MOyNb OJUTUKH"

N3m. |JTuct

Ne noxym
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Ha puc. 86 npencraBieHO OKHO HACTPOUKH IOMEHOB IpoIiecca, sl KOTOPBIX MOXHO 3a7aTh
WJIM OTMEHHUTDH pa3pelalonuil pexuM.

Paspenraromiyie 7oMeHbI MOTYT OBITh MCIIOJIB30BAHbI JJIS:

1) mepeBoga pabOTHI OMPENEICHHOTO TMpolecca (IOMEHA) B pa3pelialoniuil pexuM s
aHaJIM3a M BBISBIICHUS MPOOJIEM, BMECTO TOJIBEPKCHUSI PUCKY IIEJION CHCTEMBI, 32 CUYET MepeBojia
CUCTEMBI B pa3pelIatonIfil pexum;

2) co3maHus MOJUTHK JUIsl HOBOTO NMPHJIOKEHHs, B HOBOW IMOJMTHUKE MOMEYAIOTCS TOJIBKO

OMPCACJIICHHBIC TOMCHBI KaK paspClIaroume, 0e3 pUCKa YA3BUMOCTU BCEM CHCTEMEL.

[ ADMWHWUCTPHpOBaHWe SELinux T
@aitn CnpaBka

Beibop:

CraTyc
PaspeluamoLni

MepeknwoyaTens p .

MpuceoeHue MeToK thaitnam DUNLTP ]

ConocTaBneHne Nonb3osaTenei . =
Domain Name ~ | Mode

MNonb3oeaTens SELinux

CeTeBoil nopT |

abrt_dump_oops
abrt_handle_event
abrt_helper
abrt_retrace_coredump
abrt_retrace_worker
accountsd

Moaynbs NOANTUKK

acct

ada
admin_passwd
afs
afs_bosserver
afs_fsserver

e &
(<] i B

| |
Pucynox 86 - Oxno npunoxenus "AamunauctpupoBanrne SELinux",

BKiazaka "fomen mpouecca”

4.7 Koundurypanuonnslii ¢aiia /etc/sudoers

Hcnonb3ys komanay sudo, aBTOpU30BaHHbBIE aJMUHUCTPATOPBI MOTYT YTBEPAUTH J€HCTBUS
Ipyrux mnoisb3oBaTeneil. Kak Toibko aIMUHHCTpAaTOp yTBEp)KAAeT OINEepaluio, U3MeHseTcs ¢aiin
/etc/sudoers, uYTOOBI TPEAOCTABUTH IIOJIH30BATENI0 TPABO BBIMOJHEHUS AAMUHUCTPATUBHOM
Olepaluu.

Hcnonp3yst komanay sudo U KoHGUTypanoHHBIN (aiin /etc/sudoers, aaMHHUCTpATOpaM,
T.e. noas3osaressiM ¢ UID root, pa3pelieHo nepenaBarb 4acTh WIK BCE CBOU IOJIHOMOYHUS APYTUM

IIOJIB30BATCIIAM.
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@aiin sudoers AOMKEH PeJaKTUPOBATHCA TOJIBKO KOMaHIOW visudo, KOTOpas OIOKHUPYET
(daiim ¥ OCyIIECTBIIAECT MPOBEPKY IpaMMATHKH. DTO 00s3aTeIbHO BO M30€KaHWE BO3ZHHUKHOBEHHUS
omm0OoK B cuHTaKcuce sudoers, Tak kak sudo He OyaeT padoTaTh MpU HATUYHH OMKUOOK B sudoers.

®opmar daiina /etc/sudoers TPOCT: HAYUHACTCS C UYETHIPEX OMIMOHATBHBIX CEKIHHA U
3aKaHYMBACTCS MPUCBOCHUEM CIEIHAIBHBIX MpaB. Dailyl MOXKET BKIIOYATh MyCThIE CTPOKU, CTPOKH
KOMMEHTApHEB, KOTOPhIE HAYMHAIOTCS CO 3Havka #. OmmuoHambHBIE (HEOOS3aTEIbHBIC) CEKIIMH
CIICTYIOIINE:

— User Alias (IlceBmonum momb3oBarens). llpucBamBaeT TICEBAOHUM  OJHOMY
MOJIB30BATEII0 WJIM TPYIIIE ToJib3oBaTeseid. [loap30BaTeslb MOKET MMETh HECKOJIBKO
IICEBJIOHMMOB.

— "Run as" Alias ("Pa6otaer kak" IlceBmonum). OmpenensieT, BMECTO KOTO HMMEHHO
noJsib30Barenh KoMaHbel sudo Oymer paborats. [lo ymondanuto sudo moapazymeBaeT
CYIIEePIOIB30BaTENSI rO0t, HO €CTh BO3MOKHOCTH pab0TaTh BMECTO KOTO-JIM0OO0 JPYTOTO.

— Host Alias (IlceBnonum paboueii craniuu). Onpenensier, KakuM pabOuYuM CTaHIHMSIM
MIPUCBANUBAIOTCS TTpaBa.

— Command Alias (IlceBnonum Komannpr). Onpenenser NceBIOHUM A TOM WIN WHOU
KOMAaHJBbI.

Hcnonp30BaHue ICEBAOHUMOB HE 005A3aTENbHO, HO OHM CHJILHO OOJIEr4aroT NalibHEHIIee
penakTupoBanue Qaitna. Hampumep, eciv Bbl XOTHTE HAJACTUTH IMOJb30BaTelsl userl mpaBamu,
KOTOpBIE UMEET user2, Hy>KHO 100aBUTh IEPBOTO B TPYIIITY IMOCIEIHEr0 U BaM HE MPUACTCS TPATUTh
MHOT'O BPEMEHH, MIEPENUCHIBAsT OJMHAKOBBIE CTPOKHU. CyIECTBYET CENUAIbHBIN ceBAoHUM ALL
("BCE"), 1 ero MOXHO HCIIOJB30BaTh Be3ae: oH MoxkeT o3Hadath "BCE" monp3oBarenn, "BCE"
XOCTBI H T.J.

Jns  ompeneneHuss TNCEBIOHUMOB TOJI30BATENSl HYKHO HCIIOJIB30BaTh KOHCTPYKLIUIO
User_Alias <IICEBJIOHUM> = <ums nosip3oBatens 1>, <ums mosib3oBarens 2>, <...>. Hanpumep:

User_Alias FULLTIMERS = fulltl, fullt2, fullt3

User_Alias USERS = userl, user2, user3

User_Alias SYSTEMS = root, operator7, sysadm

Hns  ompenenenus mnceBIOHUMOB Runas (BbpIMOMHUTE Kak) HYKHO HCIOJIb30BaTh
koHcTpyKInto Runas_Alias <IICEB/IOHUM> = <ums monws3oBatens 1>, <uMs MOab30BaTems 2>,
<...>. Hammpumep:

Runas_Alias OP = root, operator

Runas_Alias DB = oracle, sybase
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Jns  ompeneneHus TICEBAOHUMOB BBIUMCIMTEIBHBIX MAIIMH HY)XHO HCIIOJIb30BaTh
koHcTpykiuto Host_Alias <IICEBJIOHUM> = <paGouas cranmus 1>, <pabGodas cTaHmus 2>,
<...>. Hammpumep:

Host_Alias SPARC = bigtime, eclipse, moet, anchor :\

SGI = grolsch, dandelion, black :\
ALPHA = widget, thalamus, foobar :\
HPPA = boa, nag, python

Host_Alias CUNETS = 128.138.0.0/255.255.0.0

Host_Alias CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0

Host_Alias SERVERS = master, mail, www, ns

Host_Alias CDROM = orion, perseus, hercules

Hns onpenenenuss nceBgonnmMoB Cmnd (KOMaHJ) HYXHO HCIOJIb30BaTh KOHCTPYKLIUIO
Cmnd_Alias <I[ICEBJIOHUM> = <nyTh K HCHOJHAEMOW KOMaHIe 1>, <IMyTh K HCIHOJIHICMOU
KoMaHze 2>, <...>. Hanpumep:

Cmnd_Alias DUMPS = /usr/bin/mt, /usr/sbin/dump, /usr/sbin/rdump,\

/usr/sbin/restore, /usr/sbin/rrestore

Cmnd_Alias  KILL = /usr/bin/kill

Cmnd_Alias PRINTING = /usr/sbin/Ipc, /usr/bin/lprm

Cmnd_Alias SHUTDOWN = /usr/sbin/shutdown

Cmnd_Alias HALT = /usr/sbin/halt, /usr/sbin/fasthalt

Cmnd_Alias REBOOT = /usr/sbin/reboot, /usr/sbin/fastboot

Cmnd_Alias SHELLS = /usr/bin/sh, /usr/bin/csh, /usr/bin/ksh, \

fusr/local/bin/tcsh, /usr/bin/rsh, \
/usr/local/bin/zsh

Cmnd_Alias  SU = /usr/bin/su

YtoObl HAacTpPOUTH ISl MOJIb30BATENsl BCE IpaBa IOJIb30BATENs root MPHU BBIMOJIHEHUU
KoMaH bl sudo, Hy)KHO J00aBUTh B (ailj1 KOHCTPYKIINIO <uMs_toibs3oBarens> ALL=(ALL) ALL B
cexkuuu ''User privilege specification'. J[o6aBuM TOTHOMOYHS aIMHUHHCTpPATOpa IOJIB30BATEIIO

user:

user ALL=(ALL) ALL
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UToOBl HACTPOUTH TOOt-TIPUBUJIETUU BCEM UIEHAM TPYIIbBI, HYXHO HCIOJb30BaTh
KOHCTpYyKInto %o<ums_rpynmnbr> ALL=(ALL) ALL. Jlo6aBUM root-puBHJIETHH BCEM YJICHAM
Irpynmnel system:

%system ALL=(ALL) ALL

UTo0Bl AaTh MOJB30BATENIO MpaBa Ha BHIMIOJHEHHE OT root KOHKPETHBIX KOMAaH], HYXHO
WCIIOJIB30BaTh KOHCTPYKIIMIO <HMs mojb3oBaresr> ALL = <myte K wucnomasemomy Gdaumy
KOMaHJIbI>, <IyTh K HUCIOJHsAeMOMY (aiiry KoMaHIbl 2>, <...>. J[o0aBUM mOJIB30BaTEIIO USEr
IpaBa Ha BHIMOJHEHHNE OT MMEHHU oot BRIMOHEHUs KoMaHa mount u kill cienyromum obpazom:

user ALL = /bin/mount, /bin/kill

YT0o0Bl MO3BOIUTH MOJIB30BaTeai0 ('MOJIB30BaTENb 1") BEINOJHATE KOMAaHABI OT HWMEHHU
Ipyroro mojb3oBaTens ('mosb3oBaTens 2", "momb3oBarenb 3" W.T.A.), HEOOXOAMMO T00aBUTH
KOHCTPYKIMIO <mnojib3oBarens 1> ALL = (<nonb3oBatens 2>, <MOJib30BaTENb 3>, <...>) <NOYTh K
ucnonHseMomy (haimy KoMaHAel 1>, <myTh K HUCHOIHsAeMOMY Gaiiny KoMaHabl 2>, <..>.
Hanpumep, ans Toro 4rods! 100aBUTH MPAaBO BHIOJHUTH KOMaHAy ark OoT MMEHH MoJb30BaTesen
user2 u user3 MOJIb30BATEINIO USEr, HYKHO I00aBUTH B (pailyr CTPOKY:

user ALL = (user2, user3) /usr/bin/ark

Tenepp 10s1b30BaTEND USEr MOXKET BBIIIOJIHUTH KOMaH/y ark OT MMeHH user2 M user3, npu
MOMOIIH KJIF0Ya U, HaOpaB B KOHCOJIH:

sudo -u user2 ark

Jlob6aBuM mTpaBO BHIMIOJIHUTH KOMaHAy ark oT WMMeHHM Tmoib30BaTelel user2 W user3
nosb3oBarersam fulltl, fullt2 u fullt3 onpenenennsix nox ncesnonnmoM FULLTIMERS, nns storo
HYXXHO 100aBUTH B (aiisl CTpOKY:

FULLTIMERS ALL = (user2, user3) /usr/bin/ark

UYro6bl 100aBUTH MOJIB30BATENIO USEr2 BO3MOKHOCTH BBIMOJHATH JIIOOYI0 KOMaHIy Ha
mammHax ¢ nceBqoHuMoM CSNETS (cetu 128.138.243.0, 128.138.204.0 u 128.138.242.0), Hy)HO
N00aBUTH CTPOKY:

user2 CSNETS = ALL

JloGaBuTh M0JIb30BATENI0 operator BO3MOYXHOCTh BBITIOJTHATH KOMaH/Ibl,
OTPAHUYMBAIOIINECS TTPOCTBIM OOCIY)KMBaHHEM (B JaHHOM MpPHMEpPE TaKOBBIMH OYAYT pe3epBHOE
KOMUPOBAaHWE, YHUYTOXKCHHE TIPOIECCOB, CHCTEMa II€YaTH, BBIKIIOUEHUE CHCTEMBI U Ito0as
KOMaH/1a B KaTayiore /usr/oper/bin/) MOXHO CIEAYIONIMMHU CTPOKAMHU:

operator ALL = DUMPS, KILL, PRINTING, SHUTDOWN, HALT, REBOOT,\

/usr/oper/bin/
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UroObl 1006aBUTH IOJIB30BATENIO USEr2 BO3MOXKHOCTH BBINIOJIHUTH JIOOYI0 KOMaHay Ha
000l MammHe, 3a uckirodeHneM MamuH B Host_Alias SERVERS (master, mail, www u ns),
HY>KHO BCTaBUTb CTPOKY:

user2 ALL, 'SERVERS = ALL

UtoObl MONB30BATENh  USEr MOT  BBINONHATH OOy KOMaHaAy B KaTaliore
/ust/local/op_commands/ Ha pabounx cranmusx CSNETS, HO TonpKo Kak MOJIb30BaTENb Operator,
HY)XHO J0OaBHUTH B (haiijl CTPOKY:

user CSNETS = (operator) /usr/local/op_commands/

UroObl 71000# MOJIb30BaTEelb MOT MOHTHUpPOBaTh WM pasMoHTHpoBath CD-ROM Ha
mamuHax B Host_Alias CDROM (orion, perseus, hercules) 6e3 BBoma mapoiis, Hy>KHO J00aBHUTH
CTPOKH:

ALL CDROM = NOPASSWD: /sbin/umount /CDROM,\

/sbin/mount -o nosuid\,nodev /dev/cd0a /CDROM

[To ymonmuanuio sudo 3amoMHHAET Tapoiad Ha S5 MHHYT. YTOOBI YCTaHOBHUTH IS
MOJIb30BATENsl  WJIM  TPYNNbl  OTHAENbHOE MPAaBWIO, HYXHO J00aBUTh  KOHCTPYKIHIO
Defaults:<umsi_oObexTa> timestamp_timeout=<Bpems 3anoMuHaHus>. Hampumep, 4ToObI maposb
MOJIL30BATENs User He 3aTIOMUHAJICS BOOOIIE, HYKHO JOOauTh CTPOKY:

Defaults:user timestamp_timeout=0

Jlis Toro 4ToOBI MapoJb MOJIB30BATENS USEr 3allOMUHAJICS Ha BCE BpeMs amnTaiima, Hy)»KHO
100aBUTE:

Defaults:user timestamp_timeout=-1

UroObl moONB30BaTENb MOT BBIMONHATH sudo 0e3 mapoisiel, HYXHO [T00aBUTh <UMS
nonp3oBarensi> = NOPASSWD: <nyre k wucnomHsemoMy Qaitny KoMaHnmbl 1>, <myTh K
ucronasiemMmomy (aiiry koMaHmel 2>, <...>. Bhoumem crnenyrmomylo CTpOKy, KoTopas JacT
BO3MOKHOCTb ITOJIb30BATEIIO USEr HCI0NIb30BaTh koMaHay kill 6e3 3ampoca maposs:

user = NOPASSWD: /bin/kill

Jl1s TOro,4T00BI MOJIB30BATENb MOT HUKOTa HE BBOJIUTH MAapOJib JJISl BHITOJIHEHUS KOMaH]
OT UMEHH 100t, HY)KHO 100aBsATh <uMs nosib3oBaTessi> ALL=(ALL) NOPASSWD: ALL.

Hanpumep:

user ALL=(ALL) NOPASSWD: ALL
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4.8 bBuoaunorexu PAM

MCBCdepa 6.3 Cepep wucnosb3dyer komriuiekT Ombmmortexk "Pluggale Authentication
Modules" (PAM). JloctounctBo PAM 3akntogaeTcsi B MOIYJIBHOCTH, OJarogapsi KOTOPOH MOYKHO
JeTKO  W3MEHHUTh  HUCMOJNB3YeMBIH  METOA  ayTeHTH(PHUKAIMU  MyTéM  peJaKkTHPOBAHHUS
KOH(UTypaMoHHOTo (Qaiina, Haxoasgierocs B katanore /etc/pam.d.

PAM mnpenocTaBisieT 4eThIpe YETKO OIMpE/IeICHHBIC 30HBI 0€30MaCHOCTH, XOTS HE BCE OHH

MOTr'yT l'IOHaI[O6I/ITBC$I BallluM IPUIIOKCHHUAM:

account onpeJeNseT OrpaHNYEHUs IPaB YUETHBIX 3aMucei;
— auth BBIMONHSET UACHTH(DHUKAINIO TTOTH30BATENS;
— password paOoTaeT HUCKIIOYHUTENBHO ¢ (YHKUIUAMU OOpabOTKH Maposield, TAKUMHU Kak
BBOJ] HOBOTO TapoJIf;

—  session yIpaBiisieT MOAKIIOYEHUEM, BKIIIOYasi BXOJl B CUCTEMY.

Jnst  Kakmoro TPHIIOKEHHS, KOTOpoe OyneT wucmoib3oBath PAM, HYKHO CO3/1aTh
OTJENbHBIN KOH(HUTypanmroHHBIA (aitn B aupektopuu /etc/pam.d, mpudem ums 3Toro Qaiina
JOJKHO COBMAJaTh C UMEHEM MpuioxkeHus. Hanmpumep, koHpHUTyparimoHHBIN (ailn 1yisi KOMaH bl
login 6yner umets ums /etc/pam.d/login.

3aTeM HYXHO ONPENETUTh, KaKhue MOAYIH OyAyT MPHUMEHSTHCSA, CO3aB IS 3TOTO "CTeK"
onepauuii. PAM wucnonHsieT Bce MOIYJIH COOTBETCTBYIOIIEIO CT€Ka M, B 3aBUCUMOCTH OT
pe3ynbrara uX paboThl, MOATBEPXKIAET WU OTKJIOHSET 3alpoc TMOJb30BaTelsd. Takke HYKHO
OTIpEACIUTh, SBISIOTCA JU TpoBepku obs3atenbHbiMu. Daiin "other" mommkeH conepkarh
CTaHJapTHbBIE MPaBUIIA JIS1 BCEX MPHIIOKEHU, HE TPEOYIOUINX CIIEUAIbHBIX TPaBUIL.

Moaynu optional MOTyT AaBaTh YCHEITHBIM WJIM HEYCICIIHBIN pe3ynbTaT. B 3aBHCHMOCTH
OT pe3ynbTaTa paboThl Takoro monyias PAM BosBpamaer 3HaueHue "success' (ycmex) WiId
"failure" (Heynaua).

Monaynu required sBisitorcs oOsi3atenbHbIMA. B crmydae Heymaum PAM  Bo3Bpammaer
3HadeHue "failure", HO TOJBKO MOCIIC UCTIOTHEHHS BCEX OCTAIbHBIX MOYJIEH ATOTO CTEKA.

Monynu requisite TOKe JOJKHBI YCIIEITHO 3aBepIINTh padoTy. Ho ecnu oHu motepmnenu
Heynauy, PAM Bo3zBpamiaer 3HaueHue "failure", He UCIIONHSASA ApyTrUe MOLYJIN.

B cnywae ymaydoro 3aBepuieHuss paboTel momaynei sufficient PAM  HememieHHO

BO3BpallaeT 3HaUeHue "success', He UCTOJHSIS APYTue MOYIIH.
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CrpykTypa KoHGUTYpanHoOHHOTO ¢aiina npocrta. B HETr0 MOXXKHO BKIIIOYaTh KOMMEHTApUH,
HayMHAIoMmuecs ¢ cuMBoja #. JIIMHHBIE CTPOKHM MOKHO Pa30MBaTh, J00aBIsAs OOPAaTHYIO KOCYIO
yepty (\). Ctpoku daitna comepkar Tpu mojs: obsacte (account, auth, password wim session),
ynpasisonmii gpuaxok (optional, required, requisite wnu sufficient), myTb K MO0, KOTOPBIN
HAJI0 WCIIOJHHUTh, M BCEBO3MOXKHBIC TTapaMeTpbl. MOKHO MOAKIIOYATh PaBUiia U3 IPYrux ¢ailios
koMaH10# include, Hampumep, auth include common-account.
BriBon nH(popmannuy nojib30BaTeio Npyu aBTOPU3aLUN
0 JlaTe ¥ BPEMEHHU MOCJIETHETO BX0/1a IOJIb30BATENsl B CUCTEMY.
UT0o0BI HACTPOUTH BBIBOJI MH(OPMAIIMH MTOTH30BATEIIO MPU aBTOPU3AINU O JAT€ U BPEMEHU
MOCJICTHETO BXOJla B CHUCTEMY, HYXXHO 100aBuUTh B (haiin /etc/pam.d/system-auth cTpoky session

optional pam_lastlog.so, kak mokazaHo Ha puc. 87.

system-auth (/etc/pam.d) - gedit

®aiin Mpaska Bna Mouck Cepsnc [oKyMeHTHl ChpaBka
| EZotkpete v ) Coxpanuts | OTMEHUTD B &4 &

[7] system-auth 3¢

#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth required pam env.so

auth sufficient pam_fprintd.so

auth sufficient pam_unix.so nullok try first pass

auth requisite pam succeed if.so uid >= 500 guiet

auth required pam_deny.so

account required pam unix.so [

account sufficient pam_localuser.so

account sufficient pam_succeed if.so uid < 500 quiet

account required pam_permit.so

password requisite pam_cracklib.so try first pass retry=3 type=

password sufficient pam_unix.so sha512 shadow nullok try first pass use_authtok

password required pam_deny.so =

session optional pam_lastleog.so

e — T O]
1 TekcT v LUKWpuHa Tabynaumu: 8 v Crp21,Ctnb 1l BCT

Pucynok 87 - PenaktupoBanue (aiina system-auth

B pesynbrare npu aBTOpH3alMK MOJIb30BaTENb MOTYYUT MH(GOPMALIMIO O J1aTe€ U BpEMEHU

MOCJIEAHET0 BX0/1a B cucTeMy (puc. 88).

user3@localhost:/var/log

®ain Mpaeka Bua Mowck TepMuHan Cnpaeka

[root@localhost logl# su user3 [~
NMocnenuWii BXoA B CHMCTeMy:BTp Aue 28 23:42:51 MSK 2014Ha pts/4

[user3@localhost log]$ su

Naponk:

MocnepHuWit BXog B cUCTeMmy:BTp AiHB 28 23:43:13 MSK 2014Ha pts/4

[root@localhost logl#

Pucynok 88 - BeIBoJ 1aThl U BpeMEHU MOCIEIHEr0 BX0J1a B CUCTEMY
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Jlns BeIBOZa 0000IIEHHON MH(OpMAIMKM O TOCIEIHUX BXOJaX IOJb30BaTENEH B CHCTEMY

root MOKET HCIOIb30BaTh KoMaHy lastlog B koHcomH (puc. 89).

user3@localhost:/home/user/Paboumnit cTon

®ain [lpaeka Bwa Mowck TepmuHan Cnpagka

[root@localhost Pabouwit cton]# lastlog (~]
Monb3oBaTens Mopt [ MocnegHun pas

root pts/4 BTp flve 28 23:43:13 +0400 2014

bin **HUKOrla He BXOQWN B CUCTeMy*+*

daemon #**HUKOrla He BXOQWN B CUCTeMy*#*

adm **HWKOTla He BXOAMN B CHMCTEMY** 3
lp **HWKOrla He BXOAMN B CHUCTeMy**

sync *¥*HWKOr1a He BXOAMN B CHMCTEeMy**
shutdown **HWKOrla He BXOAWN B CHMCTEMY**

halt **HWKOrla He BXOAWN B CHUCTEMy**

mail #**HUKOrfla He BXOQWN B CUCTeMy*#

uucp #**HUKOrfla He BXOQWN B CUCTeMy*#
operator **HUKOrfla He BXOQWN B CUCTeMy*#*

games **HUKOr1a He BXOQWN B CUCTeMy*+*

gopher #**HUKOrla He BXOQWN B CUCTeMy*#*

ftp **HWKOra He BXOAMN B CHMCTEMy**

Pucynok 89 - Beimonnenne komauzsl lastlog

biioxupoBKa y4eTHOM 3aIUCU MTOJIb30BATENS
MOCJIe HECKOJIbKMX HEYJAUHbIX IMONBITOK BBOJAA MapOJIs.

YToOb! HOBBICUTH OE30MMACHOCTh CUCTEMBI, MO’KHO OJIOKHPOBATH JIOTUH TOJIH30BATEINS [1OCIIE
HECKOJIbKUX HEYJAuHBIX MOMBITOK BBOJA MAPOJIsA. YUYETHAsI 3alUCh MOXET OBITh 3a0JIOKMpOBaHa Ha
HEKOTOPBIA MPOMEKYTOK BPEMEHU WM J0 TeX IMOp, MOKa root He pazOIOKHPYeT IMOJIb30BATENs
BPYUHYIO.

Jlnst OJOKWPOBKM YYETHOM 3amMCH TOJB30BATENsl, KOTOPBIM COBEPIIUT OIpPEaeICHHOE
KOJIMYECTBO HEYAAYHBIX MOMBITOK BXOZa, HCHoOib3yeTcss Moaysib PAM pam_tally2, koTopslii
MO>KHO MOJKIIOYHTH Ha JIFOOOM 3Tare BX0Jla B CHCTEMY.

Uto0bl 3a0JIOKUPOBATh YYETHYIO 3alHCh IOJIB30BATENS HA OMPEACIIEHHOE BpeMs, IMOCIe
ONpEENIEHHOr0  KOJMYECTBAa  HEYJAuyHbIX TMOMBITOK  BBOJA, HYXHO HU3MEHUTh  (ailn
/etc/pam.d/system-auth.

Jonumiem B cexuuio auth cienyromuyto cTpoky:

auth required pam_tally2.so deny=2 onerr=fail unlock_time=60

3nauenne unlock_time - 3TO BpeMs B CEKyHJaxX, Ha KOTOpPOE TOJb30BaTEllb OyaeT
3a0JIOKMPOBAH TOCIIEe ABYX (3HaUeHHE rmapamerpa "deny") HEyJauHBIX TOTBITOK BXOJA.

B ToMm xe ¢aitsie B Hauasio cekuu account Hy>KHO JJOOaBHUTh:

account required pam_tally2.so

Ecnu B daiine /etc/pam.d/system-auth ecTb CTpoUYKH BHA

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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auth requisite pam_succeed_if.so uid >= 500 quiet
auth required pam_deny.so,
TO WX HAJ0 YAAJIUTh WIH 3aKOMMEHTHPOBATh.
Crpoxky auth sufficient pam_unix.so nullok try_first_pass Hy)KxHO 3aMEHUTb Ha
auth required pam_unix.so nullok try_first_pass.

B pesynbrare nomkeH nomyduThes ¢aiii, moXoXuid o cTpykrype Ha ¢aiin Ha puc. 90.

user2@localhost:/home/user3/Paboumnit cTon

®ain [paska Bwao Mowck TepMmuHan Cnpagka
GNU nano 2.08.9 ODain: /etc/pam.d/system-auth

#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.
auth required pam_env.so
auth sufficient pam_fprintd.so
#auth sufficient pam_unix.so nullok try first pass
#auth requisite pam_succeed if.so uid >= 500 quiet
|#auth required pam_deny.so
auth required pam_unix.so nullok try first pass
auth required pam tally2.so deny=2 onerr=fail unlock time=66]]
account required pam_tally2.so
account required pam_unix.so A
account sufficient pam_localuser.so 1
account sufficient pam_succeed if.so uid < 500 quiet
account required pam_permit.so
password requisite pam _cracklib.so try first pass retry=3 type=
password sufficient pam_unix.so sha512 shadow nullok try first pass use a$
password required pam_deny.so
session optional pam_lastlog.so
session optional pam_keyinit.so revoke
session required pam_limits.so
session [success=1 default=ignore] pam succeed if.so service in crond quiets
session required pam_unix.so
[ 3anucaHo 28 cTpok ]
MoMowb B 3anucate g YnT®ain @i NpenCtp gy BopesaTe g8 TekMoswMy
Boixon 2] BopoBHATE Y MNouck il CnepCtp il OTMBoipesk @] CnoBapb

Pucynoxk 90 - ®@aiin /etc/pam.d/system-auth

[Tomp30BaTesb, JOMYCTUBIIUMA TOAPS] IBE HEBEPHBIX MOIBITKA BX0/1a, HA TPETHEH MOIYIHUT
COO0O0IIIEHNE O TOM, YTO €T0 YUYETHAs 3aMKCh 3a0JIOKUPOBAHA, JOCTYI K YIETHON 3allMCH OH MOJYYHUT

yepe3 MUHYTY (YCTaHOBIIEHHOE BpeMs B napaMmeTp unlock_time), kak Ha puc. 91.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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user3@localhost:~/Pabouni cTon

@ain [Mpaeka Bua Mowck TepMuHan Cnpaska
[user@localhost Pabouwi cton]$ su user3

Naponb:

SU: HenpaBWIbHbI Napons
[user@localhost Pabouwit cton]$ su user3

Naponk:

SU: HENpaBMNbHLIA Naponb
[user@localhost Pabouwi cton]$ su user3

Naponb:

Y4yeTHaa 3anuce 330M0KMDOBAHA KaK CNe[CcTBME Hey[dauyHblX MOMLTOK Bxopga (Bcero -- 3).
SU: HeMpaBWNbHbIA Naponk

[user@localhost Pabouwit cTton]$
[user@localhost Pabouwid cton]$ su user3

Maponb:

MocnepHwit BXog B cucTemy:Cpp AMe 29 00:58:58 MSK 2814una pts/7
[user3@localhost Pabouwit ctonl]s l

Pucynok 91 - Pe3ynbrar BpeMeHHON OJIOKHPOBKHU YUETHOM 3aIIMCH MOJIb30BaTENs

[Tonp30BaTens ¢ MpaBaMH root MOXKET MPOCMOTPETh OTYET O MOIBITKAX ayTeHTU(UKALUH,

Haxosmuiics B /var/log/secure (puc. 92).

Jan 29
Jan 29
Jan 29
Jan 29
Jan 29
Jan 29
Jan 29
Jan 29
Jan 29
Jan 29

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
01:

Mool
BbiXOfL

:18
:19
131
150
158
=12
=57
135
=35
=48
=40
45
:45
:45
=37
=46
:18
43
56:
56:
56:
56:
57:
58:
59:
07:

43
47
51
51
36
58
a7
30

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

®ain Mpaska Bua Mouck TepMuHan Cripaeka

su:
su:
su:
user
user
su:
su:
unix
su:
unix
su:
unix
su:
su:
su:
su:
su:
unix
su:
su:
su:
su:
su:
su:
su:
gnom

Bl sanucate
B BuposHaTs

Pucynok 92 - Ot4er o mombITKax ayTeHTU()UKAUT

user3@localhost:/home/user3/Pabo4nid cTon

pam_tally2(su:auth): user user2 (583) tally 5, deny 2
pam_tally2(su:auth): user user2 (503) tally 6, deny 2
pam_tally2(su:auth): user user2 (583) tally 7, deny 2

helper[8838]: pam_timestamp(system-config-users:session): updated timestamp file §
helper[8845]: running '/usr/share/system-config-users/system-config-users ' with §

pam_tally2(su:auth): user user2 (503) tally 8, deny 2
pam_unix(su:session): session opened for user user2 by user3(uid=584)
_chkpwd[8914]: password check failed for user (user)

pam_unix(su:auth): authentication failure; logname=user3 uid=563 euid=g
. chkpwd[8917]: password check failed for user (user

pam unix(su:auth): authentication failure; logname=user3 uid=503 euid=0
_chkpwd[8920]: password check failed for user (user)

pam_unix(su:auth): authentication failure; logname=user3 uid=563 euid=g
pam tally2(su:auth): user user (501) tally 3, deny 2
pam_tally2(su:auth): user user (501) tally 4, deny 2
pam_tally2(su:auth): user user (561) tally 5, deny 2
pam_unix(su:session): session opened for user user by user3{uid=583)
_chkpwd[9025] : password check failed for user (user3)
pam_unix(su:auth): authentication failure; logname=user3 uid=561 euid=g
pam_unix(su:auth): authentication failure; logname=user3 uid=501 euid=8
pam unix(su:auth): authentication failure; logname=user3 uid=501 euid=e
pam_tally2(su:auth): user user3 (504) tally 3, deny 2
pam_unix(su:session): session opened for user root by user3(uid=564)
pam_unix(su:session): session opened for user user3 by user3(uid=584
pam_unix(su:session): session opened for user user3 by user3(uid=501)
e-screensaver-dialog: gkr-pam: unlocked 'login' keyring

YuTOain NMpencCtp B Buipe3aTb B8 Teknosnu
Mouck CnepCtp fl 0TMBhipesk Ml Cnosapb

tty=pts/5%
tty=pts/5%

tty=pts/5%

tty=pts/5%
tty=pts/53
tty=pts/5%

Uto06b! MPOCMOTPETH 3a0JIOKMPOBAHHBIX MOJIb30BaTENEH, aIMUHUCTPATOPY

HY>KHO BBeCTH KoMaHAy pam_tally2 (puc. 93).

[root@localhost Paboumin cton]# pam_tally2
Failures Latest failure From

Login
users3

3

01/29/14 00:56:51 pts/>5

[root@localhost Pabouwi cton]#

Pucynok 93 - OTuer 0 3a070KMPOBaHHBIX MOJIH30BATEIAX

N3m.

Jlucr| Ne nokym | Ilogn |[ara

C

npaBaMu root
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Ecnmu ynmamute mapamerp unlock_time u ero 3Hadenwe (puc. 94), To 3a0JO0KHMpPOBAHHBIN

M0JIb30BaTEbh HE CMOKET aBTOPU30BAThCS, MIOKA €ro He pa30iokupyet root (puc. 95).

user2@localhost:/home/user3/Pabouun cTon

®aan [Mpaeka Buao Mownck TepMmuHan Crnpaeka
GNU nano 2.8.9 Dawun: /etc/pam.d/system-auth
TePAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.
auth required pam env.so
auth sufficient pam fprintd.so
#auth sufficient pam unix.so nullok try first pass
#auth requisite pam succeed if.so uid >= 500 quiet
#auth required pam_deny.so
auth required pam_unix.so nullok try first_pass
auth required pam_tally2.so deny=2 onerr=fail
account required pam tally2.so
account required pam unix.so
account sufficient pam localuser.so 3
account sufficient pam succeed if.so uid < 500 quiet 1
account required pam_permit.so
password requisite pam_cracklib.so try first_pass retry=3 type=
password sufficient pam_unix.so sha512 shadow nullok try first pass use a$
password required pam deny.so
session optional pam lastlog.so
session optional pam keyinit.so revoke
session required pam limits.so
session [success=1 default=ignore] pam succeed if.so service in crond quiet$
session required pam_unix.so
Nomoub WY 3anucate @i YnTOaiin MpenCtp @Y BoipesaTe WO TekMoswy
Boixop, B8] BuipoBHATE Y MoMcCk CnenCtp Y OTMBoipesk g Cnosape [~]

Pucynok 94 - ®aiin /etc/pam.d/system-auth 6e3 mapamerpa unlock_time

user2@localhost:/home/user3/Pabo4mni cTon

@ain Mpaska Bua Mowck TepmuHan Crpaeka

[user2@localhost
Napone:

SU: HEenpaBW/BHLIA
[user2@localhost
Maponk:

SU: HenpaBMNbHbIA
[user2@localhost

Paboumi cTon]$ su user

naponb
Pabouwin cTon]$ su user

napons
Pabouui cTon]$ su user

Naponk: |
YueTHad 3anuce 3abN0KMpOBAHAa KaK CNelCTBME HeyQauHbX MOMWTOK Bxoga (Bcero -- 3).|.
SU: HenpaeWbHLIA Naponb
[user2@localhost Paboumii ctonls ||

Pucynok 95 - biaokupoBka moyib30BaTes Mocjie Hey1auyHbIX MOIBITOK aBTOPU3AINH

N3m. |JTuct

No nokym IToan |/lata
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Pa30okupoBaTh MoIb30BaTeNst MOXKHO C IIPaBaMM root ¢ MOMOIIIbI0 KoMaHabl pam_tally2 -u

<HUMsI TIOJTb30BATEIIS> -T, KaKk Ha puc. 96.

user2@localhost:/home/user3/Pabouun cTon

®ain [lpaeka Bua Mowck TepMuHan Cnpaeka

[root@localhost PaGounit cton]# pam tally2 -u user -r [~]
Login Failures Latest failure From
user 3 81/29/14 00:33:47 pts/s

[root@localhost Pabouwid cTon]#

[root@localhost PaBounit cton]# pam tally2 -u user3 -r

Login Failures Latest failure From

user3 B 81/29/14 80:33:14 pts/s5

[root@localhost Pabouwid cTon]#

[root@localhost PaBounid cTon]# pam_tally2 3
[root@localhost PaBounii ctonl# || (~]

Pucynok 96 - Pa36inokupoBka mosp3oBaTesnei

4.9 Ilpuioxenue '"Xpanureab 3xkpana'

[To ymomuaHuIO 1715 OJIb30BATENs BpeMsi 0e3AeCTBHSI OTPAaHUYEHO YTHIIMTON «XpaHUTENb
skpaHa» (MeHro "Cucrema', myHKT MeHio "[lapamerpsi"). Bpemenn Oe3neiicTBHS MO YMOJYaHUIO

OTrpaHHuEHo 10 5 MUHYT (puc. 97).

= MNapaMeTpbl XpaHWTeNA 3KpaHa

Tema xpaHWTens 3KpaHa:
MycTon 3KkpaH
Cny4aiHblM obpasom
Kocmoc
Manka pucyHKoB
MnaBatoLme CTYMHKW
Mynbcupytolwne Syeiku

OpocMoTp

5 MUHYT

CYMTaThb KOMMNbIOTEP OPOCTAUBAIW MM YEpE3:

3anyckaTb XpaHWTENb 3KPaHa, Korfla KOMMNbITEpP NpocTansaeT

BNOKMPOBaTh 3KPaH, KOrAa 3anyLleH XpaHWTeNb 3KpaHa

CripaBka YrpasieHue OUTaHueMm 3aKpbiTh

Pucynok 97 - Bpems 6e311eiicTBHS, yCTAaHOBJICHHOE MO0 YMOIYaHHIO

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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[Tocme wcreueHuss WHTEpBana BpeMeHU O€3MEHCTBUS TOJB30BATENSl  YCTPOMCTBA
OTOOpaKeHHST OyIyT OYMINCHBI M TEpe3anucaHbl, a TaKk ke 3a0JOKHPOBAHBI JIOOBIC ACHCTBUS 110
JOCTYIy K JaHHBIM MOJIb30BATENsl MM YCTPOHCTBAM OTOOpa)KeHUs, KpOME HEOOXOIUMBIX IS
pa3onokupoBanus ceanca (puc. 98). Jlns pa3dmokupoBanus ceaHca OyaeT HEOOXO0MMa TTOBTOPHAs

aBTOPH3ALHSL.

user2

user2 na localhost. localdomain

Maponk: “

MepeknioynTh NONb30BaTENA. . l [ OIMeHUTH PasbnoknposaTth

Pucynox 98 - brokupoBka ceaHca MoJIb30BaTels MOCIIE HCTCUCHUSI BpEMEHU 0e31elCTBHS

[Tonb30BaTenb MOXKET CAMOCTOSITEIbHO YCTaHABIMBATh BPEMEHHOW WHTEpBal JUId
OJIOKMPOBKH MHTEPAKTUBHOIO CEaHCAa B MPUIOKEHUH "XpaHUTETb dKpaHa", 3a7aB BpeMs, IMOCIE
KOTOPOTO CYHUTATh KOMITBIOTEp MPOCTAWBAIOIIUM, U BHEIOpaB OJOKHPOBKY dKpaHa, KOTJa 3aIlyIleH
XpaHUTENb 3KpaHa (puc. 97).

B pesynbrare BBINOJHEHHBIX MAEHCTBUI, MOCIE MPOCTOS KOMIIBIOTEpA, IOJIb30BATEIb
o0paTuTcs K CBOEMY CEaHCy, HO HE MOJYYUT OCTYH K JaHHBIM 0e3 MOBTOPHON ayTeHTU(UKALUN

JUIs pa30JI0KUPOBKH ceaHca (puc. 98).

4.10 Ioacucrema siapa RFKill

MHorue coBpeMeHHbIE KOMIBIOTEPHI 000pynoBanbl ycrporictBamu WiFi, Bluetooth u 3G.
[Toncucrema siapa nox HazBanueM RFKill mpenocrasnsier uaTepdEiic ms yrnpaBieHUs MOI00HOTO

pona ycrpoiictBamu. OTKIIOYaeMble YCTPOWCTBA MOTYT OBITh IEPEBEACHBI B COCTOSIHHE, U3

W3m. | Jluct| No noxkym | Ilonnm |[lara
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HEJb3s1 (MMOCTOSTHHOE OJIOKMPOBAHUE).

RFKill Bxmouaer nnrepdeiic API, ¢ moMoripio KOTOporo apaiBepsl sSaApa, OTBEYAIONTNE 32
paboty RFKill, MOryT OCyIIeCTBIATh PETUCTPALUIO B siipe. DT ApaiiBepbl MO3BOJSIOT BKIIOYATh U
OTKJIIOYATh YCTPOICTBA, OMPALINBATh UX COCTOSIHAE M YBEIOMIISATH IOJIb30BATEILCKUE IIPOTPAMMBI.
Nurtepdeiic RFKill ompenenen B aitne /dev/rfkill, koTopwlli COAECPKHUT TEKyIIee

COCTOSIHME BCeX BCTpOeHHBIX ycTpoiicTB mepemaun. Coctosaue RFKill kaxmoro ycrtporicTtBa

3aperuCTPUPOBAHO B Sysfs.

ITpu u3menenuu cocrosinus ycrpoiicrsa RFKill renepupyer coObiTue.
Boemonaute xomanay rfkill list mms momydeHHst cucKa YCTPOWCTB M WX HHJICKCOB,

HauMHag ¢ HyJs. IHIeKc MOXKHO MCTIOIb30BaTh Aj1s OJ0KUpoBaHus ycrpoiicTts. Hanpumep:

rtkill block 0

Ora KoMaH/1a 3a0JIOKHPYET MEPBOE YCTPOUCTBO.

MosxHO 3a0JI0KMpPOBATh OT/IEIBHBIE KaTeropuu ycTpoicTs. Hampumep:

rfkill block wifi

Ota xomana 3a0sokupyet Bce ycrpoiictBa WiFi. UTOOBI OTHOCTHIO 32a0JI0KMPOBAThH BCE

ycTpoiicTBa B cucreme, BoinosHute rikill block all.

Komanga rfkill unblock <rpynma ycTpoiCTB WM HOMEpP YCTPOHCTBa> pPa3OIOKUPYET

ycTpoiicTBa. [ToaHBIMN CTUCOK MapaMeTpOB MOXKHO MPOCMOTPETh ¢ omombio koMaH bl rfkill help

(puc. 99).

mc [root@localhost.localdomain]:/dev

®ain [Mpaska Bwa Mowck TepmuHan CnpaBka
[root@localhost dev]# rfkill
Usage: rfkill [options] command
Options:
--version show version (0.3)
Commands:
help
event
list
block {=idx=,all,wifi,bluetooth,uwb,wimax,wwan,gps}
unblock {<idx=,all,wifi,bluetooth,uwb,wimax,wwan,gps}
[root@localhost dev]#

Pucynok 99 - ITapametps! komanel rfkill

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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4.11 Hpuaoxenue ""Hacrpoiika Kickstart'

st obecrieueHust TOBEPEHHOM 3arpy3KH CUCTEMBI UCIIOIb3YyeTCs mpuiiockenue "HacTtpoiika
Kickstart", koTopoe BbI3biBaeTcst u3 MeHio "[Ipunoxenus->Cucremunie->Kickstart".

Ha Bknanke "Merox ycranoBku" (puc. 100) mpuiioskeHHE IO3BOJIIET BBIOPATh MEXIY
BBITIOJTHEHHEM HOBOWM YCTaHOBKM U OOHOBIIEHHEM TEKYIIeH CHCTEMBbl B KadecTBe METOjIa
YCTAHOBKH, a TaK K€ 3aJaTh YCTaHOBOUHBIA Hocutenb (cpenu BapuantoB CD-ROM, NFS, FTP,

HTTP, xxecTkuii 1HCK).

1] Hactpo#ka Kickstart a2
®ain  Cnpaeka

OCHOBHbBIE HACTPOMKN MeTopn YCTaHOBKM
@ BBINONHWTE HOBYIO YCTAHOBKY

MapameTpbl 3arpys4nka ) OBHOBWTH CYLLECTBYIOWLYIO CUCTEMY
WHpopMaumna o pasnenax
HacTpoiika cetu YCTaHOBOYHBIH HOCHTENb
AYTEeHTUDUKaLKUA @ CD-ROM
HacTpoiika bpaHamayapa O NFS
HacTpoiika ancnnes

3 A O FTP
Buibop nakeToe
CUEHapWiA A0 YCTAHOBKK O HTTP
CueHapuit nocne yCTaHoBKK O MeCTKMi ancK

3

Pucynox 100 - Bkiagka "Meton yctanoBku'" npminoxenus "Hactpoiika Kickstart"

Ha Bxmanke ‘"[lapamerpsl 3arpy3umka” nisi  oOecriedeHusi  O€30MACHOCTH  OT
HECAHKIIMOHUPOBAHHOW 3arpy3ku HemrtatHoil OC MoxHO 3amuTuTh 3arpy3ky uepe3 GRUB,
yctanoBuB mapousib 11t GRUB u 3ammdpoBaB ero, kak moka3zano Ha puc. 101. Eciu B permmnm
3amu@poBaTh Napoiib, TO MPU COXpaHeHHH ailna oH Oyner 3amm@poBaH M 3amucaH B ¢ailn

kickstart. Ecriu BB BBOIUTE YrK€ 3alM(PpOBAHHBINA APOIIb, CHUMHUTE ATOT (PIIAXKOK.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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1] Hactpo#ka Kickstart a2
®ain  Cnpaeka

OCHOBHEIE HACTPOHKK Thn ycTaHOBKM

MeTon YyCTaHOBKN @ YCTaHaBNWBaTb HOBBIA Ha4YanbHEIi 3arpy3unK
R e R R s R — () He yCTaHaBNMBaThL 3arpy34mnK

WHthopmauus o paznenax

HacTpoiika ceTu

AYTEHTUQMKELNA MapameTpesl GRUB

HacTpoiika bpaHamayspa Wcnonb3oBaTk Naponk GRUB

HacTpoiika gucnnes

Buibop nakeToe MEE=AL:
CueHapuid A0 YCTaHOBKK MosTopUTE Naponb:

CueHapui nocne yCcTaHoBKK 3awWwnposaTh Naponb GRUB

MapaMeTpbl YCTAaHOBKH
@ 3arpys4mk B8 MBR

() 3arpys4vK B NEPBOM CEKTOPE 3arpy304HOro pasaena

Pucynok 101 - Bxnanka "Ilapamerpsl 3arpy3unka” npunoxenus "Hactpoiika Kickstart"

IIpu cnenyromeit 3arpy3ke cucrembl MeHrO GRUB He nmact Bam BbI3BaTh pPENAaKTOp WU
KOMaHJHYIO CTPOKY, €CJIM Bbl HE HAXKMETE CHauvasa [p] u He BBeAeTe 3arem naposib GRUB.

Ho ecnu Ha KOMITbIOTEpE OKaXETCsS HECKOJBKO OINEPALMOHHBIX CHUCTEM, IMOJAO0OHbBIE MEpHI
0€30IMaCHOCTH HE 3aMpeTAT 3arpy3uTh HeOe30MacHyl0 ONepanroHHyl0 cucteMy. [ ucnpasieHus
MOJI0OHBIX OMMOOK HYKHO BHECTH U3MEHEHUS B KOHPUTYpalnoHHBIN (aiin /boot/grub/grub.conf.

[IpssMmo mox cTpokoii title ¢ HeOGe30macHON OmEeparMOHHOW CHCTEMOM HYXHO J00aBHUTH
ctpoky lock. Hammpumep, ans cuctemsl Windows OyIeT BBITISIETh TaK:

title Windows

lock

YtoObl 3a1aTh JUIsi KOHKPETHOTO fJpa WKW OPYrod CHUCTEMBbl OTAENbHBIM Mapoiib, MOCIie
ctpok# lock no6aBbTe cTpoky ¢ maposiem. Hampumep:

title Windows

lock

password --md5 <password-hash>

Tak xe HeoOxonumo mocTtaBuTh mapoib Ha BIOS. V pasusix npoussBoguteneit BIOS sta

yYCTAHOBKA OTJIMYACTCS IPYT OT APYra, OITOMY IOAPOOHOE OMMCAHUE 3/IeCh HE TIPUBOIUTCS.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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[Maponun BIOS He manyT 3710yMBINUIEHHUKAaM 3arpy3uTbh CHCTEMY M IIOMEHIAIOT YTEUKe
uH(pOpMallMK, HO 3JIOYMBIIUICHHUK MOXKET H3BJeUb XECTKUM AMCK, BCTaBUTh €ro B JIPYyrou
koMrpioTep Oe3 orpanmmueHuit BIOS wu, oOparwBmmch K KECTKOMY OHCKY, MPOYUTATH €0
coJiepkuMoe. B Takux ciydasx peKOMEHAYETCSl MCIOJb30BaTh KOMIIBIOTEPHI, OTPaHUYMBAIOIINE
JOCTYIl K BHYTpEHHEMY OOOpYIOBAaHHIO C TIOMOIIBIO CHEIHATIbHBIX 3allUTHBIX W/WIN

OTIeYaThIBAIOIINUX YCTPOUCTB.

4.12 Daiix /etc/issue

Jnist ipeynpeskaeHus MoJIb30BaTellsl IPH BXOAE B CUCTEMY O TOM, YTO B HEH pean30BaHBbI
MepBI 3alUTHl HHPOPMALIUK U 0 HEOOXOTUMOCTH COOJIOACHUSI YCTAaHOBICHHBIX MPaBHil 00pabOTKU
nHpopmanuu (MK BBIBOJIA APYTol BaKHOW MH(OpMaIum), ucroib3yercs (aitn /etc/issue.

TpamunronHo B 3ToM (aitie mpucyTcTByeT wHbOpMaIus o0 OneparioHHOW CUCTEME H
spe. AIMUHUCTPATOp MOXKET J00aBUTh B (haiinm HeoOXoAuMyro HH(pOpMALHIO, HAIPUMEP, KaK Ha

puc. 102.

g issue (/etc) - gedit T

Dain MNpaeka Bua Towck Cepeulc EDKYMEHTbI CnpaBKa

| & otkpeite v [ Coxpannte | () OTMEHMTh v
__ issue 3
MSVSphere Server| release 6.3

Kernel \r on an \m
System Security is enabled.

TekcT v LnpuHa Tabynauwn: 8 v  Crp 1, CTnb 17 BCT

Pucynok 102 - PenaktupoBanue (aiina /etc/issue

[locne mepe3arpy3kd B TEKCTOBOM pEXHMME Ha dKpaH OyAeT BBIAABATHCSA MpPUIJIAIICHUE

BXOJIa B CHCTEMY BMECTE C MPEAYNPEkKICHUEM, J00aBIEHHBIM aAMUHUCTpaTopoM (puc. 103).
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SUSphere Server release 6.3

Kernel 2.6.32-279.22.1.sp6.x86_64 on an xB6_b6b4
[System Security is enabled.

localhost login: _

Pucynok 103 - [Ipurnamienue Bxoza B CUCTEMY

®aiin /etc/issue SABIASETCA TPOCTHIM TEKCTOBBIM (DaiyioM, B KOTOPOM MOKHO 3aIlicaTh
OTpefieNIieHHBIE TOCIIEIOBATEILHOCTH YIPABISIOUIMX CHUMBOJIOB U TOTO, YTOOBI MOXHO OBLIO
oTtoOpakaTh CUCTEMHYI0 nH(popManuio. Bee yrpasisioniye nociae10BaTeIbHOCTH, YKa3bIBaeMbIe B
daiine issue, cocrosaT u3 obparHoro cuema ("\"), 3a KOTOpbIM HAET OJMH HUX CHMBOJIOB,

npuBeeHHbIN Hibke (Tak "\d", mpucyTcTBytonmii B (aite /etc/issue, OyneT BCTaBIATh TEKYIIYIO

Jary).

b BCTaBKa TEKYIIEH CKOPOCTU JIMHUU;

d BCTaBKa TEKYILIEH aThl;

S BCTABKa HAa3BaHUs CUCTEMbI, HUMEHH ONEPALIMOHHOMN CHUCTEMBI;

1 BCTaBKa Ha3BaHMs TEKYILIEro TEPMUHAIA;

m BCTaBKa UICHTU(HUKATOPA aPXUTEKTYpPhl CHCTEMBI, HaIpuMep, 1686;

n BCTaBKa MMEHHU Y3J1a, KOTOPBIM SIBIISIETCS MAIIWHA, TAKKE U3BECTHBIM KaK WM
XOCTa;

0 BCTaBKa JJOMEHHOT'O UMEHU MAIllUHBI;

r BCTaBKa HOMEpA peiu3a sjpa, Hanpumep, 2.6.11.12;

t BCTAaBKa TCKYILCIO BPEMCHU,

u BCTaBKa KOJMYECTBA MOJIb30BATENICH, 3apETUCTPUPOBAHHBIX B CUCTEME B TEKYIIHI
MOMEHT;

U BcTaBka cTpoku "1 user" wmmm " users", rae - KOJHMYECTBO IOJb30BaTEICH

3apEruCTPUPOBAHHBIX B TEKYIIUI MOMEHT;

v BcTaBka Bepcuu OC, Hanpumep, JaThl COOPKHU M Tak Jajee.
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Uto0bl 0TOOpa3uTh MOAOOHYI0 WH(GOPMAIMIO MPU AUCTAHIIMOHHOM BXOJIE B CHUCTEMY,
HY)KHO HCIIOJIB30BaTh (aiin issue.net. Ho ssh OyaeT ucnonb3oBaTh 3TOT (hailyt TOIBKO B TOM CiTydae,
ecnmi B KoH(purypanmoHHOM ¢aiie OyaeT yKa3aH COOTBETCTBYIOIIHMKM TapameTp, IpHYeM

YIIPaBJIAIOLINE MTOCIEI0BATEILHOCTH HHTEPIIPETUPOBATHCS HE OYIyT.

4.13 MeTKH 0€30IaCHOCTH

MCBCdepa 6.3 CepBep obOecrnieunBaeT aBTOMaTU3UPOBAHHBIN KOHTPOJb CBSI3U aTpUOyTOB
6e30macHOCTH (METOK O6e30macHOCTH) ¢ MH(popMaIued. DT METKH aBTOMaTUYECKH MPHUCBANBAIOTCS
nporieccaM 1 o0bekTaM. Takas MOTUTHKA OCyIIecTBiIsIeTcss MoayneM 6e3onacHoctu SELinux.

TonbKO aBTOPU30BAHHBIE aIMUHUCTPATOPHI MOTYT YCTAaHOBUTH M M3MEHHTH JIIOObIE METKH,
IPUCBOCHHBIE OOBEKTaM WM cyObekTaM. Ilo3TOMy KOHTposIb JOCTyna HE 3aBHCHUT OT
noJbp30BaTens, Kak B ciyyae ¢ DAC.

Cucrema noIepKUBaeT U COXpaHsieT aTpuOyThl O€30MaCHOCTH, CBA3aHHBIE C HH(OpMAIHeH
B IIpoLIecCce €€ XpaHeHUs U 00paboTku. ATpuOyThl 0€30MacHOCTH CYOBEKTOB M OOBEKTOB, TAKXKe
Ha3bIBAEMble KOHTEKCTOM 3aIlUThl, UMEIOT onpenenéHHblil Gpopmar. KOHTEKCT 3aluThl sBIsSEeTCA
crpokoii ASCII. C uenpio yBEIWYEHUS] MTPOU3BOJUTEIBHOCTH SAPO BO BPEMS BBIOJIHEHUS
npeoOpa30BbIBAET CTPOKY B 32-pa3psiiHOE LEJI0€ YHCIIO.

KoHTekeT 3ammThl COCTOMT M3 YETBIPEX pa3feNIEeHHBIX JBOETOUYMEM KOMIIOHEHTOB. OHHU

COOTBETCTBYIOT MOJIB30BATENIO, POJIH, THITY U AuanazoHy MLS ns cyObexoB uiu 0ObEKTOB.

user u:scaff r:passwd t:SystemLo-SystemHi
User Role l'i]l‘ MLS label
(domain name for subjects) range

(type name for objects)

Pucynok 104 - KOMIIOHEHTBI KOHTEKCTa 3aI{UThI

o Ilomp3zoBatens (User): KOMIIOHEHTOM IOJIb30BATENs SIBISAETCS MM I10JIb30BaTENs
SELinux.

e Pomp (Role): xommonenTom ponm siBiaserca poib SELinux, COOTBETCTByrOIIas
cyObeKTy uiu 00bekTy. s CyObEeKTOB pOJIb MCIONb3YEeTCs Ui AOCTYNa K JOMEHY.
J151s1 00beKTOB KOMIIOHEHT POJIH HE UCTIONB3YEeTCS U COOTBETCTBYET object_r.

e Tun (Type): mone Tuma mpeACTaBISIET COOOM MOMEH CyOBEKTa WM THI OOBEKTA.

JloMeHbl W THUNOBl OSKBUBAJEHTHBI KjlaccaM JJsi TPOIECCOB M  PECYpPCOB
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COOTBETCTBEHHO. PelleHust 0 mperocTaBiICHUM AOCTyNa B SJIpE€ OCHOBBIBAIOTCS Ha
JIOMEHE CyOBEKTa U THUTIE 0OBEKTa.

Huanazon merok MLS (MLS label range): nuamason merok MLS coxepxut nse
metk MLS. Menee 3HaunMasi MeTKa pacrojaraercs cieBa, 0ojiee 3HauMMasi METKa —
cnpaBa. MeTKU pasJeNieHbl TUpe U (POPMUPYIOT IUANa30H METOK. MeHee 3HaunMast
METKa COOTBETCTBYET pa3pelieHuio nerictButenbHOM MLS Merke cyobekrta. bonee
3HayuMask METKa COOTBETCTBYET paspellleHuIo i cyObekTa. Paszpemienne cyObekTa
COOTBETCTBYET Pa3pEUICHUIO MOJIB30BATENSI, OT UMEHU KOTOPOTO JICHCTBYET CYOBEKT.
Jlyist 00BEKTOB, TAKUX KaK OOBIYHBIC (haIIbl, MOJUTHKA OE30MACHOCTH yCTAaHABIMBACT
00e MeTkH paBHBIMU. Takum 00pa3oM, OOBEKTY ACHCTBUTEIBLHO COOTBETCTBYET
€AMHCTBEHHBIN ypoBeHb. OOBEKTHI, TAKME KaK KaTaJIOTH, YCTPOMCTBA U COKETHI MOTYT
UMeTh Oojiee 3HAUMMYIO METKY, OTIMYHYI0 OT MEHee 3HauuMoil. Takue OOBEKTHI
SIBJITFOTCSI MHOTOYPOBHEBBIMH, U UX auana3oH MLS merok TpeOyer, 4TOOBI ypOBEHb
YYBCTBUTEIHHOCTHU J10001 MHOpMaLny, MpoxXoasdiueil yepe3 HUX, JOMUHUPOBAJ HaJ

MEHEE 3HAYMMOU METKOU U OBLI OXBayeH 0oJiee 3HAUNMOII METKOH.

Kaxnas MLS wMerka cocTouT W3 JABYX KOMIIOHEHT: HMEPAPXUYECKUU  YPOBEHb

KJaccu(uKauy (WM ypOBEHb UyBCTBUTEIBHOCTH) U HEHMEpapXUUECKUI HabOp KaTeropui.

Hierarchical Levels Non-hierarchical Categories
T Top Secret
TR S acrat catl, cat?, cat3, catd, ...
- e E =
Confidential
Unclassified

MLS label = Level + Categories; Forexample, L, = Secret:catl,catl, cats

Pucynox 105 - KoMnoHEHTBI KOHTEKCTA 3alTUTHI

Mexny mo0biMu aBymMss MLS MeTkaMu MOTYT CYIIECTBOBAaTH YETHIPE CIIETYIOIINX

OTHOIICHUA:

L1 paBen L2 (ypoBHM paBHBI, HAOOPHI KATETOPHi YKBUBAJICHTHBI),

L1 nomunupyet Hag L2 (ypoBens L1> = ypoHio L2, Habop kareropuii L2 paBen uinu
SIBJISICTCSI TIOJIMHOKECTBOM Habopa kareropuun L1),

L2 nomunupyer Hax L1 (yposens L2> = yposHio L1, Habop xateropuii L1 paBen unu
SBIISICTCS TOJIMHOXECTBOM Habopa kareropuit L.2),

L1 necpaBaum ¢ L2 (L1 u L2 He paBHBI, U HYM OJMH HE JOMUHUPYET HAJ APYTUM),
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Hanpumep, ecnu L1 = Secret:catl, cat2, cat5, L2 = Confidential:catl, cat2, u L3 =
Unclassified:catl, cat5, To
e L1 gomunupyer nag L2
e L2 BoBnactu L1
e L2 nHecpaBHum c L3
Xpanenue atpu0yToB. ATpuOyThl SELinux xpaHsTCS B CTPYKType mporiecca task_struct st
CyOBeKTOB, a JJIsi OOBEKTOB B JHCKOBOM inode B ¢aiymoBoil cucteme sigpa. OHM XpaHATCS B
crpykrype kern_ipc_perm mnsi IPC oObekToB SystemV, B cTpykType sock aisi COKETOB U B
cTpyktype xfrm_state mis netlink cokeroB. SELinux oroOpaxkaeT HeIOMyCTHMbIE KOHTEKCTHI Ha
KOHTEKCT system_u:object_r:unlabeled_t:s0.
UToObl MOJB30BATEIM UMENHU BO3MOXKHOCTh HCIIOJIB30BaTh METKH O€30MacHOCTH, HYKHO
HacTpouTh cucremy MLS. OTtkpoem koHpurypamumonnsiii ¢aiin /etc/selinux/config B penakrope

nano u BeicTaBuM aTpuOyThl SELINUXTYPE=mls u SELINUX=permissive (puc. 106).

GNU nano 2.8.9 aiin: setcsselinuxsconfig

#t This file controls the state of SELinux on the system.

it SELINUX= can take one of these three values:

t enforcing - SELinux security policy is enforced.

t permissive - SELinux prints warnings instead of enforcing.
tt disabled - No SELinux policy is loaded.

SELINUX=permissive

t#t SELINUXTYPE= can take one of these two values:

tt targeted - Targeted processes are protected,

t mls - Multi Level Security protection.

SELINUXTYPE=mls

[ Mpouyutano 13 crpox 1
I'I|:|m:|u,|b Janucate i Yutlaiin 3 NpenCtp  §3 Bupezatb TekMozuy
T

b Brixon il BupoBHATb Nouck i CneaCrp OTtMBupeskK Cnoesapb

Pucynok 106 - PenaktupoBanue (aiina /etc/selinux/config

[Ipu cnenyromieit 3arpy3ke cuctembl SELinux mpousBeneT peumHAeKcalnio Beex (ailioB B
cucreMe (100aBUT METKH 9yBCTBUTENHHOCTH $0-s15). BeimoaHuM 1y1s1 mepe3arpy3ku KOMaHIy:

reboot

[ToBTOpHO OoTpemakTupyem ¢aiin /etc/selinux/config, Beictabum SELINUX B enforcing, xak

Ha puc. 107.
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GNU nano 2.8.9 Datin: setcsselinuxsconfig

This file controls the state of SELinux on the system.

SELINUX= can take one of these three values:
enforcing - SELinux security policy is enforced.
permissive - 3ELinux prints warnings instead of enforcing.
disabled - No 3ELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

1 targeted - Targeted processes are protected,

1t mls - Multi Level Security protection.

SELINUXTYPE=mls

CEEEET

[ Mpoyutano 13 crpok 1
i Norows iU 3anucato i YutQain ¥4 MpeaCrp @3 Bupesats ¥ TexMosuy
b{ Boixon il BupoBHaTb Nouck )/ CneaCrp OrtmuBoipesk ) Cnopapb

Pucynox 107 - IToBropHoe penaktupoBanue ¢aiina /etc/selinux/config

BoinonHuM a5 nepe3arpy3ku CUCTEMbI KOMaHy:

reboot

[IpoBepum craryc selinux B cucteme ¢ momMoipio komans (puc. 108):
getenforce

sestatus

[root@localhost “1# getenforce
Enforcing

[root@localhost “1#
[rootPlocalhost ™ 1#
[root@localhost “1#
[root@localhost 7 1# sestatus

[SELinux status: enabled
[BELinuxfs mount: sselinux
urrent mode: enforcing
ode from config file: enforcing
Policy version: 24

Policy from config file: mls
[root@localhost “1# _

Pucynok 108 - [IpoBepka craTtyca selinux

Pexum Selinux MLS pacmmpsier atpuOyThl (aiinoB 16-10 MeTKaMH 4yBCTBUTEIBHOCTH.
YtoObl MpPOBEPUTH, MPEIOCTABISAET JIM CUCTEMa B JAHHBI MOMEHT 3Ty BO3MOXXHOCTb, BBEAEM
KOMaHay B KoHcomau (puc. 109):

seinfo
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[root@localhost “1# seinfo

Statistics for policy file: retcrsselinuxsmlsspolicyrspolicy.24
Policy Version & Type: v.24 (binary, mls)

Classes:
Sensitivities:
Types:

Users:
Booleans:

fAiuditallow:

81 Permissions: 235
16 Categories: 1824

30849 Attributes: 263

8 Roles: 14

172 Cond. Expr.: 289
Allow: 236253

Neveral low: a
2 Dontaundit: 182822

Type_trans: 7255 Type_change: 39
Type_member : 68 Role allow: 29
Role_trans: 1a7 Range_trans: 2483
Constraints: 249 Ualidatetrans: 17
Initial SIDs: 27 Fs_use: 2e
Genfscon: 81 Portcon: 426
Netifcon: 1 Nodecon: a
Permissives: a Polcap: 2

[root@localhost “1#

Pucynox 109 - IIpoBepka npenocraBisieMbix MeTOK 4yBCcTBUTEIbHOCTH pu SELINUX=enforcing

Kak Bugno Ha puc. 109 3nauenue nepemeHHoil Sensitivities — 16. 9To o3Havaer, 4To B
naHHbIi  MoMmeHT pexkuM Selinux MLS pacmupsier arpuOytel  daitnoB 16-10 MeTkamu
YYBCTBUTEIHHOCTH.

JInst cpaBHEHMS MPU BKJIKOYEHHOM MOJUTUKE MO YMOJTYaHMIO (targeted) mOCTymHa TOJIBKO

OJIHa METKa YyBCTBUTENbHOCTH (puc. 110):

[root@localhost “1# seinfo retcrsselinuxstargeted-policyrspolicy.24

Btatistics for policy file: retcrsselinuxstargetedspolicyspolicy.24
olicy Version & Type: v.24 (binary, mls)

Classes: Permissions: 235
Sensitivities: Categories: 1824
Types: Attributes: 2797
Users: Roles: 12
Booleans: Cond. Expr.: 225
Allow: NHeverallow: a
Auditallow: Dontaudit: ZBZ2156
Type_trans: Type_change:
Type_member : Role allow:
Role_trans: Range_trans:
Constraints: Validatetrans:

Initial SIDs: Fs_use:

Genfscon: Portcon:

Netifcon: Nodecon:

Permissives: Polcap:

[root@localhost 7 1#

Pucynok 110 - [IpoBepka npenocTaBisieMbIx MeTOK uyBcTBUTENbHOCTH Npu SELINUX=targeted

Jlnama3oH 3HaYeHUN KaTeropuii B 00OMX pexMMax MOXKHO 3amaBath oT 1 mo 1024.
IIpocmotpers MLS Ttabmuny mnpeoOpazoBanuii s SELinux MoOXHO, OTKpBIB itn /etc

selinux/mls/setrans.conf (puc. 111).
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= user@localhost:/home/user/Pabounin cton g
®aitn [MpaBka Bup Mowck Tepmunan Cnpaska
[root@localhost Paboumit cton]# cat /etc/selinux/mls/setrans.conf

B

# Multi-Level Security translation table for SELinux
#

# Uncomment the following to disable translation libary
# disable=1

#

# Objects can be labeled with one of 16 levels and be categorized with ©-1023

# categories defined by the admin.

# Objects can be in more than one category at a time.

# Users can modify this table to translate the MLS labels for different purpose.

#

# Assumptions: using below MLS labels.
# SystemLow

# SystemHigh

# Unclassified

# Secret with compartments A and B.
#

# SystemLow and SystemHigh
sB=SystemLow
515:c0.c1023=5ystemHigh
50-515:c0.cle23=SystemLow-SystemHigh

# Unclassified level
sl=Unclassified

# Secret level with compartments
s2=Secret

52:¢c0=A

s2:cl=B

# ranges for Unclassified
50-51=SystemLow-Unclassified
s1-s2=Unclassified-Secret
51-515:¢0.c1023=Unclassified-SystemHigh
# ranges for Secret with compartments

5B-s2=SystemLow-Secret
sB-s2:cO=5ystemLow-Secret:A [v]

Pucynoxk 111 - Kondurypanronnsiii ¢aiin /etc selinux/mls/setrans.conf

B MCBCdepa 6.3 Cepep obecrieqrBaeTcsi BO3MOXHOCTh OTOOPaKEHUS MOIH30BATENISIM B
ynoboYnTaeMoOM BHUAE METOK O€30MacHOCTH i KaXJOoro u3 o0BeKTOB noctryma. s 3Toro

MOJIH30BATENIO HY)KHO BBITIOJIHUTH KOMaHAy id -Z (puc. 112).

user@localhost:~/Pabouni cton

®ainn Mpaeka Bug Mowck TepMmwuHan CripaBka

[user@localhost Pafoumi cton]$ id -Z
unconfined u:unconfined r:unconfined t:s@-s0:c.cl023
[user@localhost Paboumit cTon]s

Pucynoxk 112 - MeTku 6€301acHOCTH MOJIb30BATEIS

@daiipl ¥ ManKyd TOXKE MMEIOT KOHTEKCT Oe3omacHOCTH. UTOOBI €ro mpocMOTpeTh, HYKHO
BBITIOJIHUTH KOMaHAy Is -Z <ums_daitna> unu 1s -Z 1715 mpocMoTpa KOHTEKCTOB 0€30I1aCHOCTH BCEX
daitnoB B manke. Co3mxaguM TecToBbIN (aiin testfile 0T 0OBIYHOTO MOTB30BATENS U IOCMOTPHUM €0

KOHTEKCT 0€30MMacHOCTH, Kak Ha puc. 113.
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localhost login: user
Password:
[user@localhost ~15
[user@localhost ~15

[userB@localhost ~1% echo “test" >> testfile
[user@localhost 15 ls -Z

-ruU-ruW-r--. user user user_u:object_r:user_home_t:s@ testfile
[userPlocalhost ~15 _

Pucynox 113 - Co3zganue u mpocMoTp atpulyToB (aiina testfile

W3MeHuTh METKY 4YyBCTBUTEIBHOCTH TIIOJb30BaTeNss WM Qaiina (rpynmsl (aiinoB) c
MOJITHOMOYMSIMU aJIMUHUCTpAaTOpa MOXHO B TpuiokeHuun "AnmuHuctpupoBanue SELinux" nHa

Bkimankax "llpucBoenne merok daitmam" u "[lonp3zoBarens SELinux", kak onucaHo B mojpasferne
4.6.
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S YHPABJIEHUE BE3OITACHOCTBIO

5.1 OcHoBHBIE CBeICHUA

CpenctBa ympaBnenuss Oe3omacHocThio MCBCdepa 6.3 Cepsep MPEAOCTABIISIOT

CJICOAYIOIUC BO3MOXKHOCTH:

o0ecrnieueHre KOHTPOJISI JOCTYIa, OCHOBAHHOTO Ha POJISX;

MO//IEPKKA aKTUBHBIX U JOTOJHUTEIBHBIX poJieit B SELinux;

OTpaHMUYEHUE 10CTyNA C oMolbto nomutuku RBAC;

MOAJEP)KKA TMPUBWICTUH /Il BBINIOJHCHHUS AJMUHUCTPATUBHBIX JCHCTBHIA HaJ
JTAaHHBIMU;

MOJAJepKKa TPUBHIICTHA Al (yHKIMOHATa oOecrnedyeHus JOCTyNa B IMPOCTPAHCTBE
MOJIb30BATENS U A]Ipa;

MOJIJIEP’KKA CUCTEMHBIX BBI30BOB (DaiiIOBOM CHCTEMBI, UCTIONB3YIOIINXCS JUISl YCTAHOBKHU
aTpuOyTOB 0€30MaCHOCTH OOBEKTAM C LETBI0 HACTPONKHA KOHTPOJIS IOCTYTIA;
yrnpasieHue 6a3aMu JaHHBIX ayTeHTU(UKAIIH;

yIpaBlieHUEe HACTPOUKAMHU ayAHUTA;

yIpaBlIeHUE KOHTPOJIEM IIEIOCTHOCTH CHCTEMBI;

HCIOJIb30BAHHUC allllapaTHBIX YaCOB JJIA MOAACPIKKU HAACKHBIX METOK BPCMCHH.

BrlenepeuncieHHble  BO3MOXKHOCTH — YIPaBICHHS OE30MAaCHOCTBIO  PEATH3YIOTCS ¢

MMOMOIIBIO CICAYIOUIUX IMPOrpaMMHBIX KOMIIOHCHT:

- yruiura chage;

- yrwiura chfn;

- yrwura chsh;

- yrunuta useradd;

- yraiaura usermod;

- yrunura userdel;

- yruiaura groupadd;
- yTuauta groupmod;
- yrunuta groupdel;
- yrunura chceat;

- yruiura cheon;
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- yruura checkpolicy;
- yruiuta load_policy;
- yTHUJIHTa restorecon,
- yruiura restorecond;
- yruiura semodule;
- yrunurta setenforce;
- yruiura setfiles;
- yrunurta AIDE;
- yrunmura AMTU;
- yrunuta sudo;
- yrunuta getfacl;
- yruiura setfacl;
- yruiura hwelock;
- yTWJIMTA rnano;
- TIpWIOXKEHUE «AIMUHUCTpUpPOBaHKE Selinux»;
- KOH(UTyparoHHbIE (ailibl;
- IpuIoxkeHue «MeHemKep noJIb30BaTeNe»;
- CpeICTBa yNpaBJICHUS ayIUTOM;

- npuioxeHue «Jlata u Bpemsi».

5.2  ¥Yrtuaura chage

Komanna chage n3MeHsieT HaCTpOMKU CpOKa AEHCTBHUS Mapoiis, T. €. U3MEHAET KOJINYECTBO
JTHEH MEeXly CMEHOU MapoJis U AaTOH MocIeIHero n3MeHeHus napois. Madopmarus ucnonszyercs
CHUCTEMOM JJIS ONIPECIICHUSI BPEMEHH, KOT'1a II0JIb30BaTENb JOJDKEH CMEHUTD CBOM MapOoJIb.

Komanpoii chage MokeT Mosib30BaThCsl TOJIBKO CYNEPIHOJIb30BATENb, 33 HCKIIOUCHHEM
UCIIONB30BaHUs €€ ¢ mnapamerpoM "-1", KOTOpBIH MO3BOJIAET HENPHUBWIETMPOBAHHBIM
I10JIB30BATENSAM OIIPENEIUTh BPEMs, KOTJ1a UCTEKAEeT UX MapoJib WIM YU4€THas 3aIlUCh.

Komanna chage mogiepkuBaet cieayromnui Habop OIIIHiA:

-m — u3MeHseTCS 3HavyeHne mindays Ha MUHHMAJIbHOE YHCIIO JHEH MEXIy CMEHOU
naposisi. 3Hadenue 0 B 3TOM 1oje 0003Ha4yaeT, 4To MOJIb30BATENIb MOXKET M3MEHSATh CBOW MapoJib

KOI/la YTOJIHO.
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-M — u3meHsiercsa 3HaueHne maxdays Ha MaKCMMaJbHOE YMCIIO JHEH, B TEUEHUU KOTOPBIX
napoiyip emnie aercrButeneH. Korma cymma maxdays u lastday meHbIe, yeM TEKYIIUH NE€Hb, Y
MOJIB30BaTENS OYET 3alpOIeH HOBBIM MapoJjib A0 Hadaia paboThl B CUCTEME.

-d — u3mensercs 3HaueHue lastday Ha neHb, Koraa ObLT H3MEHEH Mapoib MOCISIHUN pa3
(uucno nueit ¢ 1 saBaps 1970). [lara Takxke MoxeT ObITh ykazana B popmarte I'TTT-MM-JI/1 unu B
Ipyrom ¢gopmare.

-E — ucnone3yercs s 3aJaHus JaThl, ¢ KOTOPOM Y4YE€THas 3aluCh MOJIb30BATENSI CTAHET
HEJIOCTYITHOM.

-I — ucnons3yercs s 3aaHUs KOJUYECTBA JHEH "HEaKTUBHOCTH', TO €CTh JHEU, Korja
MOJIP30BaTEIh BOOOIIE HE BXOJIWJI B CHCTEMY, IIOCJIE€ KOTOPBIX €ro y4deTaHs 3aluch Oynaer
3a0m0krpoBaHa. 3HaueHre () OTKIIFOYAET ATOT PEKUM.

-W — ucnonb3yercs g 3alaHus Ynuciia JHEeH, Korga MOoJIb30BaTEI0 HAYHET BBIBOJUTHCS
npenynpexaeHne 00 UCTCUEHUU CPOKa ACUCTBUS €ro Mapoiisi © HEOOXOIUMOCTH €ro U3MEHEHUSI.

Bce 3HaueHust XpaHsATCS B BUJE HEH, €CIM MCIOJIb3YETCS CUCTEMa TEHEBBIX IMapoJieil, HO
€CJTM MCTIOJIb3YeTCS CUCTEMBI OOBIYHBIX TTApOJIeH, TO 3HAYCHHS IPEOO0Pa3yOTCs B HEJICTH.

Ecnu mapamerpsl He yka3aHbl, TO chage paboTaeT B WHTEPAKTHBHOM peEXHME, cooOImas
MOJIb30BATENI0 TEKYIIHUE 3HAUYCHUS 1ojeil. HeoOxoanmo nanee mub0 BBECTH HOBOE 3HAUCHUE TTOJIA,
1100 OCTaBUTH €ro Kak ecTh. TeKylee 3HaueHre TOoJIsl TOKa3bIBaeTCs B CKOOKax | .

Nudopmarnust 06 ydeTHOM 3amucy moib30BaTeNsl HaX0auTes B /etc/passwd.

Nudopmarnys o TeHEBO# YUETHOM 3aIMCH MTOJIh30BaTeNsl HaxoauTcs B /etc/shadow.

Hanpumep, 49toObl CpOoK JeicTBUs mMmaposs Mosb3oBarens wuctekan uepes 90 nHedd,
BBIIOJIHUTE:

chage -M 90 <username>

3aMeHHTE B 3TOM KOMaHjIe <username> MMEHEM IT0JIb30BaTeIs

chage -M 90 Ivan

UroObl mepuoandeckas CMEHa Hapoiisi He TpeboBanach, OOBIYHO HCHOJB3YIOT 3HAYCHUE

99999 nocne napamerpa "-M".

5.3 ¥Yruaura chfn

Yrumuta chfn menser uadopmaruio o nons3oBarene: U0, pabounii TenedoH, padounii
HOMEp KOMHAThl, pabounii M JoMamHui HOMep TenedoHa A y4y€THON 3alUCH MOJIb30BATEIS.

OOBIUHBIN TTOJIB30BATEh MOXKET U3MEHUTH TOJBKO OMpeeiEHHbIC TaHHbIE COOCTBEHHOW YUETHOM
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3ammcH, paspernéHabie B (aiine /etc/login.defs (HacTpoiikoil Mo yMOJTYaHUIO TMOJIB30BATETIO HE
paspeniaercsi MEHSITh CBOE UMS U (PaMUIIUIO).

Cyrmieprnoyib30BaTelh MOXKET MEHATH JIIOObIE TaHHBIC JIF000H yuéTHOU 3amucu. Kpome Toro,
TOJILKO  CYNEpIOJb30BaTelb  MOXET  HCHOJb30BaTh  MapaMeTp -0 I M3MEHEHHS
Hectangaptu3zoBanHod udactu gaHHeIX GECOS. Yactu mons GECOS He D0JKHBI COAEpKaTh
JIBOETOUYMU. 3a UCKJIIOUYEHHEM YacTu "Apyras', B HUX HE JOJKHO COJAEPKATHCS 3alAThIX U 3HAKOB
paBHO. Taxxe pekoMeHmyeTcsi u3berarb cuMBoJIoB He B komupoBke US-ASCII, Ho 3T0 KacaeTcs
TOJIBKO HOMEpOB TenedoHoB. YacTh "mpyras" wucmoib3yercss uid XpaHeHus HHopmaruu o0
Y4E€THOM 3alUCH, KOTOpasi UCIIONB3YETCs APYTUMH MPUIIOKEHUSIMHU.

Komanna chfn momnepkuBaet cienyronuii Habop OMITHiA:

-f, --full-name — mensger ®UO nons30BaTENS.

-h, --home-phone — meHsieT HOMep JOMaIIHEro TeaedoHa MOIb30BATES.

-0, --other — wmensier apyryto unpopmanuro GECOS o mnonp3oBaTtene. DTa 4acTh
UCIIONIBb3YETCSl sl XpaHeHuss uHpopMauuu o0 y4ETHOM 3amucH, HCIONb3yeMON ApyruMu
MPUIOKEHUSMHU, U MOXKET U3MEHSTHCS TOJIBKO aIMUHUCTPATOPOM.

-, --r00M — MEHSET HOMEP KOMHAThI M0JIb30BATEIIS.

-R, --root — BemonauTh U3MeHeHus B karanore KAT_CHROOT u ucnonws3oBath (aitib
HacTpoiiku u3 karaiora KAT_CHROOT.

-u, --help — moka3artp KpaTKyr CIpaBKy U 3aKOHUYUTH padoTy.

-w, --work-phone —MensieT Homep pabodero TenedoHa MOIb30BATEIS.

Ecniu HM onuH mapamerp He yka3aH, TO chfn mepexoguT B MHTEPaKTUBHBIA PEXKHUM,
npemiarasi MOJIb30BaTeI0 W3MEHHUTH JAaHHBIE CBOCH Y4Y€THOM 3amucu. BBoauMoe 3HadeHHE
3aMEHseT TeKylllee 3HaueHue 3amucu. Ecnu BBeneHa mycTash CTpoOKa, TO TEKyIlee 3HaueHue
octaéTcsi HeM3MEHHBIM. TeKylnee 3HaueHHne Mmoka3aHo B ckoOkax [ |. IIpu BeI3oBe Ge3 mapameTpoB

nporpamma chfn MeHseT yuéTHyro 3anKCh 3allyCTUBIIETO NOJab30BaTend (puc. 114).

[root@localhost Pabouuwid cton]# chfn Ivan
WameHeHme wHbpopmaumk finger gna Ivan.
WMqa [Ivan]: Anton

Office []: 1

Office Phone []: 234567

Home Phone []: 2345

WHpopMmayma finger m3MeHeHa. T

Pucynox 114 — Ilpumep nsmeHenus nHopmaIuy o mojab30BaTele
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5.4 Yrtuaurta chsh

Komannma chsh mo3Bomger momb30BareisiM MeHSTh CBOM 000i0o4yku. Eciau obOomouka He
3aJlaHa B KOMaHJHOU CTPOKe, TO chsh 3ampammBaet e€.

Komanna chsh mognep:kuBaet ciaenyroniuii Habop OTIIHIA:

-h, --help — moka3zaTh KpaTKyIo CIIpaBKy U 3aKOHYUTH padoTy;

-s, --shell — wuMs HOBOW perucTparoOHHON 00O0JI0UYKH ToNB30BaTens. Eciu 3a1ath mycroe
3HaueHUE, TO Oy/IeT UCTIOJIBF30BaHA PETUCTPALIMOHHAS 000JI0YKa IO YMOTYAHHUIO.

Ecnu mapamerp -s He 3amaH, To chsh mepexomuT B WHTEPAKTHBHBIA PEXHUM, Mpeiyiaras
MOJIP30BATEII0 M3MEHUTh CBOIO PETHUCTPAIlMOHHYIO 0000YKy. BBommmoe 3HaveHHE 3aMEHSIET
TeKylee 3HadeHue monsd. Ecim BBemeHa mycTas CTpPOKa, TO TEKyllee 3Ha4eHHEe OCTaéTcs

Hen3MeHHBIM. TeKylee 3HaueHne PEruCTPalMOHHON 000I0YKH YKa3aHO B ckoOkax [ | (puc. 115).

[root@localhost Pabouwii cton]# chsh
N3MeHeHWe wenna ona root.
Hoebi wenn [/bin/bash]: .

Pucynox 115 — Beibop peructpanioHHON 0007109KH

5.5 ¥Yruaura useradd

Komanna useradd perumctpupyeT HOBOTO TMOJB30BATENs WM MEHSET HHPOPMAIHIO O
MOJIb30BATENIAX.

Komanpa useradd mognepxuBaeT cieayronuii Habop OIIIHIA:

-c, --comment - Jmr00as TekcToBas cTpoka. OOBIYHO, 37€Ch KOPOTKO OMHUCHIBACTCS yUETHAs
3aIKCh, U B HACTOSIIEE BpEMsl UCTIONB3YETCs KakK IMOJIe Ak UMEHU U (DaMUITUU MOTh30BATES.

-b, --base-dir - 06a30BbIli CHUCTEMHBI KaTajoOr MO YMOJYAHWIO, €CJIM APYrOd KaTajor He
ykasaH ¢ momorbio mapamerpa "-d". BA3OBBIM_KATAJIOI 06beanHsICTCS ¢ UMECHEM Y4ETHOI
3alucu JUIA ONpeleNieHus JOMalllHero kartaiora. Ecnu He ucnosb3yercss mapamerp "-m'", TO
BA30BBIN_KATAJIOI 0JeH CyImecTBOBATS.

-d, --home - gug co3maBaeMoro TmoOJb30BaTeNIsl OyIeT HCIOJNB30BaH  KaTaJlor
BABOBBIIZ_KATAHOF B KauecTBE HadaJlbHOTrO Karajmora. [lo yMon4aHuio, 3TO 3Ha4YEHUE
nonmydaercss oowenuHennem HWMMEHW  mnonws3oBarenss ¢ BA3OBBIM_KATAJIOTOM wu

HCIIOJIB3YCTCA KaK UM JOMAIIHCTO KaTaJora.
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-e, --expiredate — para, Korja y4€THas 3aluch MoJib30BaTeNs Oyaer 3abiokupoBaHa. Jlata
3amaércsa B popmare [ TTT-MM-IJI.

-f, --inactive — 4mCIIO THEH, KOTOPHIC JOHKHBI IPOUTH TTOCIIC OKOHYAHUS CPOKA JACHCTBUS
napoJisi, 4ToObl yuéTHas 3anuck 3a00KupoBanachk HaBceraa. Eciu ykasano 3naduenue 0, To yuérHas
3anuch OJIOKUPYETCs cpa3y MOCie OKOHUAHUS CpOKa ASHCTBUS MapoJis, a Ipy 3HaUYeHUH -1 naHHas
BO3MOKHOCTB HE HCIIONIb3yeTCs. [1o yMOIuaHuIo NCnoIb3yeTcs 3Ha4eHue -1.

-G, --groups — CHUCOK JAOINOJHUTENBHBIX TI'PYII, B KOTOPBIX YHUCIUTCA IOJIb30BATEIb.
[lepeuncnenne rpynm OCYIIECTBISCTCS 4Yepe3 3amiaTyio 0e3 MpOMEKYTOYHBIX mpobenoB. Ha
YKa3aHHbIE TPYIIIBI JEHCTBYIOT T€ )K€ OTPaHUYEHHUS, YTO U JJIs TPYIIIBI YKa3aHHOW B IapaMeTpe -g.

-h, --help — moxkazaTh KpaTKyIO CIIpaBKy U 3aKOHYHUTH padoOTYy.

-m, --create-home — co3/1aeT Ha4aJabHBIN KaTaJOr HOBOT'O IOJIb30BATENs, €CIIU OH €lIe He
cymiectByeT. Eciu karajior yxe CyliecTByeT, J00aBIsieMblil 0JIb30BaTelb JOJDKEH UMETh IpaBa Ha
JOCTYI K YKa3aHHOMY KaTaJIoTy.

-K, --key — ucrnonb3yeTcst 1ji1 U3MEHEHUS 3HAYCHUM 10 YMOJIYaHHIO, XpaHUMBIX B (aiine
/etc/login.defs (UID_MIN, UID_MAX, UMASK, PASS_MAX_DAYS u npyrux).

[Ipumep: -K PASS_MAX DAYS=-1 MOXHO HCNOIB30BaThb NPU CO3JAaHUH CHUCTEMHOMU
y4€THOM 3amucu, 4TOObI BBIKIIOYUTH OrpaHUYEHHE Ha CPOK JEHCTBHS Napois, HaXKe eciu
cHCTeMHas y4€THas 3allUCh BOOOIIE HE UMeeT maposist. MOXKHO yKa3bIBaTh napameTp -K HecKonbko
pa3, Hanpumep: -K UID_MIN=100 -K, UID_MAX=499.

-0, --non-unique — TO3BOJISET CO3/aTh YYETHYIO 3alHCh C YK€ HMEIoIUMCS (He
yaukansHbM) UID.

-p, --password — mm¢ppoBaHHOE 3HAYEHHE IMAPOJIA, KOTOPOE BO3BpAIlaeT (yHKUHUS Crypt.
[To ymonyanuto yuérHas 3anuch 3a0J0KHpPOBaHa.

-s, --shell — wuMsa perucrpanoHHON 000JI0YKK ToOJb30BaTeNns. Ecim 3amate mycToe
3Ha4YeHHe, To OyJeT NCIOIb30BaHA PETUCTPALIMOHHASL 000JI0YKA 110 YMOTYAHHUIO.

Hanpumep, uto0sI co3naTh monb3oBatels [van He00X0IMMO BBITOJIHUTH KOMaHTY:

useradd Ivan

Jlns no6aBneHus noap3oBaress B rpyniy devel HEOOX0IMMO BBIOJIHUTh KOMaHY:

useradd -G devel Ivan
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5.6 Yrtuaurta usermod

Komanna usermod MeHsieT cucTeMHbIe (aiiabl YIETHBIX 3alUCEH COTIACHO TEPEIaHHBIM B
KOMaHJHOM CTPOKE MapaMeTpaM.

Komanna usermod moaep >XkuBaeT CiaeIyronui Habop OTIIHA:

-a, --append — 100aBUTH TOJIB30BATENsl B JOMOJIHHUTENbHYIO Tpymnmy(bl). Mcnonas3oBarh
TOJIBLKO BMecTe ¢ nmapamerpom "-G".

-c, --comment — HoBoe 3Hauenue noiast GECOS.

-d, --home — HOBBIN JOMaIIHUI KaTajor yuyeTHOM 3anucu. Ecin ykazaH napamerp "-m", To
COJICP’KMMOE TEKYILEr0 JOMAIIIHEro KaTajora Oy[eT HmepeMelIeHO B HOBBIA JOMAIIHHUI KaTalor,
KOTOPBI OyJeT co3/1aH, €CIU OH elI€ HE CYHIECTBYET.

-e, --expiredate — YCTaHOBHUTb JaTy OKOHYAaHMsS JEMCTBHS Y4YETHOM 3amucu B
EXPIRE_DATE. [lara 3agaércs B popmare I'TTT-MM-JI1.

-f, --inactive — yCTaHOBUTb IIapOJIb MOCJIE OKOHYAHUS CpPOKa AEMCTBHs YUETHOM 3alluCU B
INACTIVE. Ecnu ykazano 3nadenue 0, To y4€THas 3amuch OJOKUPYETCS cpa3y MOCiIe OKOHUYAHUS
CpOKa JEWCTBUA TMapoJys, a MNpH 3HAYCHWM -1 JaHHas BO3MOXKHOCTh HeE Hcmnosibdyercsa. Ilo
YMOJIYaHHUIO UCIIONIb3YETCsl 3HaYEHHE - 1.

-g, --gid — NpUHYAUTEIBHO Ha3HAUUT NEPBUYHYIO TPYIITY.

-G, --groups — CIIUCOK JAOINOJIHUTENBHBIX TPYIII.

-1, --login — HOBOE 3HaUYE€HHUE YUCTHOU 3aIUCH.

-L, --lock — 3a610kupoBaTh MapoIb MOJIB30BATENS. DTO JIeTAETCs TOMEIICHHEM cuMBoJIa '!'
B Hayaio IM(POBAHHOIO Mapoiisi, YTO MPUBOAUT K OJOKMpOBKE mapois. He ucmonb3yiite 3TOT
napametp Bmecrte ¢ "-p" wim "-U".

-0, --hon-unique — TPH HCIOJIb30BAaHUHU C MapaMeTpoM "-u", 3TOT MmapameTp IMO3BOJIIET
yKa3bIBaTh HE YHUKAJIbHBIA YHCIOBOW MACHTU(PHUKATOP MOIH30BATENS.

-p, --password — 3a/1aTh HOBBIN IN(POBAHHBIN MAPOJIb I YYETHO 3amucH.

-s, --shell — 3a1aTh HOBYIO 000JIOUKY JUUIsl YUETHOU 3aITUCH.

-u, --uid — HOBBIN uid AJIT YIETHOM 3amUCH.

-U, --unlock — pa30y10kupoOBaTh YYETHYIO 3aIUCH.

-Z, --selinux-user — HoBoe Selinux-0ToOpaXkeHUE YIETHOMN 3aMUCH.

Hanpumep, uroObl 100aBUTH Mosib30BaTeNsl Ivan B JOMOTHUTENBHYIO TPYIITY HEOOXOAUMO

BBITIOJITHUTHh KOMAaHOY:

usermod -a -G ftp Ivan
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5.7 ¥Yrtuauta userdel

Komanna userdel mo3BossieT aiMUHUCTPATOPy yAAIATh CYILECTBYIOLIYIO YYETHYIO 3alHCh
nosip3oBatens. Komanaa userdel moanepkuBaeT Cieayomui Habop OMITUi:

-f, --force — c sTUM mnapamerpoMm yu€rHas 3amHuch OyAeT yJajJeHa, Jake eclu
MOJIb30BaTeNbh B ITOT MOMEHT paboraer B cucreme. OHa Takke 3actaBiser userdel ynanuthb
JIOMAIIHUM KaTajor IOJb30BATENsl W IIOYTOBBIM ALIMK, Jak€ €CIM JApPYrod IOJIb30BaTellb
UCTONB3YeT TOT K€ JOMAIIHUI KaTajJor WJIM €CJIM NOYTOBBIA SAIIMK HE NMPHUHAUIEKUT JAaHHOMY
nonb3oBarento. Ecnu 3nauenne USERGROUPS_ENAB pagno "yes" B daitne /etc/login.defs u ecnu
CYIIECTBYET TpyIIa ¢ UMEHEM YIAIIeMOro IMOJb30BaTeNs, TO 3TO Ipynma OyneT yaajieHa, Jaxe
ecnu oHa BCE€ em€ SBISIETCS MEPBUYHOM TPYNIION Jpyroro mnosb3oBatens. [Ipumedanue: 3ToT
napaMeTp OIacHO MCI0JIb30BaTh, OH MOKET IPUBECTU CUCTEMY B Hepabouee COCTOSTHUE.

-h, --help - mokazaTh KpaTKyIo CIIpaBKy U 3aKOHUUTH paldoTy.

-1, --remove — (aiibl B JOMAIIHEM KaTaJlore IMOoJb30BaTeNsl OyAyT yJdaJlleHbl BMECTE C
CaMMM JIOMAIlIHUM KaTaJoroM U MOYTOBBIM SAIIMKOM. Iloib3oBarenbckue ¢ailiipl, pacnonokKeHHble
B Ipyrux (ailyIoBbIX CUCTEMaX, HY’KHO MCKATh U YAAIATh BPYUHYIO.

Komanna userdel 3aBepiiast paboTy, BO3BpaIaeT ciaeIyionue 3SHaYeHHsL:

(0 — ycrneumHoe BbIIIOJHEHUE;

1 — He yanoch U3MEHUTH (aiil maposiei;

2 — omubKa B mapaMeTpax KOMaH/bl;

6 — yKa3aHHBIH [I0JIB30BATENb HE CYILIECTBYET;

8 — mop30BaTeNb ceifyac paboTaeT B CHCTEME;

10 — He yaanoch U3MEHHTH (ails Tpynm;

12 — He yaasioch yIanuTh JOMAIIHUN KaTaJjor.

Hanpumep, uto6s! ynanuTh nons3oBatens Ivan, HE00X0IUMO BOCIIOIb30BaThCs KOMaH10M:

userdel -r Ivan

5.8 ¥YrTuaura groupadd

Komanga groupadd mo3BosisieT agMHUHUCTPATOpPY CO3JaBaTh HOBBIE TPYIIblI B CHUCTEME.
Komanna groupadd nmomnepxuBaeT clieyronui Habop OMITuii:
-f — BepHyYTh cTaTyc YCHELIHOI'O BBIOJIHEHHS, €CIM Ipylna yxe cymecTByer. Eciau

!

UCTIONBb3YyeTCsl BMecTe ¢ mapamerpoM "-g" u ykaszanuelii GID yxe cymectByer, To BbIOMpaeTcs

npyroi (yaukanbHbii) GID, To ecTh mapamertp "-g" UrHOpUpyeTCs.
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-g — YHUCIIOBOE 3HAYCHUE UICHTH(PUKATOPA TPYIIEL. 3HAYCHHUE TOJDKHO OBITh YHUKATHHBIM,
ecnM He 3ajaH mapamerp "-0". 3HaueHWe JOJDKHO OBITh HE oTpHuIaTeNbHBIM. [lo ymomyaHuio
Oepércs 3Hayenue Oospiie 999 u G6ombiie naeHTHPUKAaTOpa J1I000H Apyroil rpymnmnel. 3HaueHus ot 0
1 10 999 00BIYHO 3ape3epPBUPOBAHBI MO/ CUCTEMHBIE TPYIIIIHL.

-h, --help — noka3arp KpaTKylo CpaBKy U 3aKOHUYUTH paboTy.

-K — wusmenurts 3nadenus no ymonvanuto (GID_MIN, GID_MAX wu apyrue), KoTopbie
xpansTcs B (aitne /etc/login.defs. MoxkHO yka3aTh HECKOIBKO mapameTpoB "-K".

[Mpumep: -K GID_MIN=100 -K GID_MAX=499

-0 — pa3peunTh J00aBIECHHE IPYIIHI ¢ HE YHUKaTbHBIM GID.

5.9 ¥Yrtuaura groupmod

Komanna groupmod mno3BoJsieT aJAMUHUCTPATOPY HU3MEHATH CYIIECTBYIOIIME TPYIIIBI B
cucreme. Komanna groupmod noanepkuBaeT cleayromuii Habop OMIHii:

-g, --gid — U3MEeHUTh UACHTU(PUKATOP TPYIIIILI;

-h, --help — moxkazaTh KpaTKyIo CIpaBKy W 3aKOHYUTH PabOTY;

-n, --new-name — U3MEHUTb UM TPYIIIIbL;

-0, --NON-unique — MO3BOJISIET UCII0IB30BaTh HE YHUKaIbHBIN GID;

-p, --password - mudpoBaHHOE 3HAYEHUE MAPOJIsl, KOTOPOE BO3BpaIaeT pyHKIus crypt.

Hanpumep, st u3MEHEHUs MMEHM TIpPYNIBI C testgroup Ha newtestgroup MOXKHO
BOCITIOJIB30BaThCsl KOMaH/I0M:

sudo groupmod -n newtestgroup testgroup

5.10 ¥YTuaura groupdel

Komanna groupdel no3BossieT aiMUHUCTPATOPY YAAIUTH ONPENEICHUE TPYIIIBI U3 CUCTEMBI
MyTeM yJaJeHUs 3alucu O COOTBETCTBYIOIIEW rpymme u3 (aitna /etc/group. OHa, omHAKO, HE
ynanset uaeHTudukarop rpynmsl (GID) u3 ¢aiina naponeit. Y nanenusiii GID nelicTByer miis Bcex

¢aiioB 1 KaTaJoroB, KOTOPHIE €0 UMEIH.
Hanpumep, ynanute rpynny engines MOXHO € TIOMOIIIbIO KOMaH/Ibl:

groupdel engines
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5.11 Yrtuauta chcat

VYrunuta chcat sBisieTcs nporpaMMol, HamucaHHoW Ha python. Ona obGecneunmBaeT
yn00CTBO 100aBIEHUs, YAAICHUS H POCMOTpa Kareropuit MLS nyst haiisioB 1 mosib30BaTeINeH.

Ucnons3yiite +/- ans no6aBneHus/ynaaeHus KaTeropuu y Qaiisia uim mnojib30BaTes.

[Ipu ynanenun kateropuu HEOOXOJUMO 3a/1aTh '--' B KOMAHIHOW CTPOKE J0 MCIOJIB30BaAHUS
cuHTakcuca "-Category". DTo cOOOMUT KOMAaHJIE, YTO BBl 3aKOHYMJIM BBOJWTH OIIHH M TETEPh
3aJjaeTe UMs KaTeropuHu.

Yrtunura chcat moaaepKuBaeT Cleayomuii Habop OMIIHii:

-d — ynamuTh Kateropuio u3 kaxaoro ®AUIIA/IIOJIB3OBATEJIS.

- — BBIBECTH IOCTYIHBIE KATETOPHUH.

-1 — coo6mmuTe KOMaH e chcat, 4To Hy)KHO paboTaTh C MOJIB30BATEIISIMH BMECTO (DailyioB.

[Ipumep npocMoTpa 1OCTYIHBIX Kareropuii (puc. 116).

[root@localhost Pabouwmin cTton]# chcat -L

sB SystemLow
sB-sB@:ch.clB23 SystemLow-SystemHigh
sB:c@.clp23 SystemHigh

Pucynox 116 — IIpocMOTp IOCTYITHBIX KaTeropui

5.12 Ytuauta chcon

Yrtunura chcon mensier SELinux koHTeKcT (haiina.

Komanna chcon moanep:xuBaet cieayromuii Habop OMINM:

-h, --nodeference — ucnonbp30BaTh CUMBOJWYECKHE CCHUIKM BMECTO YKa3aHHOTO (aiinia;

—reference = ®AWMIIA — HCHONB30BATh KOHTEKCT OE30MACHOCTH ®AIZHA, BMECTO
YKa3aHHOTO 3HAYCHHSI KOHTEKCTA;

-R, -recursive — pekypcuBHO 00pabaThiBaTh (haliiIbl U KaTaJIOTH;

-v, --verbose — BEIBOJUTH JUATHOTUYECKHUE COOOIIEHUS JUTsl KaXXI0ro (aiina;

-u, --user=I10JIb3 — 3amarts [TOJIb3OBATEJI B HazsHauaeMOM KOHTEKCTE O€30IaCHOCTH;

-1, --role=POJIb — 3agats POJIb B HasHauaeMOM KOHTEKCTE OE€30IIaCHOCTH,;

-t, --type=THUII — 3agate TUII B Ha3HAYaeMOM KOHTEKCTE O€30MaCHOCTH;

-1, --range=/IMAITIA30H - 3agats JIMAITA30H B Ha3HauaeMOM KOHTEKCTE O€30MaCHOCTH;

--help — mokas3aTh cripaBKy M BBINTH;
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--version — MoKasath WH(HOPMAIIUIO O BEPCHUU U BBIUTH.

Crnenyrolye KI04YM BIUSIOT HA CIOco0 00X0/1a HepapXuu KaTajloroB MpH 3aJaHHOM KITIoue
-R. Ecin yka3aHO HECKOJIBKO 3THX KJIHOUYEH, NEUCTBYET TOJbKO MOCIEAHUN.

-H — eciu aprymMeHT KOMaHIHON CTPOKHU SIBJIICTCS CUMBOJIBHOM CCBIJIKOW Ha KaTaJor,
NIEPEUTH 110 HEH;

-L — mepexoauTh 110 11000¥ BCTPEUCHHONW CHMBOJIBHON CCBHIIKE HAa KATaJIoT;

-P — He mepexoAnTh 10 CUMBOJIBHBIM CChUIKaM (110 YMOJIYAHUIO).

Hanpumep, ans u3MeHeHus Ttuna Qaiima Ha JIpyroil THN B Ha3Ha4YaeMOM KOHTEKCTE
6e3omacHoCTH (pHc. 117) MOXKHO BOCIIONH30BATHCS KOMAHIOM:

chcon -t samba_share t /var/www/html/test2file

Jlis mpocMOTpa U3MEHEHUH HE0O0XOAMMO BBIMOIHUTH KOMaHAY:

Is -Z /var/www/html/test2file

[root@localhost Pabouun cton]# chcon -t samba share t /var/www/html/test2file
[rooti@localhost Pabouwid cton]# 1s -Z /var/www/hitml/testz2file

-rw-r--r--. root root unconfined u:object r:samba share t:s@ /var/www/html/test2
file

Pucynok 117 — 3meHenue tuna ¢aiiia B Ha3Ha4aeMOM KOHTEKCTe 0€30I1aCHOCTH

5.13 ¥Yrtuaura checkpolicy

VYrunuta checkpolicy ananmsupyer, mpoBepsieT u Kommwinpyer nonuTtuky SELinux B
JBOUYHYIO TIOJIMUTUKY, KOTOpast MOKET OBITh 3arpy’keHa B sSApO.

Yrunmuta checkpolicy moanepxuBaer cieayronmii Habop onuuii:

-0 — KOMITUAJISIIIUSL SIBJISIETCS OTMITMOHATBHOM;

-b — mpoBepka JBOMYHBIX MOJUTHK HA KOPPEKTHOCTh U JIOIyCTUMOCTb;

-M — npoBepka nonutuku MLS;

-d — BBI3BIBAETCS PEXKHUM OTIIAJIKH.

Hapumep, 11 mnpoBepKHM JIBOWYHBIX TIOJUTHK HA KOPPEKTHOCTh M JOMYCTHMOCTb
UCIIOJIb3YETCSI KOMaH/a:

checkpolicy -b
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YMOJTYaHUIO MPHU 3arpy3ke moauTuku load_policy coxpaHseT TeKylue 3HaYCHUS TIEPEKITI0UaTeeH.

Yrunuta load_policy noanepuBaet cieayromuid Habop Omuii:

-b — cOpocuTh nepexItoyaTenn B 3HaAYCHUS, ONPEICIICHHBIC B TOJUTHKE;

-q — CKPBITh NPEAYIPEKICHUS.

Hapumep, mis cOpoca mepekimtouareneii B 3HAYCHUS,

HCIIOJIB3YCTCA KOMaHaa:

load_policy -b

5.15 ¥YrTuaura restorecon

OIIPEACIICHHBIC B IIOJIMTHKE

Komanna restorecon ycTaHaBIMBaeT KOHTEKCT O€30MacHOCTH YKa3aHHBIX (aiaoB. Moxer

TaKXe UCIOJIb30BAThCS ISl HCTIPABIICHUS OMIMOOK, MPOBEPKH TEKYILET0 COAECPKUMOT0 (paidiioB miu

n00aBICHUS TOJACPKKA HOBOW TMOJMTUKHA WM C ONIUel "-n", 4ToObl yOEIUTHCS B TOM, KaKOM

KOHTEKCT MPUCBOECH (haitiry.

Komanna restorecon moaiepkKuBaeT ClIeayomuid Habop OMIINA:

-1 — UITHOPUPOBAThH HECYILECTBYIONINE (MBI,

-f — conmepxur cnucok (QainaoB, Kotopele OyayT o00paboTaHbl (IiE TOrO, YTOOBI

UCIIOJIb30BaTh CTAH/IAPTHBIN BBOJI, UCTIOJIB3YHUTE - CHMBOI Jeduc);

- — 33/1aTh JUPEKTOPHUIO, KOTOPYIO HYKHO HCKJIIOYUTH M3 00pabOTKU (111 HECKOJIBKUX

JTUPEKTOPHI TOBTOPUTE OMIIHUIO);

-R, -r — pexypcHMBHO IOMEHATH METKHU 7151 (PaiiyIoB U TUPEKTOPUI;

-N — He MEHATh METKHU (aiinos;

-0 — COXpaHUTh CIUCOK (DAIIOB ¢ HEKOPPEKTHBIM KOHTEKCTOM B outfilename;

-V — TIOKa3aTh U3MEHEHHsI METOK (haiijIoB;

-VV — I[IOKa3aTb U3MCHCHHUA MCTOK q)aﬁHOB, CCJIM UBMCHUWJICA TUII, POJIb UJIHU ITOJIB30BATCIIb,

-F — ecimu Nponu30lJIn M3MCHCHHA, TO HNPUHYAUTCIBHO YCTAHOBUTH KOHTCKCT KaK B

file_context gyt HacTpanBaembIxX ¢aiioB (customizable files) nau ceKmuM MOIH30BATEIIS.

[Ipumep BBIMOTHEHNST KOMAaH Bl BBIBOJI CTIHCKA (haidsioB 11t 00padoTku (puc. 118).
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[root@localhost Pabouywi cton]# restorecon -f

restorecon: option requires an argument -- 'f'
usage: restorecon [-iFnprRv@] [-e excludedir ] [-o filename ]
[-f filename | pathname... ]

Pucynox 118 — Criucok (aitnioB myist o00padboTku

5.16 Ytuaura restorecond

Yrumuta restorecond HaOmomaeT 3a CoO3/JaHUEM HOBBIX (paiiinoB (aiIoBOM CHCTEMBI.
Habmiogenue ocymiectBisieTcs ¢ momouipio Mexanu3ma inotify. Restorecond Taxke mo3BoJsier
YCTaHOBUTH KOHTEKCTHI HEJJABHO CO3JaHHBIX (DAIJIOB B COOTBETCTBUU ¢ onuTukor SELinux.

VYrunuta restorecond moaaep>KUBaeT CISAYIOIINI HAOOP OTIIIHIA:

-d — BKJIIOYUTH pexuM oThagku. [IpunoxkeHne Bce TakKe UCTIOIHAETCS Ha MEepeHEM IIJIaHE,
HO HAYMHAET BHIBOAUTHCS OOJIBIIOE YHUCIO OTIAJOYHBIX COOOICHUMN.

[Ipumep BkItOUEHHUS pexuMa oTiiagku (puc. 119).

[root@localhost PabBouwih cTton]# restorecond -d
Read Config

1: Dir=/etc, File=services

Dir=/etc/samba, File=secrets.tdb
Dir=/var/run, File=utmp

Dir=/var/log, File=wimp

Dir=/root, File=*

Dir=/root/.ssh, File=*

lon W s W ma

Pucynok 119 — Pexxum otnanku

5.17 Yruaurta semodule

Yrtunura semodule ucronb3yercs s ynpasiaeHuss Moaynsamu noautuku SELinux. Ona
MOJKET HCITI0JIb30BaThCs /ISl YCTAHOBKH, OOHOBJICHUS, IEPEUUCIICHUS WK yaajaeHus moayneid. OHa
MOKET Jajiee WCIOJIb30BaThCAd JUIsl NPUHYAUTEIBHOTO BOCCTAHOBJICHMSI WM Iepe3arpys3Ku
MOJIUTUKU.

Yrtunura semodule moanep:xuBaeT CiIeayONINA HAOOP OMIINA:

-R, --reload — mpuHyIUTEIHHO TIEpE3arpy3uTh MOTUTHKY;

-B, --build — mpuHyIUTENHEHO MEpeCcO3aaTh MOJUTHKY (€CIM HE MCIOJIb3YeTCs OMIIUS -N, TO
MIPOUCXOAUT U €€ Mepe3arpys3Ka);

-1,--install=MODULE_PKG - ycTaHOBUTB/3aMEHUTb MOAYJIb NAKETA;

-u,--upgrade=MODULE_PKG - 00HOBHUTb CYIIECTBYIOIINI MOJIYJIb TAKETA;
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-b,--base=MODULE_PKG - ycTaHoBHUTH/3aMEHHUTHh 0a30BbIil MOAYh ITAKETA;
-1,--remove=MODULE_NAME - ynanuTts Cy1liecTBYIOIHXI MOAYJb;
-1,--list-modules — moka3aTh CIIUCOK YCTAaHOBJICHHBIX MOAYJEH (KpoMe 0a30BbIX);
-s,--store — UMs XpaHWINIIA ¢ KOTOPHIM IMPOU3BOMASATCS OTIEPAIUH;
-n,--noreload — He epe3arpykaTh MOTUTHKY MOCIIC BHITIOTHEHHSI ONIEPALINH;
-h,--help — BrIBecTH TIO/ICKA3KY;
-v,--verbose — MoApOoOHBII BHIBO/I.

IIpumep BbImOMHEHUS KOMaHAbl: semodule -1 TMoOKa3aTh CIMCOK YCTaHOBJIEHHBIX MOAYJIEH

(puc. 120).

[root@localhost Pabouwid cton]# semodule -1
abrt 1.2.8

accountsd 1.8.0

ada

afs
aiccu
aide
aisexec
amanda
amavis
amtu
apache
apcupsd
arpwatch
asterisk
audicentropy
automount

el el el
OHMNE RS0 oWN R

1
.1
6]

e e
= Cho=] 00

2.1

Pucynok 120 — Cnircok yCTaHOBIEHHBIX MOIYJEH

5.18 Yruaura setenforce

Komanna setenforce ycranaBiamBaeT peXKuM, KOTOPBIM BbIMONHAET monuThka SELinux.

Pexxumbr MOTYT OBITH cOOMIOIeHUS U paspenienus 1 (BkirounTs) win O (oTKI0unTh) (puc. 121).

[root@localhost Pabouwi cton]# setenforce
usage: setenforce [ Enforcing | Permissive | 1 | 6 ]

Pucynok 121 — Ycranoska pexuma nonutukud SELinux
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5.19 ¥Yruiaura setfiles

VYrunura setfiles wucmonp3yercs s MHUIMANM3alMA  0a3bl  JTaHHBIX  KOHTEKCTa
0e30MmacHOCTH IJsl OIHOM uin GoJee ¢aitnoBbix cucteM. OHa MOXET TaKkKe HCIOIb30BaThCs s
NPOBEPKH TEKYIIET0 KOHTEKCTa (aiijia, UCIpaBIeHUs OMMOOK U JT0OABICHUS MOMJIEPKKHA HOBOU
HOJUTUKH.

VYrunura setfiles moxaepxuBaeT CieIyOMUA HAOOp OMITUI:

-C — MpPOBEPUTh COOTBETCTBUE KOHTEKCTa TOMY, YTO OMNpEIEIeH B JABOUYHOM (paiine
HOJUTUKH.

-d — mokaszarp, Kakas crielu(UKaIus COOTBETCTBYET KaKAOMY (ailry

-1 — oTpa3uTh N3MEHEHUS METOK B syslog.

-N — HE MEHATh METKH (haiiioB.

-q — IOJJaBUTh BHIBOJ], HE OTHOCAIIMICS K OIIHMOKaM

-I' — UCTIOJIb30BATh AJIbTEPHATHBHBIHN MyTh K KOPHEBOW AUPEKTOPHH

-e directory — 3amaTh IUPEKTOPHUIO, KOTOPYIO HYXHO HCKIIOUHTh U3 00pabOTKH (Iis
HECKOJIBKUX TUPEKTOPHUI TOBTOPUTE OMIIUIO).

-F — npunyauTenbHO ycTaHOBUTH KOHTEKCT Kak B file_context miisi HacTpauBaeMbIx (aiiioB
(customizable files).

-o filename — coxpaHHUTh CIIUCOK (ailyIOB ¢ HEKOPPEKTHBIM KOHTEKCTOM B filename.

-S — TOJYYUTh CHHCOK (DaliJIoB CO CTaHJAPTHOTO BBOJIA, BMECTO HCIOJIb30BaHUS MYTH,
OTIpeIeNIIEMOr0 B KOMaH/IHOM CTpPOKE.

-V — I0Ka3aTh U3MEHEHHUSI METOK (hailsioB, €CIIM U3MEHMJIICS TUIT HJTU POJIb.

-VV — TI0Ka3aTb U3MEHEHUS METOK (hailyioB, €CIM U3MEHUJIICS TUII, POJIb UJIH MTOJIb30BATEb.

-W — BbIBeCTM NpEIyNpexICHUs, €CclUd BCTPETATCS creuuduxanuy, KOTOPhIM He
COOTBETCTBYET HU OJIUH (ail.

[Tpumep BBIMOTHEHUST KOMaHAbI OTOOPaXXEHUsI U3MEHEHHUSI METOK B syslog (puc. 122).

[root@localhost Paboumi cton]# setfiles -1

usage: setfiles [-dnpgvW] [-o filemame] [-r alt root path ]
spec_file pathname...

usage: setfiles -c policyfile spec file

usage: setfiles -s [-dnpgvW] [-o filename ] spec file

Pucynox 122 — Oto6paskeHre H3MEHEHHsI METOK B syslog
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5.20 Yruiaura AIDE

VYrunuta AIDE ympaBiser KOHTpOJEM IEJIOCTHOCTH M MCIOJIb3yeTcs ISl OOHApYKEHHS
3IOHAMEPEHHBIX WM HENpeIHAMEPEHHbIX MOAU(GUKAIUNA KPUTUYECKH BaXHBIX i paboThI
CHCTEMBI Iporpamm 1 6a3 nanusix. [lonpodHoe onucanne padotsl ¢ yrmutoid AIDE paccMorpero

nanee B mojpaszaene 10.3.

5.21 Yruaura AMTU

Abstract Machine Test Utility (AMTU) — aOcTpakTHas MaliMHHas TECTOBas YTHUJIHTA
SIBJISIETCS.  AQMUHUCTPATUBHOM  YTHWJIMTOM,  KOTOpas  NpPOBEpsET,  BBIMOJHSIIOTCA  JIU
OCHOBOIIOJIAraloIINe 3alUTHbIE MEXAHU3MBI.

AMTU sBrigenster 20% cBOOODHOM MMaMATH CUCTEMBI, a 3aTEM 3allMChIBaeT B HE€ MmIaOJIOH
(pattern) ciy4aiiHpix OaiT. OHa 4YHWTaeT TMEpEe3anrCcaHHyld OO0JacTh MaMITH MW IPOBEPSET
COOTBETCTBHE CUMTAHHOI'O M 3alMCaHHOro. EciIM COOTBETCTBHSA HET, TO COOOIIAeT 00 OIINOKe
NaMATH.

st BemmonHeHust TpeboBaHus pasneneHus namsata AMTU BemonnsieT crnemnyromniee. Kak
0OBIYHBIN MOJB30BaTeNb, AMTU BbIOMpaeT ciydaifHbie 00JIaCTH MaMsITH B AWaNa3oHaX, YKa3aHHbIX
B /proc/ksyms, 4TOOBI IPOBEPHUTH, YTO MPOrPaMMBbI IPOCTPAHCTBA MOJIH30BATENSI HE MOTYT YHTATh
WIH 3alicaTh B 00JIACTH MAMSITH, HCIOIh3yeMbIE TAKUMHU CPEIICTBAMU, KaK SIIPO U BHIICOTAMSITh.
Ecnmu kakasg-mu0O0 W3 BBIMICYMOMSHYTHIX IMOMBITOK BBIMOTHSAETCS YCHEIIHO, TO cooOImaercs o0
OTKas3e.

AMTU Taxke mpoBepsieT yCTpoicTBa BBOAA-BhIBOAa. Korna siapo oOHApYKUBAET MOMBITKY
OTKPBITHUSI CETEBOI'O COEIMHEHUs MO 3aJlaHHOMY Ha JIOKAJIbHOW MalllMHE aApecy, TO SJIpO camo
o0OpabaTbIBaeT MakeThl BMECTO OTMIPABKU HMX (U3NYECKOMY ycTpoicTBy. [lns m3bexaHus sToi
ONTUMM3AINH, KOTOpas He TpeOyeT YJaJIeHHOTO CepBepa, OHA MPHU OTKPHITHH COKETa OMpPEesieT
nomen PF_PACKET.

AMTU BbINONHSET ClEIyIOLIEE:

- npu wucnoib3oBanuu jaomMeHa PF_PACKET, AMTU oTkpbIBaeT Apyroe COEIMHEHHUE C
CEpBEPOM JJIs €T0 MPOCTYIIUBAHUS
- TpOBepsieT, 4TO MepefaHHble ClydyailHble JaHHbIE COBMAJAIOT C MOJYyYECHHBIMU JaHHBIMHU.

[Taru 1 1 2 NOBTOPSIOTCS AJIsSl KQXKA0T0 33JJaHHOTO CETEBOTO YCTPOMCTBA.
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Jnist mpoBepku AMCKOBBIX KOHTposuiepoB (Toibko IDE u SCSI) AMTU otkpeiBaet daiin Ha
KKJI0M CMOHTHUPOBAHHOW (ailioBOM cucTeMe, AOCTYNMHOM /Ui YTEHWS M 3aIlUCH, 3alHChIBACT
cinydaiinyto ctpoky B 10 Mb, 3akpeiBaet (haiisi, BHOBb OTKpBIBAET (Daifsl U YUTAET €T0 ISl IPOBEPKH
HEU3MEHHOCTH CTPOKH.

AMTU BBIBOOUT Ha D3KpaH NPEayNpeXAeHUE aIMUHHCTPATOpYy, €CIH JUCKOBBIN
KoHTpoJuiep (tonbko st IDE) He Obur mpoTecTupoBaH, M3-3a TOTO YTO JAMCKOBBIA KOHTPOJIIEP
obcmyxxkuBaet ycrpoiictBa CD-ROM u auckoBopa.

WNHcTpykuuu pekuMa moJib30BaTeNs JOCTYIIHBI TOJABKO B PEXKUME CYNEPIOJIb30BATENS root.
Snpo MOXET NepeKSIIOUUTBCS B PEXKUM CYNEpBH30pa ISl HMCHOJIb30BaHUSl CHEIUATbHBIX
uHCTpyKuui. [IporpaMMHoe oOecriedueHre MPOCTPAHCTBA MOJIb30BATENl HE MMEET BO3MOXKHOCTU
UCIIOJIB30BaTh 3TU MHCTPYKUMH. [[0IMHOXECTBO 3TUX NPUBUIETMPOBAHHBIX MHCTPYKLMM JOJIKHO
OBITH IPOTECTUPOBAHO, JJISI IPOBEPKU MX PAOOTHI.

Cnucok HHCTPYKUHUM, KOTOpPbBIE JTOCTYIHBI TOJIBKO B PEXUME CYIEPBU30pA, SIBISETCS
APXUTEKTYPHO-3aBUCHUMBIM.

Yrumuta AMTU noanepXuBaeT Clenyomuid Habop OMIUi:

-d BriBox coo0menust 00 OTIIagKe;

-m BrinonHeHue TecTa namsTu;

-s BrbInosiHeHue TecTa pa3aeneHus NaMsTu;

-1 3amyck KOHTpoJuIepa BBO/1a/BbIBO/Ia TECTUPOBAHUS JAHUCKA;

-n 3aIycK KOHTPOJIEpa BBOAA/BbIBOIA POBEPKHU CETH;

-p 3amyck B peXHUME CYIEpIOoJIb30BaTENsl HHCTPYKIIUI MO TECTUPOBAHUIO;

-h BoiBon na(poOpManuu 06 NCHIOIH30BAHUN KOMAHI.

[Ipumep BBIMOIHEHHS] KOMaH/bI: 3aIIyCK KOHTPOJUIEpa BBOA/BbIBOJIa IPOBEPKHU CETH (PHC.

123).

[root@localhost Pabouywid cton]# amtu -n
Executing Metwork I/0 Tests...
MNetwork I/0 Controller Test SUCCESS!

Pucynok 123 — 3anyck KOHTpoJsuiepa BBO1a/BbIBO/Ia IPOBEPKU CETH, BHIIIOJIHEH YCIEIIHO
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5.22 Yrtuaura sudo

YTunura sudo mpenocTaBiseT MPUBHIETHH TOOt ISl BBIMOJHEHUS aJIMUHUCTPATHBHBIX
orepanuil B COOTBETCTBUU CO CBOMMH HacTpolikamu. OHa MO3BOJISIET KOHTPOJIUPOBATh JOCTYI K
BAYKHBIM IIPUIJIOKEHUSIM B CUCTEME.

Yrtunura sudo moaaepKUBaET CASAYIONINI HAOOp OTIIIHIA:

-V — 3acraBnger sudo mokazaTb HOMEpP BEpcMHU W BbIMTU. Eciam moisb3oBarenem,
WHUIIMUPOBABIIUM BBI30B SIBJISIETCS root, TO mapameTp "-V'" 0TOOpa3uT CIHUCOK 3HAYCHHUH TI0
YMOJYaHHUIO, C KOTOPBIMU ObLa 3aaHa sudo, B TOM YHCIIE JIOKAThHBIE CETEBBIC a/Ipeca MAIIUHBL.

-l — mepeuncnuT NO3BOJICHHBIE W 3aNPEIICHHbIC KOMAHIbI JJIS MOJIb30BATENsl HA JaHHOU
MaIHe.

- — orobpa3uT CHHCOK MapamMeTpoB, KOTOpblE MOTYT OBbIThb YCTAaHOBJIEHBI B CTPOKE
Defaults, ¢ kpaTkuM onycaHueM Kaxaoro. ITOT NapaMmeTp Moje3eH B coueTanuu ¢ grep(1l).

-h — mapamerp "-h" (momomip) 3actaBuT sudo mMoOKa3aTh CIpaBKy 00 HCIIOJIB30BAaHUU
YTUJIUTHI U BBITH.

-v — sudo OOHOBIIIET BPEMEHHYIO METKY MOJIb30BaTENs, MPEII0KUB MOJIb30BATENI0, €CIU
HE00X0/IMMO, yKa3aTh MapoJib. TO MPOJIUT CPOK JEHCTBHS MPEKHETo naposisd sudo Ha clieayromume
5 MHUHYT WM Ha TOT CPOK, KOTOpBI yka3aH B sudoers, HO He TpeOyeT MpH TOM BBIOJIHEHUS
KaKoW-1100 KOMaH/IbI.

-k — numaer 3aKOHHOW CHJIBI BpPEMEHHYIO METKY TOJIb30BaTelsl, yCTaHABIMBas BpeMs Ha
Hauajo Beka. [Ipu cnenyroniem BeinonHeHuu sudo norpedyercs yka3aTh Mapojb. JTa onepanus He
TpeOyeT ykazaHUs mapois M ObUta 100aBlieHa, YTOOBI MO3BOJIMTH IMOJIH30BATENO0 AHHYIUPOBATH
npasa sudo u3 daiina .logout.

-K — mnonHOCThIO ynansieT BpeMEHHYI0 METKY IOJIb30BaTess. DTOT MapaMmeTp TOXKe He
TpeOyeT yKa3aHus mapoJis.

-b — BBIOTHUTH 33JaHHYIO KOMaHAY B ()OHOBOM pekuMe. Eciu BeI HCIIONIb3yeTe mapaMeTp
-b, TO BBl HE CMOXKETE HCIIOJIb30BaTh KOHTPOJb HAJl 3aMyIICHHBIMH MPOIecCaMU OOOJOYKHU ISt
MaHUNYJISAIUN KOMaH1aMu.

-p — TIO3BOJISIET MEPEOIPeIeIUTh BHEUTHUI BU/I MPUTIIALICHHS] B CUCTEMY TI0 YMOIYaHUIO.
Ecnu BUA mpuriamieHuss COAEPKUT YIPABISIOMHUA CUMBON %u, TO %u OyneT 3aMEHEH y4eTHBIM
UMEHEM I0JIh30BaTeNsA. AHAIOTHYHO %h MOKeT OBITh 3aMEHEHO Ha UMSI KOMIThIOTEPA.

-c — 3acTaBisieT sudo BBIMOJIHUTH OMPEICIIEHHYI0 KOMaHAy C OTpaHUYEHHUEM PECYpCOB,

CBOMCTBEHHBIM YKa3aHHOMY KJlaccy moiib3oBarenis. [lapameTp kiacc MokeT ObITh UMEHEM KJjlacca,
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"nn "nn

yKkazaHHbIM B /etc/login.conf, mnu 3Hakom "-". Yka3zaHue KJlacC € IOMOIIBIO 03HA4yaeT, 4To
KOMaHJa OyJeT BBINOJHEHA C YyY4ETOM IpaB TOTO MOJIb30BATENs, OT MMEHH KOTOPOro 3Ta KOMaHJa
BbINoJIHsAeTCs. Eciin nmapameTp ykas3bIBaeT Ha TEKYHIMM KJIacc MOJIb30BaTeNs, TO KOMAaH/a J10JKHA
ObITH BBINOJIHEHA OT HMMEHHM root, MM KOoMaHAa sudo JODKHA BBIIOMHATHCS M3 00OJIOUKU
CyInepnoiab3oBarens (root). OToT nmapamerp aAocTyneH ¢ BSD-knaccoMm Bxona B cucreMy, rae sudo
0BT cCKOH(HUTYpHUpOBaH ¢ mapameTpoM "--with-logincap".

-a — IpuHyXaaeT sudo npu UICHTU(UKALUY N0Ib30BATENS UCIIOJIb30BaTh YKA3aHHbIM THII
ayreHTH(UKanuu B cooTBeTcTBUM ¢ /etc/login.conf. CHCTEeMHBIM aAMUHUCTPATOP MOXET yKa3aTb
nepeveHb MOIXOMAmuUX it sudo MeTo10B ayTeHTH(GUKanuu myTém nobasnenus B /etc/login.conf
3amrcy "auth-sudo". DTOT mapaMeTp AOCTYIEH TOJIBKO Ha CHUCTeMax MojjepkuBaronux BSD-tum
ayreHTHUKaIuH, eciv sudo ObUT CKOHPUTYPUPOBAH ¢ mapameTpoM "--with-bsdauth".

-u — BbI3bIBaET sudo I BBINOJIHEHUS YKa3aHHOM KOMaHIbl OT MMEHM I0JIb30BaTells,
OTJIMYHOTIO OT root. J{is yka3anus uid BMECTO UMEHU MOJIb30BATENS NCIOIB3YITE #uid.

-S — 3aIllyCKaeT KOMAaHIHBIM HMHTEPHPETaTOp, OMPEACICHHBI MEPEMEHHOU OKPYXKEHUS
SHELL, nu 06051049Ky, yKazaHHy0 B passwd(5).

-H — ycranaBnuBaer 3HaueHue nepemeHHor okpyxeHuss HOME k nomamHemy kaTanory
LIEJIEBOTO MOJb30BaTels (M0 YMOTYaHUIO root), onpenenaeHHoro B passwd(S). [lo ymomuanuio sudo
He uzmensetr HOME.

-P — cooOmaer sudo 0 HEOOXOAMMOCTH COXpaHEHMsI BEKTOpa TPYIIbI IOJIb30BATENs B
Hen3sMeHHOM BuJe. [1o ymonuanuio sudo HHULIMAIU3UPYET TPYNIIOBOM BEKTOP K CHUCKY IpYIII, K
KOTOPBIM  TNPHUHAUICKHUT IEJIeBOM  monb3oBaredb. OpHako, peadbHbld U 3()()EeKTUBHBIN
UICHTU(PHUKATOPHI TPYIII HA3HAYAIOTCS COOTBETCTBYIOLIMMH L[EJIEBOMY TOJIb30BATEINIO.

-S — 3acraBisgeT sudo CUNTBIBAThH MAPOJIb CO CTAHAAPTHOIO BBOAA BMECTO TEPMHHAIA.

B ciyuae ycnenrHoro BBITOJHEHMs BO3BpalllaeMbIM 3HadeHHeM sudo OyzeT Bo3BpaliaeMoe
3HAYEHUE BBINOJIHEHHOHN POTrpamMMBl.

B nporuBHOM ciyuae sudo 3aBepuiaer paboTy co 3HaueHueM 1, ecau oOHapy>KUBaeT
po0JeMbl B KOH(PUIypaluu/paBax J10CTyNa WIK HE B COCTOSIHUU BBIITOJHUTD 3a/JaHHYI0 KOMAHTY.
B nocneqnem cinydae coobmenne o0 omuoOke Oyaer BeiBeaeHO B stderr. Ecim sudo He B cocTossHUM
NoJy4YuTh stat(2) Ha oaHy miu Oojeee 3amuch B monb3oBaresnibckoM PATH, To coolmenue 00
omoke OyneT BeIBeAeHO Ha stderr. Eciu kaTanor He CyIEeCTBYET WM €CJIM 3TO Ha CaMOM JIeJie He
KaTaJior, 3aMrch 0 HeM OyJleT HTHOPUpPOBaHA M 00 ommOke cooliieHo He Oynet. [Ipu HopMaTbHBIX

00CTOSATENHCTBAX ATOTO HE JOJKHO mpou3orTh. Hambonee wactas mpuymHa BO3Bpara OT stat(2)
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"permission denied", eciau Bbl 3amyCTHJIA aBTOMAaTUYECKOE€ MOHTHUPOBAHHE IHMCKOB, U OJUH W3
katanoroB B BamieM PATH naxonurcst Ha MalHe, KOTOpasi B HACTOAIIMI MOMEHT HE JIOCTYITHA.
[Ipumep BBITOTHEHUS KOMaHILI TIOJYYCHHUS CHUCKAa (DAiJIoOB JOMAIIHEro Karajora
noJsib3oBatens Ivan ¢ momomnisio napamerpa "-u" (puc. 124).

[root@localhost Pabouwmit cton]# sudo -u Ivan Ls ~Ivan
Buneo 3arpy3skn My3bika Pabouui cTon
OokyMeHTbl KapTHUHKK DEI[LI,EJ]DCT}I‘FIﬂI:-IE WabnoH.l

Pucynox 124 — Cnincok (haiisioB JOMAIIHETo KaTajgora mojib3oBaTess [van

5.23 ¥Yrtuaura getfacl

Yrunura getfacl ucnonssyercs st npocMoTpa ycraHoBiaeHHbIX ACL.

Yrunuta getfacl mognepxuBaer crieayronuii Habop onuuii:

-a, --access — BeiBox ACL 06e3 Default ACL.

-d, --default — Be1BO TONIEKO Default ACL.

--omit-header — He BBIBOJUTH 3ar0JI0BOK ¢ KOMMEHTApUSMHU (IIEPBBIE TPU CTPOKHU BBIBOJA).

--all-effective — BBIBOOUTH KOMMEHTAPUU C JEHCTBYIOLIMMH IIPaBaMM JOCTYNA I KaX10T0
NI0JI30BATENS], Ja’Ke €CIIM OHHM COBIAJAIOT C 3aJaHHBIMU.

--no-effective — He BBIBOJUTH KOMMEHTApPUU C JACHCTBYIONIMMHU TIpaBaMU JOCTyNa HU IS
OJIHOTO MOJIb30BATENS.

--skip-base — He BBIBOAWTH JaHHBIC (aiJIOB, Y KOTOPHIX YCTAHOBJIEHBI TOJIBKO OCHOBHBIC
npasa gocryna (ACL_USER, ACL_GROUP u ACL_OTHER).

-R, --recursive — nenatb peKypcuBHBIH 00X0j Karajmora W BeIBOAUTh ACL mis xaxmoro
daiina u xaramora. MOXHO HCIOJNB30BaTh AJs co3naHus pesepBHoi konmuu ACL Bcex (aitnoB
Karajora.

--post-order — fgenath peKypCcUBHBIN 00x0 KaTajora U BeiBoauTh ACL mist kaxkmoro daitna
W Karajora B 0OpaTHOM Mopske, T.e. cHadana BeBoasTcs ACL mns daitioB B katayore, a moToM
JUIsL CaMOT'0 KaTaJlora.

-L, --logical — nBUraThCs 110 CUMBOJIBHBIM CCBUIKaM Ha Kartajioru. Ilpu orcyrcTBum naHHOn
onmuu BbIBoAATCS Toibko ACL karamora, Ha KOTOPBIA YKa3bIBaeT CChUIKA, U 00XOJ BHYTPh HE
JienaeTcs.

-P, --phisycal — He nBUraThCs 0 CUMBOJIBHBIM CChbUIKaM U He nokasbiBaTh ACL karanoros

i ($ailyioB, Ha KOTOPBIE YKAa3bIBAET CCBIIKA.
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--tabular — BBIBOZ B aJibTepHATUBHOM TabauuHoM Qopmare. IlepBblii cronben - Ha3BaHHE

aneMenTa ACL, BTOpo# - UMSI IOJIB30BATENS WIIM TPYIIbI, TPETUM - PEKUM J0CTYIA, YETBEPTHIN -

Default ACL.

[IpuMep wucnonb3oBaHMs KOMaHIbl BBIBOJA KOMMEHTAapUU C JEHCTBYIOIIMMH IIpaBaMHU

JocTyna K Qaiiny ans mosb3oBatens (puc. 125).

[root@localhost Pabouwmid cton]# getfacl --all-effective /etc/fstab
getfacl: Removing Lleading '-I,f' from absolute path names

# file: etc/fstab

# owner: root

# group: root

USET: : M-
group::r--
other::r--

Pucynox 125 — IlpaBa monp30Batesis 1o OTHOIIEHUIO K ¢aiiry fstab

5.24 Yruaura setfacl

Yrunura setfacl npenqnaznaueHa 11 ycTaHOBKH, Moudukaruy win yaanenus ACL.

Yrunura setfacl mognepxuBaer cienyroninii HabOp OTIIHIA:
-m — MOIU(UITUPOBATH MPABUIIO acl;

-M —mpocmotp acl 3anucu i penakTupoBaHus U3 daina;
-b — ynanser Bce acl nmpaBuna;

-k — ynanser npaBuna "no-ymonyaHuio";

-s — 3aMeHseT IpaBuiia acl 3aJaHHBIMU;

-d — ycraHaBnuBaeT NpaBuiia Mo-yMOITYaHUIO;

-R — BhIMOHSIET TpUMEHEHUE acl peKypCHUBHO;

-X — yJajisieT ykazaHHoe acl mpaBuIio;

-X — mpocmoTp acl 3anmcu s ynaneHus u3 daina;

-N — OTCYTCTBHE MacKu s 3 (PEKTUBHBIX MPAB;

-L — moruueckuit nepexo/1 o CUMBOJIBHBIM CCBUIKAM;

-P — ¢usnueckuii nepexoq He O CUMBOJIBLHBIM CCHUTKAM;
-V — BBIBOJI BEPCUH U BBIXO/I;

-h, --help — BBIBOA cripaBKH 00 MCTOIB30BAHUH YTUIUTHI U BBIXO/I.

HpI/IMepOM SBJISIETCS Ha3HAUYSHHE I10JIb3oBaTelro Ivan mpaBa Ha YTCHUC W 3allUCh C MMOMOIIbIO

koMaHn bl setfacl -m u:Ivan:rw myfile.odt.
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5.25 Yruaunta hwclock

Komanna hwclock st 00BIMHOTO MOJB30BaTENsI BHIBOJAUT HA SKPaH TEKYIIEe amnmapaTHOE
Bpems. [lonmp3oBarento ¢ mpaBamu agmMuHucTpaTopa hwclock mMo3BOJIsSET YCTaHOBUTH TEKYIIEE
anmapatrHoe Bpems. OHa Takke MO3BOJISIET aJIMHHHCTPATOPY YCTAHOBUTH CHCTEMHOE BpeMsl Ha
OCHOBE anmapaTHOro.

Komanna hwclock mogaepskuBaer cineayromuii HaOOp OIIIHiA:

--help — BeIBECTH MO/CKA3KY MO YTUIIHUTE;

--hctosys — yCTaHOBUTH CHCTEMHOE BpeMsi B COOTBETCTBHUU C alllapaTHBIMU YacaMu;

--systohc, --debug — ycTaHOBUTH amnmapaTHbIE 4Yachl B COOTBETCTBUU C CHUCTEMHBIM
BPEMEHEM C BBIBOJIOM OTJIAJJOYHON HH(DOpMAI;

--set --date="2011-01-25 08:55:01" — ycraHOBKa KOHKPETHOTO 3HAYCHHsI aIlapaTHOTO
BPEMCHH,

--set --date="$(date --utc +'%F %T')" — ycraHOBKa KOHKPETHOTO 3HAUCHHS armapaTHOro
BpPEMEHHU.

[Ipumep ycraHoBkHM BpemeHU (puc. 126).

[root@localhost Pabouwid cTton]# date 020713452014
NTH @es 7 13:45:00 MSK 2014
[root@localhost Pabouun cton]# hwclock --localtime --systohc

Pucynox 126 — YcraHoBka BpeMeHU

5.26 YTuaura rnano

Penakrtop rnano sBhseTcsl CUCTEMHBIM penakropoM. OH TMpenjaraeT MOJTHOIKpPAHHBIC
BO3MOXXHOCTH penaktupoBanus. OgHako ero (GyHKIMHW OTpaHUYCHBI: OH HE OyneT COXpaHSTh B
(baiiael KpOMe OTNpEICICHHBIX B KaUeCTBE IMapaMeTPOB KOMaHIHON CTPOKH, He OyaeT oOpabaThiBaTh
(aiiael nanorc, He MO3BOJISAECT MPUOCTAHABIUBATE CBOIO PabOTy, HE pa3pemniaeT 100aBIATh B (alIbl
WIH COXPaHATh OT APYroro UMEHH, HE TMOICPKUBACT pe3epBHOEC KOMUpoBaHUE (hailioB, a Takxke
MPOBEPKY MPABOTHCAHHUS.

PenakTop rnano nmojaep>KuBaeT CAeAyIOIMHH HaOOP OTIIHIA:

-h, -7, --help — moka3pIBaTh 3TO COOOIICHHUE;

+CTPOKA,-CTOJIBELL — HauaTk ¢ yka3aHOW CTPOKH U PsIAa;

-A, --smarthome — BKJIFOUNTh YMHYIO KHOIIKY home;
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-B, --backup — coxpaHsaTh pe3epBHbIE KOIMH CYLIECTBYIOMNX (PaiiiIoB;
-C <nup>, --backupdir=<mup> — KaTajor ajis XpaHEHUsI YHUKAJIbHBIX PE3EPBHBIX KOTHIA;
-D, --boldtext — ncmonap30BaTh KUPHBIN MPUDT BMECTO OOBITHOTO;
-E, --tabstospaces— mpeo0Opa3oBath TaOYISAIUHU B POOETIBL;
-F, --multibuffer— pa3pemmrs Heckonbko ¢aitnoBsix 0yhepos;
-H, --historylog— coxpaHsTh ¥ YUTaTh HCTOPHIO MTOMCKA/3aMEHBI CTPOK;
-1, --ignorercfiles — He ncmonb30BaTh (haityibl nanorc;
-K, --rebindkeypad— ucnpaBnsats npoGieMy Manoi KiiaBuaTyphl;
-L, --nonewlines— He 700aBIATH MyCTHIE CTPOKU B KOHILIE (aiina;
-N, --noconvert— He npeo6pazoBeiBaTh 13 DOS/Mac dhopmara;
-O, --morespace— UCIOJIb30BAHHUE JOTIOTHUTEILHONU CTPOKHU ISl pEAAKTUPOBAHMUS;
-Q <cTp>, --quotestr=<cTp>— CTpOKa LIUTUPOBAHHUS;
-R, --restricted— orpaHU4YEeHHBIN PEXKUM;
-S, --smooth— mocTpoyHas IPOKPyTKa BMECTO MOTYy-IKPaHHOM;
-T <#uauc>, --tabsize=<#4nc>— yCTaHOBUTH IUPUHY TAOYJSAIUNA B #IUCIIO CTOJIOIOB;
-U, --quickblank— rcmionb30BaTh OBICTPYIO OYHCTKY CTPOKH COCTOSIHUS;
-V, --version— noka3aTh BEPCHIO U BbIIUTH;
-W, --wordbounds— ncrnonb30BaTh 0oJiee TOYHOE OIPEIeTICHIE TPAHHUIL CIIOB;
-Y <c1p>, --syntax=<cTp>— HCIOJIb30BaTh OMUCAHNE CUHTAKCHUCA AJIs MTOJICBETKH;
-C, --CONSt— MOCTOSIHHO MOKAa3bIBATh MO3UIUIO Kypcopa;
-d, --rebinddelete— ucnpasuth npodnemy Backspace/Delete;
-1, --autoindent— aBTOMaTUYECKUI OTCTYII HAa HOBBIX CTPOKaX;
-k, --cut— BbIpe3aTh OT Kypcopa /10 KOHIIa CTPOKH;
-1, --nofollow— He caenoBaTh MO CUMBOJILHBIM CCBHIIKaM, MIEPEIUCHIBATD;
-m, --MOouse— Pa3pelInTh UCTIOIb30BAHUE MBIIIIH;
-0 <up>, --operatingdir=<aup> — yCTaHOBUTH pabOUMii KaTaJIOT;
-p, --preserve — 3ape3epBupoBarh kHOkU XON (*Q) u XOFF (*S);
-(, --quiet— HITHOPUPOBATH OIITUOKH 3aITycKa, HanpuMmep rc-daiina;
-1 <#cTonbupr>, --fill=<#cTON01BI>— YCTAHOBUTH TOUKY NEPEHOCA CTPOKHU Ha #CTOJOLIBI;
-s <mporpamma>, --speller=<mporpaMma>— HCIOJIb30BaTh ANbTEPHATUBHYIO MPOTPAMMY
npoBepku opdorpaduu;
-t, --tempfile— aBTO3anuCh IPH BHIXOJIE;

-u, --undo — pa3pemuts GpyHKIUI0 oT™MeHb! nerictBuil [DKCIIEPUMEHTAJIBHAA];
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-V, --View— peKUM IPOCMOTpa (TOJBKO YTCHHE);
-W, --NOWrap— He TIePEHOCHUTb JIJIMHHbIE CTPOKHU;
-X, --nohelp— He MoKa3kIBaTh JIBE CTPOKU MTOMOIIHA BHU3Y;
-z, --suspend — pa3pemuTh MPUOCTAHOBKY;
-$, --softwrap — BKJIFOUUTH MSTKUN TIEPEHOC CTPOK;
-a, -b, -e,-f, -g, -j, (MrHOpUpyeTcs, AJig COBMeCTUMOCTH ¢ Pico).
[Tpumep pabotsl ¢ pemakTopoM Rnano. Co3ganue TekcToBoro (haiina ¢ HazBaHueM testfile.
Heo06x0xnM0 BBECTH B KOHCOJIM KOMaH/Y:

rnano
OTKpoOeTCsl MyCTOM 3KpaH, B KOTOPOM MOKHO HayaTh IedaTartb. BBeauTe CBOM TEKCT M IO

okonvanuto Beioepure MO (xmauma Ctrl + O). Tekcr "cuntbiBaercsa" B 0ydep (puc. 127).

root@localhost:~/Paboyun cTon

dain [paska Bwa Mowck TepmwuHan Cnpaska
GNU nano 2.0.9 HoBulit Bydep N3MeHeH

I want to create a new file and name it testfilef]

we MoMouws W 3anucaTb § YuTDain Wi MNpenCTtp W Bupeszate N Teklosuu
! Bbixon ¥ BLipoBHATE Nouck W' OTMBuipesk ] CnoBape

Pucynok 127 — 3anuchk TekcTa B OKHO peaaktopa Rnano

WNndopmanusa B Oydepe n3menmnack. YToObl COXpaHUTh W3MEHEHHMS B TEKCTOBBIM (aii,
HeoOxoaumo BbiOpath Y (kimaBuina Ctrl + Y). BHU3Y mosiBUTCST HaaAmuCh ¢ 3alIpocOM Ha Ha3BaHHE

daiina (puc. 128).
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root@localhost:~/Paboumnit cTon
@ain [Mpaeka Bua Mouck TepmuHan Cnpaeka
GNU nano 2.8.9 Hosbii Bydep 113MeHeH

I want to create a new file and name it testfile

iMa_Oaina ns samucw: testfitef

e Momowe
Y OTMEHE ]

Pucynok 128 — Ha3Banue co3nanHoro ¢aiina

J171st OTKPBITUS TOJBKO UYTO COXpaHEHHOTO (haiina, He0OX0IMMO BBECTH B KOHCOJIU:

rnano testfile

5.27 Tlpuaoxenue «Anmunucrpupoanue SELinux»

Jlist HACTpO#KM ympaBlieHHs O€30MacHOCTHIO JIOCTyNa K OOBEKTaM CUCTEMBI Ha OCHOBE
poJieil TpenHa3HAYeHO MPUIIOKEeHHEe «AnMuHHCTpupoBanue SELinux», KOTOpoe 3aImyckaercs W3
MeHI «Crucrema—>AaMUHUCTpUpOBaHue—> YrpaBieHue SELinux» M TOCTYIMHO TOJBKO B PEKUME

aJIMUHHCTpATOpA.

OxHo Hactpoiiku posielr SELinux nosip3oBareseil npuBeaeHo Ha puc. 131.
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¥ ApmuHMCcTpUpoBaHne SELinux =[5

®ann Cnpaeka

Boibop: 3
CraTyc + L=y ﬁ
HobaeuTe CBOWCTBa YRanutb
MepexknwyaTens
MNprcBoeHue METOK thainam DUNLTp [

ConocTaeneHne Nonb3osaTensd SELinux [nanasou =
Dl Ponu SELinux
0

CeTeBOA NopT
Moaynb NOAMTHKK

guest_u s0 guest_r

HAomer npoLiecca root 50-50:€0.c1023 staff_r sysadm_r system_r unc
staff_u s0-50:¢0.c1023 staff r sysadm_r system_r unc
sysadm_u s0-50:c0.c1023 sysadm_r
system_u s0-50:€0.c1023 system_r unconfined_r E
unconfined_u s0-50:c0.c1023 system_r unconfined_r
user_u s0 user_r
xguest_u s0 xguest_r

a m

Pucynok 129 — Okno npunosxenus "AnmunuctpupoBanue SELinux"

[TonpoOHOE onmcanue paboTHI MPUBEACHO B mojpazaeie 4.6.

5.28 Kondurypaunonunsiii ¢aiin /etc/sudoers

Hactpoiika npuBHiieryii Mojap30BaTeaei U HAJAEIEHUE UX MOJTHOMOYHUSMHU, OCYILIECTBIISECTCS

B KOH(UrypaunoHHom daiine /etc/sudoers (puc. 130).

B sudoers (/etc) - gedit =gy
®ann [paska Bua Mouck CepBuc [IOKYMeHThl CrnpaBka

|| Egotkpuite ~ [ CoxpaHuts | ~
|=] sudoers 3
[## WEXT COMes Che Malh part: WNich USers can run wnat soTtware on =

## which machines (the sudoers file can be shared between multiple
## systems).

|## Syntax:

##

| user MACHINE=COMMANDS

##

|## The COMMANDS section may have other options added to it.
##

## Allow root to run any commands anywhere

| root ALL=(ALL) ALL

## Allows members of the 'sys' group to rum networking, software,
|## service management apps and more.

# %Sys ALL = NETWORKING, SOFTWARE, SERVICES, STORAGE, DELEGATING,
PROCESSES, LOCATE, DRIVERS

## Allows people in group wheel to run all commands
# %wheel ALL=(ALL) ALL

## Same thing without a password
# %wheel ALL=(ALL) NOPASSWD: ALL

|## Allows members of the users group to mount and unmount the
## cdrom as root
# %users AlLlL=/sbin/mount /mnt/cdrom, /sbin/umount /mnt/cdrom

|## Allows members of the users group to shutdown this system
# %users localhost=/sbin/shutdown -h now

## Read drop-in files from /etc/sudoers.d (the # here does not mean a
comment )
#includedir /etc/sudoers.d

Tekct ¥  LWupwHa Tabynsuwn: 8~ Crpl,Crnbl BCT

Pucynoxk 130 — Kondurypaunonnsiii daiin /etc/sudoers
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PenaxktupoBanue daiina /etc/sudoers.

[Ipocreiimas KOHPUTYpaIUs BBITJISIIAT TaK:

Defaults env_reset

# User privilege specification

root ALL=(ALL) ALL

user ALL=(ALL) ALL

Takas koHurypamusi Jaer MOJb30BATENI0 USEr BCE IpaBa IOJb30BATENsl root IMpU
BbITIOJIHEHUH KoMaH[bl sudo. Defaults env_reset MONHOCTBIO 3alpeliaeT BCE MOJIb30BATEIbCKHE
MIEPEMEHHBIE PU UCTIOTHEHUH KOMAaH] OT UMEHU root. DTO XOPOIIO ¢ TOYKU 3pEHUst O€30MacCHOCTH,
OJIHAKO MHOTI/Ia BbI3bIBaeT MpoOsieMbl. MOXKHO pa3pelnTh HCIOIb30BaHUE JTUYHBIX MEPEMEHHBIX
KaKoW-1100 rpynme Wi OTAeIbHOMY M0JIb30BATENI0, J00aBUB CTPOKY:

Defaults:%admin !env_reset

KoTopasi OyleT COXpaHSATh TEepEeMEHHBbIC OKPYKECHUS M1 BCEX MOJIB30BATENICH TPYIIIBI
admin, wiu

Defaults:user env_keep=TZ

KOTOPasi COXPaHUT MEPEMEHHYIO TZ 11 10JIb30BaTEeNIs USer.

Ecnu cepBep agMUHHCTPUPYETCSl TPYIIIOW JIOJEH, TO MUMEET CMBICI HOCTYIUTh TaKUM
obpa3zom:

%admin ALL=(ALL) ALL

OTa 3amuch AaeT JOCTYI K root-MPUBUIIETUSM BCEM UiIeHaM rpymnnsl admin.

MO’KHO HACTPOUTH TSI KAKIOTO KOHKPETHOTO IMOJIb30BaTENs IOCTYI TOJIBKO K KOHKPETHBIM
komangaM. Hanpumep:

user ALL = /bin/mount, /bin/kill

JIACT TI0JIb30BATEITIO USETr MpaBa Ha BBINOTHEHUE KoMaH mount u kill ¢ mo0oit mammHsl, a

user2 mydebiancomp = /sbin/modprobe

JIacT MOJIB30BATENIO USer2 IpaBa Ha BhINOIHEHHEe modprobe ¢ mammHbl mydebiancomp.

CuHrakcuc:

M0JIb30BaTENb XOCT = KOMaH/a,

r7ie KOMaH/Ja TMPOMHUCHIBAECTCS C TONHBIM TyreM. J[mst Tpynmbl IeHCTBUS aHATOTUYHBI,

TOJBKO noOasisiercs 3HaK "%".

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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5.29 Ilpunioxenue «MeHexxep MoJb30BaTeICH»

Hacrpoiika aTpudyToB

0€30MMaCHOCTH  TIOJIb30BATENIEd ©  yIpaBIICHHE

rpynmnamu

MOJIB30BaTEIEH MOYKET OCYHIECTBIISITECA B MPUIIOKEHUH "MeEHemKep MoJIb30BaTeNeil”, KOTopoe

3ammyckaercsi U3 MeHIo «Cucrema—>AMuHucTpupoBanue—>Ilonp30Barenu u rpymnms» U JOCTYITHO

TOJIBKO B PEKHUME aAMUHUCTpaTopa. [Tapamerps! HacTpoiiku noka3ansl Ha puc. 131, 132.

[TonpoOHOE onMcaHne HAaCTPOMKH MIPEICTABIICHO B TTojApasaene 3.4.
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Pucynok 131 — Bknajka nonp3oBaTenu MEHEIKeEpa M0JIb30BaTEIEH

root

bin
daemon
sys
adm

ty

disk

®

Done3csatenu | Cpynnsl

VM8 rpynnel

B

lobasuTe nonb3osatens [obasuTe rpynmy

@UNLTP NOUCKE:

ID rpynmbl v | YneHsl Fpynnbl

W 0~ s W N o

£ MeHefXep nonb3oBaTenei o

®aAn [paeka Cnpaeka

=

OB6HOBUTL Cnpaeka

] ||'|Emmeumb qwlﬂb‘[p‘

halt, operator, root, shutdown, sync

bin, daemon
bin, daemon
adm, bin
adm, daemon

amandabackup
daemon, Ip

mail, postfix
uucp

S

Pucynok 132 — Bxnajka rpynmnsl MeHeIkepa ojab30BaTesen
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5.30 CpencrBa ynpapjieHHs ayIMTOM

JIns HACTPOMKHM oOIpeneneHnss W OOHOBICHHS CPEJCTB YHPABICHUS AyAWTOM CHCTEMBI
(BbIOOp COOBITHI ayaWTa, YIpaBICHUE XYPHAIAMH ayIHUTa, aHATH3 KypHalIa ayAnTa U TeHeparus
OTYETOB ayauTa) UCHONB3YIOTCa (aiinsl /etc/audit/audit.rules u /etc/audit/auditd.conf (puc. 133 u

134). I[lonpoGHOE omHcaHne HACTPONKHU MPEICTABICHO Jajiee B mojapasaene 6.2.

audit.rules (/etc/audit) - gedit

@ain Mpaska Bua Mouck Cepsuc [okyMeHTel Crpaska

[ ] 55 OTKpbITE ﬁCOXpaHMTh

| audit.rules 3¢

# This file contains the auditctl rules that are loaded

# whenever the audit daemon is started via the initscripts.
# The rules are simply the parameters that would be passed
# to auditctl.

& -

# First rule - delete all
-D

# Increase the buffers to survive stress events.
# Make this bigger for busy systems
-b 320

# Feel free to add below this line. See auditctl man page
-a exit,always -F arch=b64 -5 open -F auid=501

Pucynok 133 — @aiin /etc/audit/audit.rules

auditd.conf (/etc/audit) - gedit

®ann [MpaBka Bua Mowck CepBuc JoxymeHTbl CnipaBka

e 3 OTkpbITE v ﬁCDXpanTh 1= v

|~ auditd.conf 3¢

This file controls the configuration of the audit daemon

W W

log file = /var/log/audit/audit.log
log_format = RAW

log _group = root

priority boost = 4

flush = INCREMENTAL

freq = 28

num_logs = 5

disp gos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain

max_log file = 6

max_log_file action = ROTATE
space_left = 75

space_left_action = SYSLOG

action mail acct = root
admin_space left = 58

admin_space left_action = SUSPEND
disk_full_action = SUSPEND

disk error_action = SUSPEND
##tcp_listen_port =

tcp listen_queue = 5
tcp_max_per_addr = 1

##tcp client ports = 1024-65535
tcp _client_max_idle = @
enable_krb5 = no

krb5_principal = auditd
##krb5 key file = Jetc/audit/audit.key

Tekct v  WupuHa Tabynsumu: 8 v Crp 6, Ctnb 17 BCT

Pucynok 134 — ®aiin /etc/audit/auditd.conf

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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5.31 Ilpunaoxenue «/lara u Bpemsa»

OKHO HAacTpOMKM amnmapaTHBIX YacOB IMO3BOJISIET YCTAaHOBUTH BpPEMs, ATy, YACOBOMW IMOSC

(Cucrema->A nmuHUCTpHpOBaHue->/laTa u Bpems), kak Ha puc. 135 u 136.

] HacTpoikKa faThl/EPEMEeHN e 2
OaTa u EpeMdA|| YacoBol NoAc
Tekyulue aata u BpeMa: Cpa 27 Hoa 2813 21:54:10
[ CAHXPOHW3aLMA A3Thl U BPEMEHW MO CETKH
YCTaHOBKa CUCTEMHOW AaTkl W BpeMEHK BPY4YHY
Bava Bpemsn
< Hosbps > <2013 » Yach! : |
MUHYTBI : |
4 5 6 7 8 9 10 Cekyrani: (58 [J]
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 & 28 22 30
|. CrnpaBka | | OTMEHWUTE I | OK
Pucynoxk 135 — Hactpoiika natel/Bpemenu
O X

=] HacTpoilka gaTbli/BpeMeH! -

lata v Bpems | MacoBoi noac

YraxuTe BnuxaAwnih ropol B BalleM YacoBOM MNOACE:

N
B

=
Cy - -
=1 i

BbibpaHHbIR ropod: Mockea, EBpona (Mocksa+00

Ocno
OcTpoe MaH EI
Napwx

[+l

[«] 1
CUCTEMHBIE Yackl MCNONbL3YDT UTC

|- Cnpaeka | | OIMEeHNTH | | oK |

Pucynok 136 — BeiGop uacoBoro mnosica
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6 AYJIUT BE3OITACHOCTH

6.1 OcHoBHBIE CBeICHUA

CpenctBa aymura Oe3zomacHoctd MCBCdepa 6.3 CepBep mnpenocTaBisSIOT CIASAYIOIINE

BO3MOXHOCTH:

- ompezaeseHHe COOBITHI 0e30MacHOCTH, MOJUIeKAIIUX PETUCTPALIUH;

- OmpeleJeHUuE COCTaBa W cojlepkaHuss MHPOPMAIMU O COOBITHSX O€30MacHOCTH,
MOJJIEKALTUX PETUCTPALINH;

- cbop, 3anmuck 1 XpaHeHrne HHPOpPMAITUK 0 COOBITUAX 0€30IMaCHOCTH;

- pearupoBaHME Ha COOM MPHU PETUCTPALIUU COOBITHI 0€30IaCHOCTH;

- MOHHUTOPHUHT  (IIPOCMOTpP, AaHAIM3)  PE3YJbTATOB  PETUCTPAIMA  COOBITHIA
0€30I1aCHOCTH;

- 3amuTa nHGOpPMALUU O COOBITUSAX OE30MIaCHOCTH;

- obecneueHre BO3MOXXHOCTH IPOCMOTpa M aHajdu3a HHPOPMALUU O JEHCTBHAX
OTJIEIbHBIX MOJIb30BATENEH.

BrlenepeurcieHHble  BOBMOXKHOCTH ayJquTa O€30MacCHOCTH PEealu3yloTCsl C TOMOIIbIO

CJICAYIOIIMX MPOTPAMMHBIX KOMIIOHEHT:

- KOH(UTyparoHHbIE (ailbl;

- YTHIIMTa aureport;

- yrunuta auserch;

- yTHUJIHTAa autrase,

- yrunura auditetl;

- TpUIoKeHUe «AIMHHHCTpUpOBaHUE Selinux»;

- mpunoxenue «Audit logs»;

- mpunoxenue «KSystemLog».

6.2 Konpurypanmonusie (paiinl

[Moncucrema ayanTa BKIIOYAET HECKOJIBKO KOH(DUTYPAITMOHHBIX (paiiyioB:
/etc/sysconfig/auditd — comepXUT HACTPONKH, UCIIOIb3YEMBIE TpU cTapTe nemoHa auditd;
/etc/audit/auditd.conf — HacTpoiiku moBeaeHus AeMona auditd;

/etc/audit/audit.rules — caiin, cogeprkamiuii mpaBuia ayuTa.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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s HacTpoliku ayauTa HEOOXOAMMO HACTPOWTH AeMOH ayauta auditd, T.e W3MEHHUTH
napameTpsl B (haitnax koHdurypanuu /etc/sysconfig/auditd u /etc/audit/auditd.conf.

®aiin /etc/sysconfig/auditd ¢ comepKUMbIM MO YMOJIYAHHUIO U3MEHSTH HE PEKOMEHAYETCS

(puc. 137).

auditd (/etc/sysconfig) - gedit =T
®@aitn Mpaska Bug TMoumck Cepeuc [oKyMeHTHl CripaBka

| & ompee v [ CoxpanuTs =) B # ,@Q

[ auditd 3

f Add extra options here

EXTRAOPTIONS=""

#

# This is the locale information that audit uses. Its defaulted to en US.

# To remove all locale information from audit's environment, set

# AUDITD LANG to the empty string or the string "none".

AUDITD LANG="en US"

#

# This option is used to determine if rules & watches should be deleted on
# shutdown. This iT beneficial in most cases so that a watch doesn't linger
# on a drive that Is being unmounted. If set to no, it will NOT be cleaned up.
AUDITD CLEAN STOP="yes"

#

# This option determines whether the audit system should be disabled when
# the audit daemon is shutdown

AUDITD STOP DISABLE="yes"

Tekct v Wnpuua Tabynsumu: 8  Crpl, Crnb 1 BCT

Pucynox 137 - Conepxxumoe ¢aiina /etc/sysconfig/auditd

[Tepeitnem ko BTOpomy daiiny - /etc/audit/auditd.conf (puc. 138).

B auditd.conf (/etc/audit) - gedit P
®aiin Mpaska Bua Movck Cepsuc [lokyMeHTel Cripaska
|| B ompoite v [ CoxparnTs =) B AR

|7} auditd.conf 3

This file controls the configuration of the audit daemon

#H o H

log file = /var/log/audit/audit.log
log format = RAW

log group = root

priority boost = 4

flush = INCREMENTAL

freq = 20

num_logs = 5

disp_gos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain

fnax_log_file = 6
max_log_file_action = ROTATE

space left = 75

space left action = SYSLOG
action mail Bcct = root

admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND

disk error_action = SUSPEND

##tcp listen_port
tep_listen_queue = 5

tep_max_per_addr = 1

##tcp client_ports = 1824-65535
tep_client_max_idle = @

enable_krb5 = no

krb5_principal = auditd

##krb5_key file = /etc/audit/audit.key

TekcT v WnpuHa Tabynsumn: 8 v  Crtp 16, CTnb 1 BCT

Pucynok 138— Conepxxumoe aiina /etc/audit/auditd.conf
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3Ha4yeHUs1 TapaMeTPOB, KOTOPbIE MOXKHO IIPU HEOOXOIMMOCTH U3MEHUTh:
log_file — MecTo pacmnonoxxenus ¥ Ha3BaHue (aitna ayauta (Jor-gaiina, jora);
log_format — dQopmar BeaeHust jora. Bo3moxubie 3HaueHus: RAW — cooOmenus
3aMMCHIBAIOTCS B TOM BHJIE KaK UX TEepeaalto sipo; nolog — He mucath COOOIICHHUS;
log_group — rpymmna-Biajenel Jor-gaiiia ayauTa;
priority_boost — nmpuopHTeT, ¢ KaKuM padboTaeT AeMOH (nice).

flush — kak Oyzmet 3ammchIBaThCs Jor-Gaiia Ha TUCK. BO3MOXKHBIE 3HaUEHHUS: hone — He

UCITIOJIb30BaTh TMOJHUTHUKM 3alucH, incremental —  jor OyAeT 3amuChIBaTBCS C OIpPENeIeHHON
NEpUOIMYHOCTBIO, ONpezeNieHHONH B mapamerpe freq; data — panHble numyTes B (aidn B
CHHXPOHHOM DEKUME; SYNnC — B CHHXPOHHOM DPEKHME HAaxOIATCS HE TOJIBKO HAHHBIE, HO U

MeTagaHHbIe (aitna.

fre@ — uwncno coOBITHIA, TPU KOTOPOM OCYIIECTBIISETCS 3alKCh ITaHHBIX Ha JHCK,
ucnosp3yercs npu 3Hadenu flush = incremental.

num_logs — uucno snor-¢aiiaoB ayaura, XpaHUMbBIX Ha JUCKE, €CJIM HACTPOEHA POTaIs B
napameTpe max_log_file_action.

disp_qos — ompenensieT HaAeKHOCTh NEpeladd JaHHbIX Mexay aaeMoHoMm auditd u
mucneruepoM audispd. Bo3moskHble 3HaueHMs: lossy — auditd MokeT He mepenaBaTh HEKOTOpBIE
COOBITHS ayluTa, €CIU OYepeab COOBITUH TOJHA, MPH 3TOM COObITHA OyIyT 3amUCaHbl HA JIUCK;
lossless — morupoBaHue COOBITHH Ha JUCK OYAET OCTAHOBJIEHO, IMOKA HE OCBOOOIUTCS MECTO B
ouepeu.

dispatcher — rne pacnosnaraercs UCTIONHAEMBIN (ailn aucneTyepa.

name_format 1 name. name_format — omnpenensieT MOPSIOK pa3pelieHruss UMEH XOCTOB.
Bo3moxkHbIe 3HaUEHHUA: none — MM HE UCHOJb3yeTcs; hostname — uMs, BO3BpAalllEHHOE Yepe3
3anpoc gethostname; fqd — mosHOe UMsI XocTa, Bo3BpamieHHoe yepe3 DNS 3ampoc; numeric — ip
aJipec; user — CTPOKa, OTNpeieIeHHas B MapaMeTpe hame.

max_log_file u max_log_file_action. max_log_file — makcumanbHbIi pa3mep sor-gaiina B
MerabaiiTax, IO JOCTHXKEHHMIO KOTOpOro OyAeT BBIIIOJIHEHO JAEWCTBHUE, OMNpEICICeHHOE B
max_log_file_action. Bo3moxHbIe AEHCTBUS: ignore — HHUYEro HE JeNaTh; syslog — OTmpaBUTH
npenynpexnaeHue B syslog; suspend — OCTaHOBUTH 3amuCh COOBITMH Ha JHCK; rotate —
IPOM3BECTH POTALMIO JIOr-(QaiijloB B COOTBETCTBMM C uyuciaoM num_logs; keep_logs —
OCYIIECTBUTH POTALIMIO, IPU STOM HE yJANSTh cTapble (ailibl.

space_left, space_left_action u action_mail_acct. space_left — BenumumHa B MerabaiiTax,

omnpeacirsaromads pasmMep OCTaBIICTOCA JUCKOBOI'O MPOCTPAHCTBA, IMPU JOCTUKCHHUU KOTOPOTO 6y,Z[GT
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BBITIOJIHHO JeiicTBue space_left_action. Bo3moskHble neWCTBHS: ignore — HUYEro HE JelaTh;
syslog — oTmpaBuTh mpeaynpexacHue B syslog; email — oTmpaBUTH TUCHBMO aKKayHTY,
ompeneeHHOMY B action_mail_acct; exec — BBITTOJHUTH CKPHUIT; suspend — OCTaHOBHTH 3aIHCh
Ha JIUCK, [IEPEBECTU cUCTEMY B single mode; halt — BBIKIIIOUNTH CHCTEMY.

admin_space_left m admin_space_left_action. admin_space_left — Bennunna B merabaiitax
OCTAaBIIIETOCS CBOOOTHOTO MpOCTpaHCTBa Ha naucke. [IpemynpexaeHue njas aAMUHUCTPATOpa, YTO
HaJg0 00aBUTH/OYHCTUTH CBOOOJHOE MPOCTPAHCTBO. BenmnumHa pomkHA OBITH MEHBIIE YeM
space_left. JleiicTBusi, KOTOphle MOXHO omnpeneautb B admin_space_left_action, aHanoruyHsl
space_left_action.

disk_full_action — neicTBUS, BBINIOJHIEMBbIC TIPH 3alOJIHEHWH BCETO JTUCKOBOTO
MIPOCTPAHCTBA, aHAJIOTUYHBI space_left_action.

disk_error_action — nelcTBUS, BBINOJHIEMbIE NMPU BOSHUKHOBEHHH TUCKOBOW OIIMOKH,
aHaJIorMuHBI space_left_action.

tcp_listen_port, tcp_listen_queue, tcp_max_per_addr, tcp_client_ports u
tcp_client_max_idle — maeMoH ayaWTa MOXXET NMPUHUMATH COOOIICHHS OT APYTHX J1a€MOHOB.
JlaHHBIE IEpEMEHHBIE OIPEIEIAIOT CETEBbIC HACTPOUKH.

enable_krb5,  krb5_principal, krb5_key_file @ —  mnepemenHble, ompenemnsOIINe

ayTeHTU(UKALKIO IO TPOTOKOITY Kerberos.

6.3 ¥Yrtuaura aureport

st reHepanuu 0TYETOB 10 KypHany ayauta B coctaB MCBCdepa6.3 Cepsep BkiIroueHa
yTuiuTta aureport. J{is 3amycka JaHHOW MpOrpaMMbl HEOOXOIUMO 3aiTH B IporpaMmy «TepMuHa
cpenst Gnome» ¢ MpaBaMH aAMHHHCTPATOpa W B HEH BBIOJHUTH KOMaHAy aureport ¢ Habopom
onmuii. Komana aureport mojaep>KuBaeT Caeayommi Habop OIIINA:

- -au, --auth. OT4eT 0 Bcex MOMBITKaX ayTeHTU(UKAITUN

- -a,--avc. OT4eT 0 Bcex ave COOOIICHUSIX

- -c, --config. OT4er 006 U3MEHEHUSIX KOHPUTYPALIUH

- -cr, --crypto. OT4eT 0 COOBITHSX, CBSI3aHHBIX C MU(POBAHUEM

- -e, -—-event. OT4eT 0 COOBITHIX

- -f, --file. Otuer o daiinax

- --failed. JIng oOpabGoTku B oOTyYeTax BHIOMpATh TOJNBKO HeynauHble coObiTHs. I[lo

YMOJITYAaHHUIO ITOKA3bIBAIOTCA U YAAUYHBIC U HCYAIAYHBIC COOBITHS
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- -h, --host. Ot4yet 0 x0cTax

- -1, --interpret. TpaHCIMPOBATH YUCIOBHIC 3HAUCHUS B TEKCTOBBIC

- -if, --input ¢aitn. Ucnonps3oBarhk yka3aHHBIA (aili BMECTO JIOTOB ayaAuTa. DTO MOXKET
OBITH TIONIE3HO TMPH aHAIHM3E JIOTOB C JIPYrod MAIlllMHBI WU TMPU aHAIU3E YaCTUIHO
COXPaHEHHBIX JIOTOB

- -1, --login. OT4eT O MOMBITKAX BXOJIa B CHCTEMY

- -m, --mods. OTueT 00 U3MEHEHMX MOJIb30BATEIBCKUX YUETHBIX 3aMHUCEH.

- -ma, --mac. OtdeT 0 cOOBITUSAX B cucTeMe, oOecrieunBaroreiit MAC

- -p, --pid. OTuer o nporueccax

- -1, --response. OTYeT 0 peaklHsIX Ha aHOMaJIbHbIE COOBITHS

- -s, --syscall. OT4eTsl 0 CUCTEMHBIX BBI30BAX

- --success. i1 00pa®OTKM B OTuYeTax BBIOMpATh TOJBKO YyaayHble coObiTHi. Ilo
YMOJTYaHHUIO MMOKA3BIBAIOTCS U yIAYHBIE M HEYAaUHbIE COOBITHS

- --summary. ['eHepupoBaTh UTOTOBBIA OTYET, KOTOPHIN JaeT WH(POPMAIUIO TOJIHKO O
KOJIMYECTBE 3JIEMEHTOB B TOM HJIM HHOM OTYETE

- -t, --log. DTOT mapameTp reHepUPYET OTUET O BPEMEHHBIX pPaMKaX KaKJOro OT4eTa.

- -te, --end [mata] [Bpems]. MickaTh COOBITHS, KOTOPBIE MPOU3OILIH PAHBIIE HIIA BO BPEMs
YKa3aHHOM BPEMEHHON TOYKH

- -tm, --terminal. OT4eT 0 TepMUHATIAX

- -ts, --start [gara] [Bpems]. MckaTh cOOBITHS, KOTOPBIE TPOU3OIILIN TTOCIIE (MK BO BPEMSI)
YKa3aHHOM BPEMEHHON TOUYKH

- -u, --user. OT4eT 0 MOJIL30BATEIIX

- -v, --version. BeiBecTH BepcHio MporpaMMbl U BEINTH

- -X, --executable. Ot4yer 00 UCIIOTHAEMBIX 00OBEKTAX.

[Ipumep BbImonHEHUsT KOMaHAbl "aureport” 6e3 mapaMeTpoB (BBIBOJ HA SKPaH CyMMapHOTO

otuera) (puc. 139).

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




127

HAYB.13001-01 91 01

(=) root@localhost:~
®ann [Mpaska Bwa Mowck TepmwuHan CnpaeBka
[root@localhost ~]# aureport

summary Report

Range of time in logs: 15.08.2013 19:57:33.867 -
Selected time for report: 15.88.2013 19:57:33 -
Number of changes in configuration: 9

Number of changes to accounts, groups, or roles: @
Number of logins: 2

Number of failed logins: @

Number of authentications: 2

Number of failed authentications: @

Number of users: 3

Number of terminals: 8

Number of host names: 1

Number of executables: 26

Number of files: 1097

Number of AVC's: 1

Number of MAC events: 2

Number of failed syscalls: 4260

Number of anomaly events: @

Number of responses to anomaly events: @

Number of crypto events: @

Number of keys: @

Number of process IDs: 69

Number of events: 18530

- 0O x

€]
15.08.2013 21:16:00.524
15.08.2013 21:16:00.524

Pucynok 139 — CymmapHslii oTueT

IIpuMep BbIIOMHEHHs KOMaHAbI aureport

ayreHTudukanuu (puc. 140).

-al  BBIBOJL OTYC€TAa O BCCX IIOIBITKAX

root@localhost:~/Pabouuii cTon

@ann [Mpaeka Bua [MMowck TepmuHan CrpaBka

26. 13.81.2014 10:06:30 root 7 7 Jusr/sbinfuserhelper yes 719

27. 13.81.2014 18:06:55 root ? :2 Jfusr/libexec/gdm-session-worker yes 729
28. 13.81.2014 10:07:08 root ? ? Jusr/sbinfuserhelper yes 739

29. 13.81.2014 10:38:34 root 7 7 Jusr/sbinfuserhelper yes 830

30. 13.81.2014 10:43:00 root ? 7 Jusr/sbinfuserhelper yes 852

31. 13.81.2014 11:58:58 Ivan ? :2 fusr/libexec/gdm-session-worker yes 1898
32. 13.81.2014 11:59:67 ? 7 :2 Jusr/libexec/gdm-session-worker no 1181

33. 13.81.2014 11:59:16 root ? :2 fusr/libexec/gdm-session-worker yes 1185
34. 13.81.2014 12:58:84 root ? ? Jusr/sbin/userhelper yes 1384

35. 13.81.2014 13:53:03 root ? :2 fusr/libexec/gdm-session-worker no 1483
36. 13.81.2014 13:53:14 root ? :2 Jusr/libexec/gdm-session-worker no 1487
37. 13.81.2014 13:53:27 root ? :2 fusr/libexec/gdm-session-worker no 1491
38. 13.81.2014 13:53:38 ? 7 :2 Jfusr/libexec/gdm-session-worker no 1493

39. 13.81.2014 13:53:52 root 7 :2 Jusr/libexec/gdm-session-worker yes 1580
40. 13.01.2014 13:54:17 root ? ? /usr/sbin/userhelper yes 15108 [

41. 13.81.2014 13:58:32 root ? :0 Jusr/libexec/gdm-session-worker no 117
42, 13.81.2014 13:59:23 root 7 :0 fusr/libexec/gdm-session-worker yes 124
43. 13.81.2014 13:59:37 root ? 7 Jusr/sbin/userhelper yes 141

44, 13.81.2014 14:11:35 root ? ? Jusr/sbinfuserhelper yes 198

45, 13.81.2014 16:04:58 root 7 :08 fusr/libexec/gdm-session-worker yes 117
46. 13.81.2014 16:51:24 Ivan ? :1 fusr/libexec/gdm-session-worker no 319
47. 13.81.2014 16:51:37 root ? :1 fusr/libexec/gdm-session-worker no 326
48. 13.01.2014 16:51:51 root ? :1 /usr/libexec/gdm-session-worker yes 330

Pucynok 140 — Otuer 0 Bcex MOmbITKax ayTeHTH(PUKAIUN
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6.4 Yrtuaurta auserch

Yrtunura ausearch wucmonb3yercs A TMOUCKAa IO pPa3jiMYHbIM KpPUTEpUSM 3amuceil B
KypHase ayauta. [y 3amycka HeoOXOJHMMO 3allyCTUTh B pexume root mporpammy «TepmuHan
cpeasl Gnome» M B HEH BBINOJHUTH KOMaHAy ausearch ¢ HaGopom ommwmii. Komanna ausearch
MOIJICPIKUBACT CIEAYIOMUN HAOOP OMIIHIA:

- -a, --event audit-event-id. MickaTb cOOBITHS C 3aTaHHBIM UJICHTH(DHUKATOPOM COOBITHSI.
Coo06mieHnst 0OBIYHO HAYMHAIOTCS MPUMEPHO TaK:
msg=audit(1116360555.329:2401771). UneatuduraTop cOOBITHS - 3TO YUCIO Toce ":'.
Bce coObiTus ayanrta, CBSI3aHHBIC C OJHIUM CHCTEMHBIM BBI30BOM HMEIOT OJMHAKOBBIN
uaeHTU(UKATOP;

- -c, --comm comm-name. HMckaTb coOOBITHS ¢ 3aJaHHLIM comm name (MMEHEM)
ucnonHseMoro Qaiina 3agauu;

- -f, --file file-name. MckaTh cOOBITHS C 3aJaHHBIM UMEHEM (paiina;

- -ga, --gid-all all-group-id. UckaTh coObITHs ¢ 3a1aHHBIM d()PEKTUBHBIM WA OOBIYHBIM
UACHTU(PHUKATOPOM TPYIIIIBI;

- -ge, --gid-effective effective-group-id. Mckare coObiTusi ¢ 3agaHHbIM 3 (HEKTUBHBIM
UACHTU()UKATOPOM TPYIIIIBI WIH UMEHEM TPYIIIIHI;

- -gi, --gid group-id. Mckath cOOBITHSI C 3aJaHHBIM HJIEHTH()UKATOPOM TPYIIBI WIN
UMEHEM TPYIIIIHI;

- -h, --help. Cnpaska;

- -hn, --host host-name. MckaTb cOOBITHS C 3alaHHBIM WMeHeM Yy3na. MMs y3ma mMoxker
OBITH UMEHEM Y3712, IOJIHBIM JIOMEHHBIM UMEHEM KU I POBBIM CETEBBIM aJIPECOM;

- -1, --interpret. TpaHciupoBaTh 4YHCIIOBbIE 3HAa4eHHsI B TeKCToBble. Hampuwmep,
uaeHTU(PUKATOp TMOdb30BaTenss OyAeT OTTPAaHCIUPOBAaH B UMsS  IOJb30BaTEIs.
TpaHCHAIMS BBIMONHSIETCS C WCIOIH30BAHUEM JIAHHBIX C TOM MAIWHBI, TN 3aMlyIleH
ausearch. T.e. ecii BBl IEpeMMEHOBAIN YYETHBIC 3aITUCH TIOJB30BaTENICH UM HE HIMEETe
TaKMX K€ YYETHBIX 3allMceil Ha Balleil MalluHe, TO Bbl MOKETE MOJYYUTh PE3yNIbTaThl,
BBOJSIINE B 32011y K/ICHUE;

- -if, --input file-name. Mcnonp3oBarh yka3zaHHBIH (ailsi BMECTO JIOTOB ayauTa. ITO
MOKET OBITh TIOJIE3HO MPU aHAIMW3E JIOTOB C JPYrod MallMHBl WIH TNPU aHAIU3e
YaCTUYHO COXPAaHEHHBIX JIOTOB;

- -k, --key key-string. IckaTb cCOOBITHS C 3aIaHHBIM KJIFOUEBBIM CJIOBOM;
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-m, --message message-type | comma-sep-message-type-list. Mckatb coObiTHs €
3aJlaHHBIM TUTIOM. BBl MOXXeTe yKa3aTh CHUCOK 3HAYEHWMW, Pa3[CIICHHBIX 3aIsSThIMHU.
MoOXHO yKa3aTh HECYIIECTBYIONIMN B coObITHsIX Tum ALL, KOTOpBIM MO3BOISET
MOJTYYUTh BCE COOOMICHHSI CUCTeMbl ayauTa. CIHUCOK JOMYyCTUMBIX THIIOB OOJBIION U
OyJIeT Mmokas3aH, eCJIM yKa3aTh 3Ty ONIHi0 0e3 3HaueHus. Twum coOOIMIEeHUsT MOXKET OBITh
CTPOKOM WUJI YUCIIOM;
-0, --object SE-Linux-context-string. MckaTh cOOBITHS C 3aJaHHBIM KOHTEKCTOM
(0OBeKTOM);
-p, --pid process-id. Mickatb cOOBITHS C 3aJaHHBIM UICHTU(UKATOPOM TPOIIECCa;
-pp, --ppid parent-process-id. Hckatb coObITHA ¢ 3aJaHHBIM HACHTH(HUKATOPOM
POAMTEIBCKOTO TPOIeCcca;
-r, --raw. HeoOpaOoranHblii BbIBOJ. Mcmomb3yeTcst Iis HW3BICUCHHUsS 3amUceil s
IaJIbHEHUIero anaianu3a;
-sc, --success syscall-name-or-value. VckaTb coOBITHS C 3aJaHHBIM CHCTEMHBIM
BBI30BOM. BBI MOkeTe yka3aTh ero Homep uiau ums. Eciiu Bbl ykazaiu uMs, OHO Oyjer
MPOBEPEHO Ha MaIllnHe, TJe 3amymieH ausearch;
-se, --context SE-Linux-context-string. MckaTe cOOBITHS C 3aJlaHHBIM KOHTEKCTOM
SELinux (stcontext/subject miu tcontext/object);
-su, --subject SE-Linux-context-string. Mckath coOBITHS ¢ 3aJaHHBIM KOHTEKCTOM
SELinux - scontext (subject);
-sv, --success success-value. Mckarb coOBITHS C 3aZaHHBIM (DJIaroM YCIEUIHOTO
BBITIOJIHEHUS. JlomycTUMbIe 3HaUYeHUS: yes (YCIEUTHO) U NO(HeyAauHo);
-te, --end [end-date] [end-time]. VickaTth cOOBITHS, KOTOPBIC MPOU3OIIUIA PAHBIIE WA BO
BpeMsl YKa3aHHOW BPEMEHHOU TOUYKH;
-ts, --start [start-date] [start-time]. ickaTh COOBITHS, KOTOpPBIE MPOU3OIILIHN TOCTE WA BO
BpEMsl YKa3aHHOW BPEMEHHOW TOYKH;
-tm, --terminal terminal. MckaTe cOOBITHS C 3aMaHHBIM TepMHHAIOM. Hekotopsie
JIEMOHBI (TaKHe KakK cron u atd) UCTIOMB3YIOT UMS IGMOHA KaK UMsI TepPMUHAJIA;
-ua, --uid-all all-user-id. VMckatb coObITHSA, Y KOTOPBIX JIIOOOWH M3 HAECHTH(PHKATOPOB
nojb3oBareisi, 3(p(GEeKTUBHOIO HACHTU(HUKATOpa moib3oBaTens wiu loginuid (auid)
COBMAJAIOT C 33JIaHHBIM UIACHTU(HUKATOPOM TOJIb30BATEIS;
-ue, --uid-effective effective-user-id. Mckarb coObiTHS ¢ 3amaHHBIM 3()PEKTUBHBIM

I/II[GHTI/Iq)I/IKaTOpOM I10JIB30BAaTCIIA,
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- -ui, --uid user-id. MlckaTh COOBITHS C 3aJaHHBIM UJCHTU(UKATOPOM TOJIH30BATEIIS;

- -ul, --loginuid login-id. VickaTk cOOBITHSI C 3aJaHHBIM UACHTU(HUKATOPOM TIOJIH30BATENS.
Bce mporpaMmbl, KOTOpBIE €T0 UCTIOJIB3YIOT, TOHKHBI UCIIOIB30BaTh pam_loginuid;

- -v, --verbose. Iloka3aTpe BepcHio U BBIINTH;

- -w, --word. CoBmnaseHnue ¢ moigHBIM cioBoM. [lomnep:kuBaercst ans uMeHH (aiina,
WMEHH y371a, TepMHUHANIa U KoHTekcTa SELinux;

- -Xx, --executable executable. Mckarp cOOBITHMS C 3aJaHHBIM KWMEHEM HCIOJIHAEMOMI
POTPAMMBIL.

!

[Ipumep BeIMoONHEHMsT KoMauAbl ausearch ¢ kmodom "-m ALL" (BbIBOA Ha 3KpaH BCeX

cOOBITHH U3 XypHaJla ayauTa) Ha puc. 141:

root@localhost:~

®ain [Npaeka Bua Mowck TepmuHan Crnpaska

295 ses=4294967295 subj=system u:system r:crond t:s@-s0:c0.c1023 msg='op=PAM:set|~
cred acct="root" exe="/usr/sbin/crond" hostname=? addr=? terminal=cron res=succe
55"

time->Thu Aug 15 20:48:81 2813

type=LOGIN msg=audit(1376584801.511:39106): pid=27712 uid=0 subj=system u:system
_r:crond t:s@-s50:c0.cl023 old auid=4294967295 new auld=0 old ses=4294967295 new
ses=8

time->Thu Aug 15 208:48:81 2813

type=USER_START msg=audit(1376584801.545:39107): user pid=27712 uid=0 auid=0 ses
=8 subj=system u:system r:crond t:s@-s@:c0.cl823 msg='op=PAM:session_open acct="
root" exe="/usr/sbin/crond” hostname=? addr=? terminal=cron res=success’
time->Thu Aug 15 208:48:81 2813

type=CRED DISP msg=audit(1376584801.659:39108): user pid=27712 uid=0 auid=0 ses=
8 subj=system u:system r:crond t:s@-s8:c0.cl023 msg='op=PAM:setcred acct="root"
exe="/usr/sbin/crond" hostname=? addr=? terminal=cron res=success’

time->Thu Aug 15 208:48:81 2813

type=USER_END msg=audit(1376584801.659:39109): user pid=27712 uid=0 auid=0 ses=8
subj=system u:system r:crond t:s@-s@:c0.cl@23 msg='op=PAM:session close acct="r
oot" exe="/usr/sbin/crond” hostname=? addr=? terminal=cron res=success’
[root@localhost ~1# ]

Pucynok 141 — CoObITHs KypHalla ayuTa

[Ipumep BwIMOTHEHUs KoMaHAbl ausearch ¢ kimrodom "-p 2653" (BBIBOJ Ha JKpaH BCEX
COOBITHI U3 )KypHAJIa ayauTa, KOTOPBIE OBIIM CreHEPUPOBAHBI IS MPOIecca ¢ WACHTU(PUKATOPOM

2653) npexncrasiieH Ha puc.142:
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root@localhost:~

®aitn [paska Bwa Mowck TepMmwuHan Cnpaska

time->Thu Aug 15 208:04:06 2013

type=LOGIN msg=audit(1376582646.914:39081): pid=2653 uid=0 subj=system u:system |
r:xdm t:s8-s0:c0.c1023 old auid=4294967295 new auld=0 old ses=4294967295 new ses
=4

time->Thu Aug 15 28:04:07 2013

type=USER_ROLE_CHANGE msg=audit(1376582647.013:39082): user pid=2653 uid=0 auid=
0 ses=4 subj=system u:system r:xdm t:s@-s0:c0.c1023 msg='pam: default-context=un
confined u:unconfined r:unconfined t:s@-s8:c0.c1023 selected-context=unconfined |
u:unconfined r:unconfined t:s@-s0:c0.c1823 exe="/usr/libexec/gdm-session-worker"
hostname=? addr=? terminal=:1 res=success’

time->Thu Aug 15 28:04:07 2013

type=USER_START msg=audit(1376582647.839:39083): user pid=2653 uid=0 auid=0 ses=
4 subj=system u:system r:xdm t:s@-s0:c0.c1023 msg='op=PAM:session open acct="roo
t" exe="/usr/libexec/gdm-session-worker" hostname=? addr=? termimal=:1 res=succe
55’

time->Thu Aug 15 28:04:07 2013

type=USER_LOGIN msg=audit(1376582647.839:39084): user pid=2653 uid=0 auid=0 ses=
4 subj=system u:system r:xdm t:s0-s0:c0.c1023 msg='uid=0 exe="/usr/libexec/gdm-s
ession-worker" hostname=? addr=7 terminal=/dev/tty7 res=success'

[root@localhost ~1# ]

Pucynoxk 142 — CoObITHS )XypHaJla ayauTa

6.5 Yruaurta autrace

YTI/IJII/ITa autrace I[OGaBJI}IeT HpaBI/IJ'Ia ay;[HTa 1JIs1 TOTO, LITO6I:.I CJICOUTH 3a UCITOJIB30BAHUEM
CHUCTEMHBIX BBI30BOB B YKa3aHHOM Iporecce. [locie mo0aBieHus MpaBWII 3alyCcKaeT MPoIecc ¢
YKa3aHHBIMH apryMeHTamMu. Pe3ynbTarel ayaura OyayT jau0OO0 B Jlorax ayauTa, €ClId JIEMOH ayauTa
3aryleH, 1100 B CUCTEeMHBIX Jiorax. BHyTpH autrace ycTpoeHa Tak, 4TO yJaJIseT BCE MPEAbLAYIINe
npaBWiia ayauTa Tepel TeM KaK 3alyCTHTh YKa3aHHBIA MPOIECC M IOCJEe €ro 3aBEepIICHHUS.
[ToaToMy, B KadecTBE JOIMOJHHUTEIBHOW MEpBI MPEIOCTOPOKHOCTH, MporpaMma He 3aIllyCTHTCH,
€CIM TepeJl €€ WCIOJIb30BAaHMEM TMIpaBWJIa HE OyayT yaaleHsl ¢ moMolnbio audtictl -
MIPEeAYIPEKTAIOIICE COOOIICHUE H3BECTUT 00 ITOM.

Jns 3amycka JaHHOW MpOrpamMMbl HEOOXOIMMO 3allyCTUTh B PEXHUME Toot MpOrpaMmy
«Tepmunan cpeasl Gnome» U B HEHl BBHIMIOJIHUTH KOMaHAy autrace. Autrace Mmoaep>KUBaeT OIIIHIO:

-f - OrpPaHWYUTH COOp WH(OPMAMM O CHCTEMHBIX BBI30BAX TOJILKO TEMH, KOTOpBIC
HEOOXOMUMBI JIII aHaJiW3a WCIOJB30BAHUS PECypCcoB. ITO MOXKET OBITh TOJE3HO TIpHU
MOZ[GJ'II/IpOBaHI/II/I BHCIITATHBIX CHTyaHHﬁ, K TOMy JKE€ IMO3BOJIACT YMGHBH_II/ITB Hany3Ky Ha JIOT'H.

[Tpumep 0OBIYHOTO UCTIONB30BAHUS:

autrace /bin/lIs /tmp

ausearch --start recent -p 2442 -i
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[Tpumep 1 pexxuma orpaHUYEHHOro cOopa HHPOPMALIUU:
autrace -r /bin/ls
ausearch --start recent -p 2450 --raw | aureport --file --summary

ausearch --start recent -p 2450 --raw | aureport --host --summary

6.6 Yruaura auditctl

Yrunuta auditctl mo3BosseT y3HaTh TEKyllee COCTOSHUE ayAuTa, JOOABUTh WIN YAAIUThH
npaBuia (puUKcauu coObITMH ayauTta. J{is 3amycka JaHHOW YTHMJIMTBI HEOOXOAMMO 3allyCTUTh B
pexume root nporpamMmy «Tepmunan cpensl Gnome» M B HEM BBINOJIHUTH KoMmaHay auditctl.
Auditct]l mognep>xuBaeT cienyromuii HadOp OMIIKA:

- -b backlog. YcTaHOBUTh MakCUMaJIbHOE KOJMYECTBO JOCTYIHBIX JJIsi aynuta Oydepos,
OXXHIAIMKX 00paboTkH (3HadeHWEe B sApe mo ymondanuio - 64). Ecnu Bce Oydepa
3aHATHIL, TO ¢uiar c60s OyAeT BHICTABIICH SIIPOM IS €r0 AajbHele 00padoTku;

- -e [0..2]. YcranoButh ¢nar OnokupoBKU. () MO3BOJUT HA BpeMs OTKIIOYUTH AyJHT,
BKJIIOYHUTBH €0 00paTHO MOXHO, niepeaas 1 kak napamerp. Eciau ycTaHOBIEHO 3HaYeHUE
OMIMHU 2, TO 3alIMTHTh KOH(PHUTYypalHIo ayauTa OT W3MEHEeHUH. Kaxaplid, KTO 3aX04eT
BOCIIOJIB30BaThCSI ATOH BO3MOKHOCTBIO, MOXKET IMOCTAaBUTh 3Ty KOMAaHIY TOCIEIHEH B
audit.rules. Ilocnme 3Toif KOMaHABI BCE MOMBITKM HM3MEHUTh KOH(pUTypauuio OymyT
OTBEPTrHYTHl C YBEJOMJICHMEM B JKypHaJax aynuta. B 3TOM ciiyuae, 4YTOOBI
3a7IeliCTBOBaTh HOBYIO KOH(UIypaluio ayauTa, HEOOXOOUMO Mepe3arpy3uTh CHCTEMY
ayauTa;

- -f [0..2]. YcranoButs croco® obpaboTku i ¢uara c6osa. O=silent 1=printk 2=panic.
Orta omnuus MO3BOJSET ONPEAETHTb, KaKUM o00pa3oM sjupo Oyaer oOpabaThiBaTh
Kputhueckue omuoOku. Hampumep, ¢dmar cOosi BBICTaBISETCS TPH  CICTYIONIUX
YCIOBHAX: OHMIMOKHU Iepeadyd B MPOCTPAHCTBO JEMOHA ayAWTa, NPEBBIIICHUE JTUMHTA
OydepoB, oxugaromux o0pabOTKH, BBIXOX 3a MpEAeNbl NaMsTH SApa, MPEBBIIICHUE
JMMHTA CKOPOCTH BBIJAUM COOOLIeHMN. 3HadeHue mo ymonuanuro: 1. Jlns cucrem c
MOBBIIICHHBIMA TPEOOBaHMSIMU K O€30MacHOCTH, 3HAUYE€HHE 2 MOXKET OBITh OoJee
IPEANOYTUTEIBHBIM;

- -h. Kparkas momo1p 1o aprymeHTaM KOMaHJHOU CTPOKH;

- -i. UrHOpupoBaTh omIMOKY pY YTEHUH MPaBUI U3 (aiina;

- -1. BeiBecTH criMcok Bcex MpaBuil 1O OJHOMY MPaBUITY B CTPOKE;
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-k xmrou. YcraHoBUTH Ha TpaBWwiIo KiIod ¢uibTpanuu. Kirod ¢uiabTpamuu - 3TO
MPOU3BOJIbHASL TEKCTOBas CTpoka IiauHON He Oonbmie 31 cumBona. Kirou momoraer
YHHUKaJIbHO WACHTU(DUIMPOBATH 3alMCH, TEHEpPHpPyeMble B XOJa ayauTa 3a TOYKOU
HaOIIOECHUS;
-m TekcT. [locnath B cucreMy ayauTa IMOJIb30BATEIBCKOE COOOIIEHHE. DTO BO3MOXKHO
TOJIBKO U3 YUETHOU 3aIHCH root;
-p [rlwixla]. YcranoButh GuabTp mpaB AocTyna Jjis TOYKH HAOJIOJICHUS. I=4YTCHUE,
W=3aIliCh, X=UCIIOJHEHNE, a=H3MECHEHUE aTpUOyTa;
-r 4acToTa. Y CTAHOBUTH OTPAaHHYEHUE CKOPOCTH BBIJa4U cooOmIeHuid B cekyHay (0 - HeT
orpanuueHusi). Ecnu aTa yactora HeHyneBas, U OHa MPEBBIIIAETCS B XOJe ayauTa, ¢ar
c00s1 BBICTABISICTCS APOM JIJISi BBIIIOJIHEHUSI COOTBETCTBYIOILIETO JIEHCTBUS. 3HAUCHUE
1o ymoma4asuo: 0;
-R AUDI¢aiin. Yurtats npaBwia u3 ¢aiina. [IpaBuna 1omkHbI OBITH pPaCHONIOKEHBI 110
OJIHOMY B CTPOKE M B TOM IOPSJKE, B KAKOM OHHU JOJDKHBI UCHOJIHATHCS. Crepyromue
OTpaHMYEHUSl HAKJIAJbIBAIOTCS Ha (ailil: BiaxeiableM JOJKEeH OBITh root U JOCTYN Ha
YTEHHE JJOJKEH OBITh TOJILKO Y HETO;
-s. Ilosryuuts craryc ayaura;
-a CIIMCOK, JeicTBHe. J00aBUTh MPaBUIIO ¢ YKa3aHHBIM JEHCTBUEM K KOHILY CIHCKa;
-A cnucok, aeiicteue. Jl06aBUTh MPaBUIIO ¢ YKa3aHHBIM JICMCTBHEM B HAYaJIO CITMCKA;
-d criucok, aeicTBhe. Y manuTh MpaBUJIO C YKa3aHHBIM JCHCTBHEM U3 criucka. [IpaBuio
yAIAeTCsl TOJIBKO B TOM Clly4ae, €CIU MOJHOCThIO COBHAIM U UMSI CUCTEMHOTO BBI30Ba
Y TIOJISI CPAaBHEHMUSI;
-D. Ynanute Bce npaBuiia ¥ TOUKH HAOJIOICHHUS;
-S [msa unm HOMep cucteMHoro Bbi3oBalall]. JIroOol HOMEp WM WMS CHCTEMHOTO
BBI30Ba MOKET OBITh MCIOJIb30BaH. Takke BO3MOXKHO MCIOJIb30BaHUE KIIFOUEBOTO CJIOBA
all. Ecau xakoii-mu6o mporecc BBINOIHIET YKa3aHHBIA CHUCTEMHBIA BBI30OB, TO ayAUT
TEHEPUPYET COOTBETCTBYIOIIYIO 3alliCh. Eciau 3HAaYeHWs MOJed CpaBHEHUs 3aJaHbl, a
CUCTEMHBIN BBI30B HE YKa3aH, MPaBWJIO OyIeT MNPUMEHSATHCA KO BCEM CHCTEMHBIM
BbI30BaM. B 07JHOM mpaBuiie MOXKET OBITh 33JJaHO HECKOJIBKO CUCTEMHBIX BBI30BOB - 3TO
MOJIOKUTEIHHO CKA3bIBACTCSI HA MTPOU3BOIUTEIBHOCTH, TIOCKOJIBKY 3aMEHsIeT 00pabdoTKy
HECKOJIbKUX IPABUIT;
-F [n=v | n!=v | n<v | n>v | n<=v | n>=v | n&v | n&=v]. 3agars none cpaBHeHUs MJs

npaBuia. ATpUOYTHI oI Cleaytone: 00bEeKT, onepalus, 3HaueHue. MoxHoO 3a7aTh 10
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64 nosneit cpaBHeHUs B 0AHOM kKoMaHie. Kaxknoe HOBOe moJie TOJKHO HauuHAThes ¢ -F.
Aynut Oyner TreHepupoBaTh 3alKCh, €CIM MPOU3OIJIO COBIAICHHE MO BCEM MOJIAMU
cpaBHEeHHUs. JlOMyCTUMO HCIOJIb30BaHUE OJIHOTO U3 CIENYIOMIMX 8 OMEepaTopoB: PaBHO,
HE PaBHO, MEHbIIIE, OOJIbINIE, MEHbIIIE MO0 paBHO, OoJbiIe OO0 paBHO, OMTOBAsT MacKa
(n&v) u 6utoBas npoBepka (n&=v). butoBas mpoBepka BBIIOIHsET oneparuio 'and' Hax
3HAYEHUSIMH U TIPOBEpsET, paBHbl JIM OHU. buTOBas Macka NPOCTO BBINOIHSET
onepanuto 'and'. Tloms, omepupytomue ¢ HACHTH(PUKATOPOM TIOJB30BATEINS, MOTYT
Takke padoTaTh ¢ MMEHEM IOJb30BaTelsl - MPOrpaMMa aBTOMATUYECKH TOTYYHT
UACHTU(HUKATOP MOJIB30BATENS U3 €r0 UMEHHU. T0 Ke caMOoe MOXKHO CKaszaTh U MPO UMs
TPYIIIBL:

- in_syscall: CocrosiHus paboThI Ipoliecca B CHCTEMHOM BBI30BE HIIH B IMPEPHIBAHUY;

- serial: yHUKaTbHOE YUCIIO, IIOMOTAIOIIEE UACHTU(UIIMPOBATH OTPEIEIICHHYIO 3aITUCh
aynuta. BMmecre ¢ ctime OHO MOXET ONMpPENeNuTh, KaKUe YacTH MPHHAJJICKAT TOU Ke
3amucu ayauta. Jlanubeiii Habop (MeTka BpemeHW M serial) yHUKaleH I KaKIOTO
CHUCTEMHOI'O BbI30Ba, U OH CYILECTBYET OT Hayaja CHCTEMHOI'O BBI30Ba JI0 BBIXOJA W3

HETO,

ctime: BpeMst BX0J1a B CHCTEMHBIH BBI30B;

- major: Homep cructeMHOro BhI30Ba;

- MaccHuB argv: nepBble 4 mapaMeTpa CUCTEMHOTO BBI30Ba;

- name_count: KonndyectBo umeén. Onpenenén MakcuMmyM, paBHblil 20;

- audit_names:  MaccuB  CTpyKTyp  audit_names,  coOAEp)KallMX  JaHHBIE,
CKOIIMpOBaHHbIE getname();

- auditable: Ecinu audit_context qoypkeH OBITH 3alKMCaH Ha BBIXOAE U3 CHCTEMHOIO
BbI30Ba, TO 3TO M0JI€ YCTaHaBIUBAeTCA B 1;

- pwd: Tekymuii paboumii Katauor, B KOTOPOM 3aIlyIl[eHa 33/1a4a;

- pwdmnt: Tekymas pabodas TOYKa MOHTHpOBaHHUS Karajora. Pwdmnt u pwd
WCTIONIBb3YIOTCA 1711 ycTaHOBKH noJist cwd (tun 3anucu ayauta FS_WATCH);

- aux: YykaszaTellb Ha BCIIOMOTaTeNIbHYI0 CTPYKTYpY MJaHHBIX, KoTopas Oyner
UCTIONIb30BATHCS s crelupuieckor HHPOpMaIUU ayauTa;

- pid: maeHTHHUKATOD MpoIiecca;

- arch: apxutexTypa;

- personality: unguBHIYyaIBHBI HOMEp OC;

- APpYruc mnoJisa: KOHTCKCT ayJuTa TaKKC COACPKUT I/II[GHTI/Iq)I/IKaTOpBI II0JIB30BAaTC/IA U
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TPYIIBl pealbHble, JEHCTBUTEIbHBIC, Ser U UACHTU(HUKATOP (aillIoBONH CHUCTEMBI:
uid, euid, suid, fsuid, gid, egid, sgid, fsgid;

- -w nyTb. JloGaBuTh TOUKY HaOmtOmEeHMS 3a (alIOBBIM OOBEKTOM,, HAXOMSIIUMCS IO

yKa3aHHOMY IYTH;

- -W myrte. Yaganmute Touky HaOmrofeHHs 3a (ailloBBIM OOBEKTOM, HAXOJSAIIUMCS IO

YKa3aHHOMY IyTH;

Hanpumep, uToObl B JKypHaie crTaid (QUKCUPOBATHCA BCE CHUCTEMHBIE BBI3OBBHI,
UCTIONIb3YEMbBIC OTpEIeNIeHHBIM mporieccoM (¢ uaeHTudukaropom 1005), He0OXOIUMO BBITOJIHUTH
KOMaHAy:

auditctl -a exit,always -S all -F pid=1005

Yto6bl B )KypHalie GUKCUPOBAIUCEH BCE (ailiibl, OTKPBIThIE ONPEIEICHHBIM MOJIb30BaTEIEM
(c unentudukaropom 510), HE0OXOAUMO BHITTOIHUTH KOMAHY:

auditctl -a exit,always -S open -F auid=510 —F arch=b32

6.7 Ilpunaoxenune «<AanMuHuctpupoBanue SELinux»

Jlnst  HACTpOWMKM MeXaHW3MOB ayauta Moaynas mnonutukd SELinux mnpemHaznaueHo
npuioxenue «AamunuctpupoBanue SELinux», koTopoe 3amyckaercss u3 MeHio «Cucrema—
>AMUHUCTpUpOoBaHue—> YrpasieHue SELinux» 1 JOCTYIHO TOJIBKO B PEXUME aIMUHUCTPATOPA.

B oxHe npunoxenus «Anmunuctpuposanue SELinux» Ha Bkiaake "Moaynb MOJIUTHKH"

BKJIIOUHUTH ayJIUT MOKHO KHONIKOW "Bxitounts ayaut" (puc. 143).

ot ApMHHMCTPUpOBaHWe SELinux Gl
Oain Cnpaska
Beibop: -
= @
CraTtyc — = -
MepexnioyaTens Cozpate [JobaeuTe Ypanute BrnounTh ayauTt
MprceoeHne MeToK (paitnam DUNLTP [ l

ConocTasnieHne Nonb3osaTenei F
Wms Moayns v Bepcus

Mone3osaTens SELinuUxX

CeTesoil nopT - —
accountsd 1.0.0

ada 1.4.0
afs 1.5.3
aiccu 1.0.0
aide 1.5.0
aisexec 1.0.0
amanda 1.12.0
amavis 1.10.3
amtu 1.2.0
apache 2.1.2
apcupsd 1.6.1
arpwatch 1.8.1

[loMeH npouecca

0]

Pucynok 143 — Anpmunuctpuposanue SELinux Bkiagka "Moayiab NOTUTHKA"
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6.8 IlIpuaoxenue "Audit Logs"

s mpocMoTpa KypHAJIOB ayAuTa HCIoib3yeTrcs npuioxkenue "Audit Logs", xoTopoe
3ammyckaeTcsi u3 riiaBHoro MeHro "Cucrema—>A nmuHUCTpupoBanue—>Audit Logs".

"Audit Logs" mo3BoyisieT aAMUHUCTPATOPY CaAMOMY ONPEAETUTHh COOBITHS 0€30MacHOCTH,
KOTOPBIE TOJDKHBI MOJIEKATh PETHCTPALUU, ONPEACTUTh COCTaB U CO/IepKaHue HH(OPMAIIHH.

[Ipu 3anmycke "Audit Logs" oToOpakaeTrcss BKJaaKa, MPEJACTaBIAOMas coO0W TabiauIly
JKypHajla ayJauTa C 3alucsIMU O JEHCTBHSIX Toyib3oBatTens. J{ms pa®oTel ¢ 3TOM TabiMIei
ucronb3dyercss myHKT MeHio "List—>CsoiictBa". Bo Brmanke "General" oxna "Propetries"
(CBoiicTBa) MOKHO 331aTh Ha3BaHUE OTKPBITOM BKJIAIKH, COPTUPOBKY IO BPEMEHH MPOUCXO0XKIEHUS

COOBITHS, TOPATOK COOBITHI 110 YOBIBAaHUIO WIIM BO3pacTaHuIo (puc. 144).

npuMmepl Properties

General|| Filter | Columns | Date Filter | Expression

Tab
MName: [I'IDM mepl

MopanokK cobeITHRA
Sort by:
@ Event Time

O Field:
order:
- i<+ Ascending

— =
@ - Descending
3

| OpuMeHnTs | | OTMeHUTs | | oK

Pucynok 144 — O6mas nadopmanus o Tabuuie

Bo Bknaake "Filter" mnpemmaraercs 3agaTh/MCKIIOYUTH Ha3BaHUE COOBITHS, YTOOBI B

JKypHaJie 0TOOpaKaIMCh TOIBKO MHTEPECYIONINE Bac THITBI M3MeHeHuH (puc. 145).

npuMmepl Properties

General ||Filter | Columns | Date Filter | Expression

uid = root

|v|| AH ]IEOﬁanTb|

-

| Dpumennts | | ormennts | | OK [

Pucynox 145 — Vcnons3oBanue ¢puabTpa
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Bo Bkmanke "Columns" MOXHO HM3MEHHUTHh IJsl yA0OCTBa MOPSAAOK cTOaOIOB. IlepBhiM

CTOJIOIIOM MOXET OBITh HE JaTa, a COOBITHE WJIU JI000H cTOJIOEI, KOTOPBIH Bhl XOTHUTE JOOABHUTH

(puc. 146).

[ npuMepl Properties x

General | Filter || Columns|| Date Filter | Expression

Event date
Other fields

‘ v | |EDE~EBHTI:|

| MNpUMEHUTE | | OIMEHWUTE | | OK |

Pucynok 146 — 3meHeHnue nopsiika cToia01oB

Bo Bkmaake "Date Filter" MokHO 3aaTh TPOMEKYTOK BPEMEHH, MO KOTOPOMY XOTHTE

YBUIETh OTUYETHYIO Ta0bmuity (puc. 147).

[ npumepl Properties x

General | Filter | Columns || Date Filter | Expression

Limit to events not earlier than:

specifictime | ¢ | [13.012014 |~ |[0 |20 |20 [Ffo [

[] Limit to events before:

| MNpUMeHNTB | | OTMEHWUTE | | 0K |

Pucynoxk 147 — 3agaTh mpOMEXyTOK BpeMEHU T PUIbTpa
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UroObl yBUIECTH AETAINU3ALUIO COOBITHSA, HEOOXOAUMO BBIJICINUTh WHTEPECYIOIIYIO CTPOKY,
KJIMKHYThH 110 HEW 2 pasza MpaBoil KHOMKOW MBIIIN WK BEIOPATh B IMYHKTE MEHIO BHIOpaTh "View'—

>"Event Details" (puc. 148).

Audit Viewer ik
Window List View Help
npuMepl | oTuetl
Filter: | uid = root, date >= 13.01.2014 00:00:00.000 \ [y search £
Date ~ | Other Fields E
13.01.2014 17: type=AVC, seresult=denied, seperms=rlimitinh, pid=9891, comm=gnome-clock-app, scontext=system_u:system_r:system_dbusd_
v " . - = Event Details x
13.01.2014 17: type=CRED_DISP, pid=9875, uid=root, auid=ro , Op=PAM:setcred, accts|
13.01.2014 17: type=AVC, seresult=denied, seperms=search, | ldentification | scontext=system_u:sy
Time: 13.01.2014 17:25:02

13.01.2014 17: type=AVC, seresult=denied, seperms=search, |
13.01.2014 17: type=USER_START, pi

. . Serial number: 530 [ scontext:syste.m_u.sy
9875, uid=roat, auid=r '3, op=PAM:session_ope,

13.01.2014 17: type=LOGIN, pid=9875, uid=root, subj=system Records - = ses=unset, ses=36

13.01.2014 17: type=CRED_ACQ, pid=9875, uid=roct, auid=un  eastail |Field Value [l 1023, op=PAM:setcred,
13.01.2014 17: type=USER_ACCT, pid=9875, uid=root, auid=u e Lo 1023, op=PAM:accounti
13.01.2014 17: type=AVC, seresult=denied, seperms=write, pi addr ! )=655363, scontext=sy<
13.01.2014 17: type=AVC, seresult=denied, seperms=write, pi auid Teet »=655363, scontext=sys
13.01.2014 17: type=AVC, seresult=denied, seperms=rlimitinh e Jusrfsbin/crond . stem_r:system_dbusd_t:
13.01.2014 17: type=AVC, seresult=denied, seperms=rlimitinh hostname ? ystem_r:system_dbusd_
13.01.2014 17: type=USER_END, pid=9820, uid=root, auid=ro¢ op PAM:session_close | Op=PAM:session_close
13.01.2014 17: type=CRED_DISP, pid=9820, uid=root, auid=ro pid 251 , op=PAM: setcred, acct-
13.01.2014 17: type=AVC, seresult=denied, seperms=write, pi e Sliccess: »=655363, scontext=sys
13.01.2014 17: type=AVC, seresult=denied, seperms=write, pi SES 2 B p=655363, scontext=sy<
13.01.2014 17: type=AVC, seresult=denied, seperms=search, | subj SysteN_ L system e , scontext=system_u:sy
13.01.2014 17: type=AVC, seresult=denied, seperms=search, | Lkl [¥] | scontext=system_u:sy
13.01.2014 17: type=USER_END, pic=9819, uid=root, atid=ro¢ o [3] | Op=PAM:session_close
13.01.2014 17: type=CRED_DISP, pid=9819, uid=root, auid=ro Previous Event ‘ ‘ Mext Event | ‘ 3aKpbITh ‘ , op=PAM:setcred, acct=
13.01.2014 17: type=AVC, seresult=denied, seperms=rlimitinh stem_r:system_dbusd_t:

13.01.2014 17: type=AVC, seresult=denied, seperms=getattr, pid=9823, comm=sal, path=/root, dev=dm-0, ino=131073, scontext=system_u:sysi ~

Pucynok 148 — [Ipumep aeranuzanuu COOBITUS
Jis co3maHus OT4eTa IO HHTEPECYIOIIMM COOBITUSM  HCHOJB3YETCSl MYHKT MEHIO

"Window"—>"New Report". CBoiicTBa oTueTa CX0H cO cBoMcTBaMU Tabauisl (puc. 149).

Audit Viewer

Window Report View Help

npuMepl | 0T4eTl

| | wan gdm haldaemnn[ root
o]

13.01.2014 09:12:13.000
13.01.2014 09:12:13.005
13.01.2014 09:12:18.001
13.01.2014 09:12:26.347

13.01.2014 09:12:26.371
13.01.2014 09:12:28.043
13.01.2014 09:12:28.102
13.01.2014 09:12:28.138
13.01.2014 09:12:28.171
13.01.2014 09:12:28.245
13.01.2014 09:13:41.780
13.01.2014 09:13:41.807
13.01.2014 09:14:20.517
13.01.2014 09:14:20.540
13.01.2014 09:15:01.429
13.01.2014 09:20:01.618
13.01.2014 09:25:02.079
13.01.2014 09:30:01.250
13.01.2014 09:35:01.649
13.01.2014 09:40:01.835

o o o o 0o o o o o o o|lo|lo ol oo o o o o o
o o o o o o o o o o o|o|o| o|lolo o o o O o
o o Qo 0o Q0 0O 0O 0 Qo QO Q| Q| Q0 0O 0 0 o O O Q

13.01.2014 09:45:01.274

Pucynok 149 — Co3nanue otuera

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




139
[HIAYB.13001-01 91 01
W3MeHUTh MCTOYHHMK XpaHEHHUsS] COOBITMH MOXHO C IOMONIbIO MyHKTa MeHI0 "Window'—
>"Change event source”, BbIOpaB cucTeMHyr0 mnanky audit.log (pekoMeHmyeTcs) WiIn

Mpou3BOJIBHYIO Manky (puc. 150).

Audit Event Source

7 linclude rotated files|

@ System audit log

)

Log file: | audit.log

[IpUMEHUTD | | OIMEHUTE | | OK |

Pucynoxk 150 — Bei6op ucTouHruka XpaHeHUsI COOBITHIA

s skcnopTa CO3JaHHOrO JOKYMEHTa HCHOJIb3yhTe BKIanky "Report"—>"Export" (puc.

151).

Uwms: [npumep? )
COXpaHWTb B Manke |r00t 2 ‘

P MpocMoTpeTh Apyrve Nanku

File type: lCSV - ]

Automatic file type extension

| OTIMEHMTL | | COXpaHWUTh |

Pucynoxk 151 — DkcnopTt f0KyMeHTa

CoxpaHUTh TOJIYYCHHBIC OTYETHl MOHO ¢ momormisio "Window"—>"Save layout as" wmm

"List"—>"Save Configyration as".
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6.9 Ilpuaoxenue '"KsystemLog"

MonuTtopuHr  (IPOCMOTP, aHANW3) PE3yJbTaTOB  PETUCTpPAIlUd  COOBITHHA  ayauTa
OCYIIIECTBIsIETCS ¢ noMoupio npuioxenus "KsystemlLog", koTopoe 3amyckaeTcs |3 TJIABHOTO
MeHto "[Ipunoxenus—>Cucremubie—>KsystemLog".

"KsystemLog" mnopnepkuBaeT BKIaAKU, KOTOpble OTKpbIBatoTCcsl HaxkarneM Ctrl+T wnm
«OKHO» — «HOBas BKJaJKa». TakuMmM 00pa3oM, MOXHO NPOCMATpUBaTh HECKOJIBKO >KypHAJOB

OIHOBPCMCHHO B OTHOM OKHC Ha pa3HBIX BKJIAJIKAX.

6.10 docTyn K JTaHHBIM ayJaUTAa

JlocTynm K [aHHBIM ayauTa OOBIYHBIM ITOJIB30BATENSIM 3ampeniéH, 3TO OrpaHUYeHHE
HAJIO)KEHO Ha JIOCTYI K XKYpHaIy ayAuTa U KOH(QHUTypalHMoHHBIM (aiiaaM ayauta (OHH JOCTYITHBI
TOJILKO CUCTEMHOMY aIMUHUCTPATODPY).

CucteMHBI aAMUHHCTPATOp MOXKET OINpPENeNIUTh COOBITHSA aynuTa M3 Bcero Habopa
coObITHI ¢ mcmoip3oBaHueM mpoctoro Guibtpa LAF. 310 obOecreunBaer ruOkoe omnpeaciieHue
COOBITHI ayAWTa, U YCIOBHH NMPH KOTOPBIX BBIMOJIHAIOTCS COOBITHS. CHCTEMHBIN aJIMUHUCTPATOP
MOXET OIpPEIeIUTh HA0Op HIECHTH(PHUKATOPOB MOJIb30BATEICH MM ayJauTa, UM HAo0OpoT, HAabOp

UIEHTU(HUKATOPOB TIOJIH30BATENCH, /TSI KOTOPBIX ayAUT HE OYAET BHITOTHATHCS.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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7 3ALIUTA oT BBIITIOJIHEHUA BPEJJOHOCHOTI' O IMPOI'PAMMHOI'O
OBECIIEYEHMU S

7.1 OcHoBHBIE CBeICHHUA

CpenctBa 3aluThl  OT  BBIMOJHEHUS BPEJOHOCHOTO IPOTPAMMHOIO  OOECTeYeHHUs
MCBCdepa 6.3 Cepep NnpenocTaBisIOT CICIYIONINE BOZMOKHOCTH:

— obecrnieueHue 0€30MacHOCTH (PU3UIECKOTO JOCTYTA K KOMIIBIOTEPY;

— JIOBEpeHHasl 3arpy3Ka OlepariOHHbIX CUCTEM;

— TapoJibHAas 3allluTa;

— 3alUTa yYeTHBIX 3alucedl U aIMUHUCTPATUBHBIX MPaB;

— KOHQUTYpHpPOBAHHE IOCTYyNa K MAaMSITH, COACpXKAIIEH CTEK, TOJIbKO HA YTCHHE H
3aIKCh, HO HE UCTIOJIHEHHUE TPOrpaMM;

— BBINOJHEHHUE PAaHAOMH3AIMH AJAPECHOr0 MPOCTPAHCTBA, BIUSAIOIICE HA IMO3UIMU
He3aBucuMoro koza OmOmumorek (PIC), a Takke DO3MIMM HE3aBUCHMBIX
ucnoaHuMsbIX nporpamm (PIE);

— MAapKHpOBKa BCEX CEKIMH TBOMYHOTO (ailia NPHIIOKEHHUS TEepel 3arpy3Koi Kak
JOCTYIIHBIX TOJBKO JUIsl YT€HUS, U3 UCKIIOYEHUEM JaHHBIX "KyuH';

— OJIOKMpOBaHUE ceaHca MOJIb30BATENsl 10 UCTEYECHUIO BpeMeHH 0e3/1eHCTBuS;

— o0ecrnedeHne Ha/IeKHBIX METOK BPEMEHU;

— aHaJu3 U3MEHEHUH CUCTEMHBIX (haijIoB;

— aHaJIU3 CeTeBOTo Tpaduka.

BrienepeurcieHHble BO3MOXKHOCTH — 3allMTBl  OT  BBINOJHEHUS  BPEIOHOCHOTO
MPOrPaMMHOT0 O0eCTIeueHUs PEATU3YIOTCS C MOMOIIBIO CIEAYIOIIMX TPOrPaMMHBIX KOMIIOHEHT:

— npunoxenue "Hactpotika Kickstart";

— KoHuryparmoHHsii (aiin /boot/grub/grub.conf;

— npuiioxkeHue "MeHemkep nonb3zoBaTenei’;

— koH(urypaumoHHsli ¢aiin /etc/sudoers;

— npuioxkeHue "HacTpolika MexceTeBoro sKpaHa';

— nOpwioxkeHue "XpaHUTeab dKpaHa';

— HaJCKHBIC MCTKH BPEMCHU;
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— yruinura AMTU;
— MeHemxep naketoB RPM;

— aHanu3aTtopsl Tpaduka.

7.2 Ilpuaoxenue '"'Hacrpoiika Kickstart'

®u3nyecKuil JOCTYIl K KOMIIIOTEPY U 3arpy3ka HEIUTATHBIX ONEPALMOHHBIX CUCTEM, Kak
BO3MOJHBIC BapHWaHTbl HCCAHKIIMOHUPOBAHHOI'O JOCTYyIIa K KOMIIBIOTCPY, MNPCAOTBPAINAIOTCA C
MOMOINbI0 HacTpoek mpuiokenus "Hacrpoiika Kickstart" u xoHdurypammonnoro daiina

/boot/grub/grub.conf, kak onucano B moapaszaene 4.11.

7.3 BcTpoeHHBbIE CpeacTBa U HACTPOHKH

Cucrema MCBCdepa 6.3 CepBep  BKIIOYAET CpEACTBA 3alIMTHl OT BBIMOJHEHUS
BPEIOHOCHOTO MPOTPaMMHOI0 OOECreueHus, BKJIIOYEHHbIE B Hee Mo yMmomuyaHuioo. K Hum
OTHOCSTCS:

1. KoundurypupoBanue qoctyna K maMmsTe, COAepKaIleld CTEK, TOIHKO Ha YTCHUE U 3aIHCh,
HO He ucnoiaHeHue nporpamm. [lo ymomyaHuio Bce MpoLEecChl U TMOTOKH MCHOJB3YIOT CTEK,
KOTOPBI HE MOKET ObITh UCTIOJTHUMBIM.

2. BpimonHeHHe paHAOMU3AIMK AJPECHOTO MPOCTPAHCTBA, BIUAIOIIECH HaA MO3UIUU
He3zaBucuMoro koga oubnmorek (PIC), a Takke MO3UIIMK HE3aBUCUMBIX UCIOIHSEMBIX MPOTPAMM
(PIE). Bce pasnmensiemple 6ubnmoreku o6si3aTenbHO sBisitoTcss PIC 6ubnmorekaMu, a HECKOIBKO
0oTOOpaHHBIX mpuiIoXkeHui B cucrteme siBistoTcs PIE mpunosxenusimu. [lonmp3oBaTenu Moryt
CKOMITWJINPOBATh CBOM IpuiokeHusa kKak PIE s pangomuzanuu aapecHOro mMpoCTPaHCTBA ITHX
MIPUIIOKEHUH.

3. MapkupoBka BceX CEKIUil IBOMYHOro (hailia MPUIIOKEHHUS Tepen 3arpy3koll  Kak
JOCTYIHBIX TOJBKO ISl YTSHHS, 32 UCKIIFOUEHUEM JaHHBIX "Kyuu". DTa mojajep:kka paboTaer s
OTOOpaHHBIX NPUJIOKEHUH B CHCTEME, M B YAaCTHOCTH, CKOMITMJIMPOBAHHBIX IOJb30BATEIbCKUX
NpUIoKeHU. YacThyHas 3aluMTa TakKe BO3MOXHA, OHA MOJAPa3yMEBAaEeT, UTO CEKIUs .got.plt

MapKHUPYETCs JOCTYITHOM I YTCHUS U 3aIllUCH.
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7.4 Yrnaura sudo

Cuctema MCBCdepa 6.3 CepBep co3nana TakuM o0Opa3oM, 4TOOBI PSIOBBIE TIOJIb30BATEIH
He paboTaau B CHUCTEME TIOJl YYETHOM 3amuChi0 root (Cymeprionb30BaTeilb, aIMHUHUCTPATOP).
brnarogaps 3Tomy, mporpammsl u ¢aiiibl He MOTYT OBITH 3allyIIeHbl Ha BBITIOJHEHUE 0€3 SIBHOTO
npeaocTaBieHus noaHoMouri. [TockoabKy 0e3 MOIHOMOYMH aJMHUHUCTPATOPa 3ayCK IMPOrpaMM B
TakOM pexuMmMe paboThl HEBO3MOXKEH,, BpenoHocHoe [IO He MOXeT CcaMOCTOATEIbHO
MHCTAJUTUPOBaTh ce0s WIM pacnpocTpaHsAThcs B cucreme. Cuctema OrpaHuMYeHUs AOCTyNa M
MOJTHOMOYMI TIOJB30BaTENICH SBIISETCS OJHUM H3 CaMbIX 3(()EKTHBHBIX MHCTPYMEHTOB OOpPHOBI C
pacrpocTpaHeHHEM BPEIOHOCHOTO IPOTPAMMHOT0 00ECTICYECHHUSI.

Hactpoiika 0e30macHOCTH YYETHBIX 3allMCe B CHCTEME M aJIMUHHCTPATHUBHBIX IIPaB

onucana B moapasznenax 4.4 u 4.7.

7.5 TIlpuioxenue '"'MeHemkep nojab3oBaresiei'

OpHuM W3 BaXHEUIHMX aTpuOyTOB OE30MAaCHOCTH YUETHOW 3alMCH, MPEJOTBPAIIAFOIINX
BTOpKEHHE, ABJISETCS MapoJib Moyib3oBaress. MI3MeHsITh cBOM COOCTBEHHBIN Mapojb MOJIb30BaTENb
MOXET TOJBKO B COOTBETCTBUM C IpaBWJIAMH, MPEAOCTABICHHBIMH cUCTeMOW. Anroput™M md5S
MO3BOJIIET WCTOJB30BaTh OoJiee [IMHHBIE MApPOJIM B CHUCTEME, IO CPABHEHUIO C OOBIYHBIM
OTpaHHYEHUEM B BOCEMb CHMBOJIOB. CHCTEMa HMCIONB3yeT OMOIMOTEKY pam_passwdqc.so, 9ToObI
BBITIOJHATH JOTMOJIHUTENBHBIE TIPOBEPKH HAACKHOCTH Tapoiia. Hampumep, OTKIOHSIOTCS TakKue
napoiii, kak "lqaz2wsx", T.K. mogoOHBIN Mapok JIETKO HaOpaTh Ha KjaBHaTtype. B momosiHeHne Kk
IIpOBEpKE OOBIYHBIX MApoJiel MpeiaraeTcs MojAepKKa MapoiabHbIX (pa3 u reHepanust ciydaiHbIX
napoJien.

Bo Bpems wuwHUIMANM3aMK CeaHCa IOJIb30BAaTEIs TOJCUCTEMAa WICHTU(UKAIMH U
ayreHTHUKAIMU  oOpamaeTcss K 0a3e JaHHBIX /etc/security/opasswd, KoTopass XpaHHUT
onpeaenéHHoe 4ynciao X HOBBIX mapoieil. OHU MCHONB3YIOTCS Il CMEHBI Mapoisl U XPaHST BCIO
UCTOPUIO M3MEHEHWH, 4TOOBI MPEMsATCTBOBATh HCIIONB30BAHHUIO TOJIH30BATEIEM OJIHUX M TEX Ke
napojyieit (Remember = X; 3710 - oaHa U3 oMM, MOAAEP)KUBAEMBIX pam_unix.so). Biaxensuem
daiina SBIsSETCS o0t U TPYyIIa root.

Ha mnpaktuke OOBIYHO HCIIONB3YIOTCA TEHEBBIE MapoJid, M BMECTO Mapojis B (aiine
/etc/passwd ctouT *, a caMm maponb XpaHuTcs B (ailne /etc/shadow B 3ammppoBaHHOM BHIE.

[IpumeHeHre TEHEBBIX MapoJieil ompaBiAbIBAacT ceOs ¢ TOUKH 3peHus OezomacHocTU. OOBIYHO K
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daitny /etc/passwd paspelieH I0CTyI B peXKHME «TOJIbKO YTEHUE» BCEM Mojb3oBaTersaM. K daiiny
/etc/shadow OOBIYHBII TOJE30BATENIh HE UMEET JIAXKE TAKOTO JOCTYIIA.
Bce mnepeuunciieHHbIE CITOCOOBI TMAPOJIBHOW 3alUTHl CYIIECTBEHHO YCIOXKHSIOT B3JIOM
napoJisi 30YMBIIITICHHUKOM. HO He CTOUT 3a0bIBaTh 33/1aBaTh Kak MOXKHO 00Jiee CIIOKHBINA Mapoib,
OCO6CHHO JUUIA aI[MI/IHI/ICTpaTI/IBHBIX U CUCTEMHBIX yquHbe 3an1/1ce1‘/’1.

Hacrpoiika mapoipHO# 0€301acCHOCTH OIMCcaHa B rmojapaszaeine 3.4.

7.6 Ilpuaoxenne ""HacTpoiika Me:xkceTeBOro 3xkpana'’

Jliis obecrieueHust 6€30MacCHOCTH CUCTEMBI HCIIONIB3YeTCsl OpaHaMaydp (MEKCETEBOM IKpaH).
bpannmaysp ycTaHaBiuMBaeTCsi MEXAYy BalldM  KOMIIBIOTEPOM U CEThIO, OrpaHUYUBAs
HCIIOJIb30BAaHNE PECYPCOB BAlIEro KOMIIbIOTEPA YAAIEHHBIMH IOJIb30BaTEIsIMUA ceTu. lIpaBuinbHO
HAaCTPOCHHBINA OpaHIMAayd P MOXKET CACNIaTh Ballly CUCTEMY Oosiee 0€30MMacHOM.

[Tpu ucmoNb30BaHUHM MEKCETEBOTO IKpaHa CUCTeMa He OyJeT MPUHUMATh HE JOIMYIIEHHBIC
BaMM TOJKJIIOUECHUS, KPOME pa3pelI€HHBIX MO0 yMoia4aHuto. [1o yMonmuanuio pa3pemieHsl TOJIBKO
MaKeThl, OTBEUAIOUIME Ha ucxonasume 3amnpockl, Hanpumep otBeThl DNS mnm DHCP cepsepos.
Ecnu HeoO6xoaum A0CTyM K ciiy:k0am, 3alyIIeHHBIM Ha 3TOM KOMIIBIOTEPE, BbI MOKETE pa3pelinTh
3TH cIyXO0bl B Opanamayspe. Hanpumep, Bam moryT nonanobutscs: SSH - Habop MHCTpYMEHTOB
JUIsL BXOJla W BBINOJHEHHMS KOMaHJ C yhanéHHol wmamubbl; npotokoiasl HTTP u HTTPS,
ucnoabszyemslie Apache (u npyrumu Web-cepBepamu) 15 iepeiaun web-coepxuMoro; npoToKoi
FTP, ucnionp3yemsbrii juisi nepefaun (HailyioB MEXIY KOMIBIOTEpAMH B CETH; TOYTOBBIA CepBEp
SMTP ny1s1 mocTaBKM IOUTHI yepe3 OpaHamayap.

[ToxppoOHOE onucaHne HACTPOHKH MEKCETEBOT0 SKpaHa MPEACTaBICHO B pa3ferne 9.

7.7 Tlpuiaoxenue '"Xpanureab 3kpana'’

JUisd 3aliuThl OT BBINOJIHEHUS BPEJOHOCHOTO IPOTPAMMHOIO OOECIEYEHHsS CHCTEMOH
IPEIYCMOTPEHO TaKKe OJOKMPOBAaHUE CEaHCa MOJIb30BaTENs 10 UCTEUEHUIO BpeMEeHU Oe3eicTBus
B NpHJIOKEHHE "XpaHUTeNb SKpaHa", ONUCAHUE HACTPOUKH M PabOThl KOTOPOTO MPEACTABICHO B

noapazaene 4.9.
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7.8 HapexxHble MeTKH BpeMeHHU

OnHoil U3 ysA3BUMOCTEH MexaHW3Ma HU(PPOBOM MOAMHUCH (COOOIIeHUH, (alaoB U IpYyrou
nH(pOpMaIn) SBISETCS BO3MOXKHOCTD 3JIOYMBIIIJICHHON TOJJIEIKA METOK BPEMEHH Ha IU(PPOBBIX
IIoAIINCAX H CepTI/Iq)I/IKaTaX Kﬂmqeﬁ, HaHpI/IMep, HYTGM U3MCHCHUSI CHUCTCEMHBIX 4YaCOB IJIA
reHepaluu cepTU(UKATOB OTKPBITHIX KiIIouell W nudpoBBIX MoAmuceil, KOTopble OYAYyT Ka3aTbCs
CO3JIJaHHBIMU B HHOE, YE€M B JICHCTBUTEILHOCTH, BPEMSI.

OmHUM U3 CPEACTB 3alIUThl OT HEKOPPEKTHOM YCTAaHOBKH BPEMEHH SIBIISIFOTCS HAJEKHBIC
MCTKHU BpeMeHI/I. MGTKa BpeMeHI/I yI[OCTOBepHGT BpeMH cOo3aHuA ,Z[OKYMGHTa, znaTy HCIIOJIB30BaHU
3JI€KTpOHHOﬁ IHOAIINCHU, TOUHOC BpeMeHI/I, Koraga I[OKYMGHT HOCTyHI/IJ'I nJin HOHy‘IGH.

Hcnonp3oBaHre MHCTPYKIMI BBOJA/BbIBOAA sl AocTyna K peructpam namstu CMOS,
YCTaHABIWBAIOIINM 3HAYCHHE YacOB, OCYIIECTBiseTCsS KomaHaod hwclock. BeimonmHuB komanmy

hwclock, nonyunm 3HaueHue annapaTHbIX yacoB (puc.152).

& O am ¢ = 24 °C NTH, 13 llek, 10:19  root

root@localhost:~/PaGouwniA cton

®aitn MNpaBka Bua Mowck TepMuHan Cnpaeka

[root@localhost Paboumit cton]# hwclock ~
UTH 137HEK72913 1@519:3? —9:919865 CEeKyHO

Pucynox 152 — Bemonnenne koman b hwclock

Bosnee moppobHas unpopmanus o yrunure hwelock npencrasnena B nmoxapasaene 5.25.

Kaxxnprit (it B cucteMe accormupoBaH ¢ BpeMEHHOW METKOM, KOTOpasi TOKa3bIBaeT BPEMs
MOCIIEAHET0 JI0CTyNa, MocieaHeil MoauduKanuu U nocieaHero usmeHeHus Qaiina. YtoOwl y3HATh
BpeMsl CO3JaHMs, J0ocTyna Wi Moaupukanuu (aiina, HYKHO 3allyCTHTh KOMaHIy stat

<umsi_aima> (puc.153).

[root@localhost Pabouwmi ctonl# stat MNpumep.txt
File: «NpuMmep.txt»

Size: @ Blocks: @ I0 Block: 4096 nycTod obu4HbIA dain
Device: fdeeh/64768d Inode: 943150 Links: 1
Access: (0644/-rw-r--r--) Uid: ( o/ root) Gid: | o/ root)

Access: 2013-12-13 11:16:34.690676970 +0400
Modify: 2813-12-13 11:16:33.562579823 +08400
Change: 2813-12-13 11:16:33.562579823 +08400

Pucynox 153 — Beimonnenue komanabl stat 11 daiina [Ipumep.txt

YroObl BpyuHYIO U3MEHHUTh METKY BPEMEHHM JOCTyIa K (ailily Ha TeKylee Bpems, HYKHO

MCITOJTh30BaTh KIIt04 "-a" B KomaHe touch, kak Ha puc. 154.
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D F g & = 24°C nNTH, 13 flex, 11:27  root

root@localhost:~/Pabo4uni cTon

@ain Mpaeka Bupa TMowck TepMmuHan ChnpaBka

[root@localhost Paboumii cTon]# touch -a Mpumep.txt |
[root@localhost Pabouwi cTon]# stat MNpumep.txt
File: «Npumep.txt=

Size: 26 Blocks: 8 I0 Block: 4896 0BbIY
Hblid dain
Device: fdooh/64768d Inode: 917617 Links: 1
|Access: (0644/-rw-r--r--) Uid: ( B/ root) Gid: ( B/
root)

Access: 2013-12-13 11:27:24.437454562 +0400
Modify: 2013-12-13 11:19:36.336510988 +0400
Change: 2013-12-13 11:27:23.416454485 +0400

Pucynok 154 - Beimonnenue koMaH bl stat amst daitna [Tpumep.txt

Uro6bl BpyyHYI0 HM3MEHUTh Bpems Monaudukanuu ¢ailia Ha TeKyllee BpeMs, HY>KHO

MCIIOJIb30BaTh KIII0Y "-m" B koMaHie touch, kak Ha puc. 155.

QP gm ¢ = -.24°C nNTH, 13 Aex, 11:31  root

root@localhost:~/Pabouni cTon

@ann MNpaBka Bwa [Mowck TepMmuHan Crnpaeka

[root@localhost Pafouwmid cton]# touch -m Mpumep.txt [~]

[root@localhost Pabouwii cTon]# stat MNpumep.txt
File: «Mpumep.txt=

Size: 26 Blocks: 8 I0 Block: 4096 ofbIvH
bl dain
Device: fdeeh/64768d Inode: 917617 Links: 1
Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: | 0/
root)

Access: 2013-12-13 11:31:13.592647265 +0400
Modify: 2013-12-13 11:31:12.569511113 +0480
Change: 2013-12-13 11:31:12.569511113 +0408

Pucynok 155 - Beimonnenue koman sl stat amst daitna [Tpumep.txt

UToOBI 3a71aTh SBHOE 3HAYCHHE METOK, HY)KHO HMCIOJB30BaTh Kitou "-d" B komanze touch,

HanpuMep, Kak Ha puc. 156.

root@localhost:~/Pabounit cTon

@ain MNpaeka Bwa Mowck TepMmuHan CrnipaBka
[root@localhost Pabouwid cton]# touch -d "2015-18-28 13:13:13 " MNpumep.txt [~]
[root@localhost Pabouwid cton]# stat Mpumep.txt

File: «MNpuMep.txt=

Size: 26 Blocks: 8 I0 Block: 4896 oBbIdHBIA dain
Device: fdeeh/64768d Inode: 917617 Links: 1
Access: (0644/-rw-r--r--) Uid: ( e/ root) Gid: | 0/ root)

Access: 2013-12-13 11:47:19.322700100 +0400
Modify: 2015-10-20 13:13:13.000000000 +8400
Change: 2013-12-13 11:47:18.302239646 +0400

Pucynox 156 - Bemonnenue komanapl stat st aiina [pumep.txt
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YroObl CKOMMPOBATH METKU BPEMEHH ¢ (aiiyia, Hy’KHO HCIIO0JIb30BaTh KIOY "-r'" B KOMaH/e

touch, nanmpumep, kak Ha puc. 157 .

root@localhost: ~/Pabouni cton

@ainn Mpaska Bwa Mowck TepmwHan Cnpaska

[root@localhost Pabouwmid cTon]# touch 3TanoH.txt

[root@localhost Pabouwit cton]# stat 3TanoH.txt
File: «3TanoH.txt»

Size: © Blocks: @ I0 Block: 4096 nycTol oBbiuHbIA dain
Device: fdeoh/64768d Inode: 943151 Links: 1
Access: (0644/-rw-r--r--) Uid: ( e/ root) Gid: 0/ root)

Access: 2013-12-13 11:52:30.330481684 +0400
Modify: 2013-12-13 11:52:29.200498654 +0400
Change: 2013-12-13 11:52:29.200498654 +0400
[root@localhost Pabouwnit cTon]#
froot@localhost Pabouwii cton]# touch Mpumep.txt -r 3Tanod.txt
[root@localhost Pabouwmii cTon]# stat MpuMep.txt
File: «Npumep.txt»

Size: 26 Blocks: 8 I0 Block: 4096 obbl4HBIA dain
Device: fdooh/64768d Inode: 917617 Links: 1
Access: (@644/-rw-r--r--) Uid: { ef root) Gid: 8/ root)

Access: 2013-12-13 11:53:31.156485339 +0400
Modify: 2013-12-13 11:52:29.200498654 +0400
Change: 2813-12-13 11:53:30.132691416 +0400

Pucynox 157 — O6HOBNIeHHE MeTOK BpeMeHH (aitna [Tpumep.txt

[IpuBeneHHbIE TpUMEpPhl MOKA3bIBAIOT, YTO TPHU CO3MaHUU  (Qailia, HU3MCHEHHH
CylIecTBymoIero ¢aina wim ero aTpu0yToB aBTOMAaTHYECKH MEHSETCS BpeMeHHasi MeTka (aiina,

CUCTEMA NIPEAOCTABIIACT METKHU BPEMCHU IJIA COOCTBEHHOT'O HCITOJIL30BaHUA.

7.9 ¥Yruaura AMTU

MCBCdepa 6.3 Cepep BKIIOUACT MOAJAEPKKY PA3TUYHBIX ANMapaTHBIX APXUTEKTYp H
CrelMalbHble CPEACTBA TECTUPOBaHMA (YHKUMH HCIIOJIB3YeMOTOo O0OpynOBaHMA. DTH CpEACTBa
paboTaroT, npernoaras, 4To OHU BBIMOJIHIIOTCS Ha HEKOTOPOIl a0CTPaKTHON MallliHe.

AMTU (abcTpakTHass MalIdHHAs TECTOBAas YTWIWTA) - AJAMUHUCTpPATHBHAS YTUJIUTA,
KOTOpasi IPOBEPSIET, BBIMOIHAIOTCS JIM OCHOBOIIOJIATAIOIINE 3aLIUTHBIE MEXAHU3MBI.

[Tpumep paboOThI MPOrpaMMBbI - BEIBOJIA MOJICKA30K U BBHIIIOJHEHUS T€CTa aMATH, IPUBECH

Ha puc. 158.

root@localhost: ~/PaGoumiA cTton

@ainn MNpaBka Bwua TMowck TepMmuHan CnpasBka

[root@localhost Pabouywid cTon]l# amtu -h [~}
Usage: amtu [-dmsinph]

Display debug messages

Execute Memory Test

Execute Memory Separation Test

Execute I/0 Controller - Disk Test

Execute I/0 Controller - Network Test

Execute Supervisor Mode Instructions Test

Display help message

[root@localhost Pabouwia cTton]#

[root@localhost Pabouwia cTton]#

[root@localhost Pabouwid crtonl#

[root@localiost Pabouwid cTtonl# amtu -m

Executing Memory Test...

Memory Test SUCCESS! rw

TTIFWIQ

Pucynok 158 — IIpumep Bbimonnenus komang AMTU

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




148
[HAVYB.13001-01 91 01
Bonee moapoOHas mHbopMaIus MO0 MEXaHU3MY JCUCTBUS YTUIUTHI U HCIIOIH30BAHHUIO €€ B

cHUCTeMe IpeACTaBiieHa B moapaszaene 5.21.

7.10 Menem:xep nakeroB RPM

Baxnble cucremHble (aiuibl WM TPOrpaMMbl MOTYT OBITh HM3MEHEHBI HEXeJaTeIbHBIM
oOpazom. [l aHanmm3a W3MEHEHHWH aJIMHUHHCTPATOP MOKET HCIIOJNb30BaTh MEHEKEp MaKeTOB
RPM. Onnoil u3 noje3Hsix Bo3MokHOCTe RPM siBiisieTcst mpoBepka cuctemMbl Ha OHOTY. Ecnu
BaM Ka)KETCSl, UTO Bbl YJAIUIU BaXXHBIN (paiiyl B KakOM-IM00 MakeTe, TO MPOCTO IPOBephTe ero. Bl
HOJIyYUTE NMPEAYNPEKIACHHUE, €CIIU B IIAKETE UEr0-TO HE XBaTaeT. B 3TOM cilydae Bbl MOXKETE JIETKO
peHHCTAIINPOBaTh ero. JItoOble u3MeHeHHbIe (ailibl KOHPUTrypauu OyayT COXpaHEHbI BO BpeMs
NIEpEyCTaHOBKHU.

[TpoBepka makeTa cpaBHUBaeT MH(popMaluio o ¢aiiax, YCTaHOBJICHHBIX W3 TaKeTa, C
uHpopmanueii o0 opurnHanbHbIX (ainax makera. IlpoBepsieTcst pasMep, KOHTPOJIbHAs CyMMa
MDS5, npaBa foctyma, THII, BIaesel U Tpynna Juist KaKaoro Qaiina.

Komannma rpm -V mpoBepsier makeT. Bel MOkeTe MCIOJIB30BaTh JIFOOBIC OMIIMU BhIOOpa
MaKeTOB, YTOOBI yKa3aTh MaKeThl s mpoBepku. [Ipocteitmee ucnonb3oBanue rpm -V foo, -
KOTOpOE MpPOBEpsIET, 4TO Bce (Qaiinpl makera foo COBMAmalOT ¢ TeMH, KOTOPHIE YCTAaHOBJECHBI B
cucreMe. YToOBI MPOBEPUTH BCE YCTAHOBJICHHbIE MAKEThl HY>KHO MCIIOJIb30BaTh KOMaHIy rpm -Va,

Kak Ha puc. 159.

root@localhost: ~/Pabounit cTon

®ainn Mpaeka Bua Mouck TepMmuHan Crnpaeka

[root@localhost Pabouwmin cton]# rpm -Va [~
....... T /usr/share/pear/.depdb
....... T. /usr/share/pear/.depdblock

5.5....T. /usr/share/pear/.filemap

....... T. fusr/share/pear/.lock

Moo fvar/cache/1libvirt/gemu

5.5....T. fusr/share/texmf/web2c/updmap.cfg

....... T. ¢ fetc/sysconfig/system-config-users
.... € Jjetc/pam.d/fingerprint-auth

c fetc/pam.d/password-auth

.... € Jetc/pam.d/smartcard-auth

.... € Jetc/pam.d/system-auth

5.5....T. ¢ /etc/security/sepermit.conf
5.5....T. ¢ /etc/ggz.modules

5.5 T. ¢ /fetc/maven/maven2-depmap.xml

...... G.. /usr/1lib64/Pegasus/providerManagers/LibCMPIProviderManager. so

...... G.. /usr/1ib64/Pegasus/providers/libComputerSystemProvider.so

...... G.. /usr/1lib64/Pegasus/providers/1ib0SProvider.so

...... G.. /usr/1lib64/Pegasus/providers/1libProcessProvider.so

...... G.. fusr/1ib64/Pegasus/providers/LibSLPProvider.so

...... G.. Jusr/1ib64/1ibCIMxmlIndicationHandler.so L
...... G.. fusr/1ib64/1ibDefaultProviderManager.so 1
...... G.. fusr/1ib64/1ibpegclient.so

...... G.. /usr/1ib64/1ibpegcommon.so [~

Pucynok 159 - [IpoBepka yCTaHOBJIECHHBIX TAKETOB HA MOJTHOTY
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DTO MOXET OKa3aTbCsl IOJIE3HBIM, €CIM BBl TOJ03peBaere, 4ro 0a3pl AaHHBIX RPM
MOBPEXICHBI.

Ecnu cpaBHEHHE NpONLIO YCHENIHO, CUTHAIM3UPYIOHMIMX 00 3TOM COOOIIeHUH He Oyaer
BBIBE/ICHO. Ecnu e ObUTH HalIeHbl pa3nudusi, OHU OyAyT ykazanel. @opMar BeIBOJA - CTPOKA U3 8
CHMBOJIOB, BO3MOXHO, C CHMBOJIOM "c", 0003Havaronum (aiis kKoHpurypamuu, a 3areM ums ¢aiiia.
Kaxnprit u3 8 cuMBOJIOB 00O3HA4YaeT pe3yibTaT CPAaBHEHHS OJHOTO W3 aTpuOyToB (aitna co
3HayeHueM arpubyra B 06aze manHpix RPM. 3mak "." (Touka) O3Ha4aeT, 4TO TECT MPOHJEH.
Crnenyrolue CMMBOJIBI 0003HAYAIOT OLMTUOKYU B TECTaX:

5 - KoHTpOJIbHAs cyMmma MDS5;

S - pa3mep (aiina;

L - cuMmBoIMueckas CChIJIKA;

T - Bpemst Mmogudukanmu haiina;

D - ycTpoiicTBO;

U - monb30BarTes;

G - rpynna;

M - pexuM (BKJIIOYAET MpaBa JOCTyIa U TUM (aiina);

? - HeUUTaeMbIH (aii.

7.11 Amnanu3zaropsbl Tpaduka

Jns mowcka W aHaimu3a TMOJO3PUTEIBHOM CETEBOM AaKTUBHOCTH B CHCTEME MOTYT
MCIIOJIb30BATHCS aHAIM3ATOPHI Tpaduka. AHaTU3aTop TpaduKa - 3TO Mporpamma, MpeaHa3HaYeHHAs
AJid OpOCIIyIIUBAHUA W TOCICAYIOHICTO aHain3a CETCBOIO Tpa(bmca. Ee wucnonb3oBanue B
HEKOTOPBIX CIyyasiX II03BOJISIET OOHApPYXHUTh BBIIIOJIHEHUE BPEJOHOCHOTO MPOTrPAMMHOIO
obecrieyeHus.

[Iporpamma tcpdump - 3TO yTWIHMTA, MO3BOJISAIONIAS TEPEXBAThIBATh U aHAIM3UPOBATh
ceTeBO TpaduK, MPOXOASIINN Yepe3 KOMIBIOTEP, Ha KOTOPOM 3aITyllleHa JaHHas MporpaMma.

J171s BBITIOJTHEHUS. TPOrpaMMBbl TpeOyeTcsl HallM4Ke MpaB aAMUHUCTpATOpa U MPSIMOM JOCTYI

K yCTpoicTBY. YTuiuTa tcpdump npeaHa3HaueHa JJisl OTIAJAKUA CETEBBIX MPUIIOKCHHH U CETEBOU

KOH(UTypaluu B IEIOM.
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[Mporpamma COCTOMT W3 JABYX OCHOBHBIX YaCTeW: 4YacTH 3axBaTa IAKETOB M YacTH
OTOOpaXKCHYsI 3aXBaYCHHBIX ITAKETOB, KOTOpAs Ha YPOBHE HCXOJHOTO KOJIa SIBJISIETCS MOAYJIBHOM, U
JUTSL IOJIJICP>KKU HOBOT'O TIPOTOKOJIA IOCTATOYHO JOOABUTH HOBBIA MOJYIIb.

YacTp 3axBara IaKeTOB MpPU 3aIyCKe NMEpeaaéT «BBIPAKCHUE BHIOOpA MAKETOB», UAYIICE
HOCJIE BCEX MapaMeTpOB KOMAHIHOM CTPOKHM, HANpsIMyl0 OMOJIHMOTEKE 3axBaTa IAaKETOB, KOTOPAs
IPOBEpseT BBIPAKEHHE HA CHHTAKCHC, KOMITMIIUPYET €ro BO BHYTPEHHUH (hOpMaT TaHHBIX, a 3aTeM
KOITUPYEeT BO BHYTPEHHUH Oydep mporpaMMbl CEeTEeBbIC MAKEThl, HPOXOISIINE Yepe3 BhIOPAHHBII
uHTEpQEiC U yIOBICTBOPSIONIUE YCIOBHUSIM B BEIPAXKECHUH.

Yacte oTOOpakeHHs IMMAKETOB BBIOMPAET 3aXBau€HHBIC IMAKETHl MO OJHOMY U3 Oydepa,
3aII0JTHSIEMOro OMOJIIMOTEKOM, M BBIBOJHUT HX B BOCHPHHUMAEMOM YEIOBEKOM BUJIC Ha CTAHJapPTHBII
BBIBOJ] IOCTPOYHO B COOTBETCTBHU C 33/IAHHBIM B KOMaHJHOH CTPOKE YPOBHEM JIETATLHOCTH.

Ecnu 3aman moapoOHBIA BBIBOJ MAKETOB, MPOTrpamMma MPOBEPSET, JJIs KaKIOTO CETEBOTO
naKeTa MMEeTCs JI y He€ MOAYJIb paclIM(pOBKU JaHHBIX, U, B CJIydyae HAJIMYMUS COOTBETCTBYIOIIEH
HOANIPOrpaMMON HM3BJIEKAaeT M OTOOpakaeT TUIl MAaKeTa B IMPOTOKOJIE WM IepeaaBacMble B MAKETe
HapaMeTpBl.

Ecmu tcpdump 3anmyctuth Oe3 mapameTpoB, OyneT BbIBeZeHa uH(popMmamus 000 Bcex

CETEeBbIX MaKeTaX, Kak Ha puc. 160.

root@localhost:/media/MSVSphere_6.3_Server/Packages

@aitn Mpaeka Bua Mouck TepMWHan CnpaBka

[root@localhost Packages]# tcpdump (4]
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1GMB (Ethernet), capture size 65335 bytes
15:29:00.005787 IP 10.0.2.15.mdns > 224.0.0.251.mdns: © PTR (QM)? pgpkey-hkp. t
cp.local. (40)

15:29:00.030166 IP 10.8.2.15.48212 > nsl.ptcomm.ru.domain: 35183+ PTR? 251.8.0.2
24.in-addr.arpa. (42)

15:29:00.032985 IP nsl.ptcomm.ru.domain > 10.0.2.15.48212: 35183 NXDomain 0/1/0
(99)

15:29:00.033119 IP 10.8.2.15.32852 > nsl.ptcomm.ru.domain: 6712+ PTR? 15.2.8.10.
in-addr.arpa. (40)

15:29:00.035531 IP nsl.ptcomm.ru.domain > 1@.0.2.15.32852: 6712 NXDomain 0/1/0 (
117)

15:29:00.035840 IP 10.8.2.15.40992 > nsl.ptcomm.ru.domain: 40861+ PTR? 35.32.234
.85.in-addr.arpa. (43)

15:29:00.038249 IP nsl.ptcomm.ru.domain > 18.0.2.15.40992: 48861* 1/2/2 PTR nsl.
ptcomm.ru. (134)

15:29:05.029622 ARP, Request who-has 10.8.2.2 tell 10.0.2.15, length 28
15:29:05.029716 ARP, Reply 10.0.2.2 is-at 52:54:00:12:35:02 (oui Unknown), lengt
h 46

15:29:05.029989 IP 10.0.2.15.60098 = nsl.ptcomm.ru.domain: 33842+ PTR? 2.2.0.10.
in-addr.arpa. (39)

15:29:05.092206 IP nsl.ptcomm.ru.domain > 10.0.2.15.60098: 33842 NXDomain 0/1/0
(116)

(e I

Pucynoxk 160 - BeiBoa nHpopManum 0 CETEBBIX MaKeTax
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C nmomourpio mapamerpa "-i" MOXHO yKa3aTh ceTeBOW HMHTepdeinc, ¢ KOTOpPOro cienyer
NPUHUMATH JaHHbIE, HAlPUMeEp:

tcpdump -i eth2

UTo0Bl y3HATh MONYYaeMbIE WM OTIPABISIEMbIE MAKEThl OT OMPENeJICHHOI0 XOCTa,
HeoOxoxuMmo ero uMs uiun IP-aapec ykasaTh mocie kiroueBoro ciosa host:

tcpdump host nameofserver

Crnemyronum 00pa3oM MOXKHO y3HATh O TIaKeTax, KOTOPBIMH 0OMEHUBAIOTCsI nameofserverA
1 nameofserverB:

tcpdump host nameofserverA and nameofserverB

Jis oTcrnexuBaHUS TOJIBKO MCXOIALIMX MAKETOB OT KaKoro-iubo y3jaa HYXHO yKa3aTh
clenyrolee:

tcpdump src host nameofserver

TonbKO BXOIAIINE NAKETBI:

tcpdump dst host nameofserver

[TopT oTmpaBuTeNsd U HOPT MOITYYaTENst COOTBETCTBEHHO:

tcpdump dst port 80

tcpdump src port 22

Urobsl orcnexxuBath oauH u3 mporokonioB TCP, UDP, ICMP, ero Ha3BaHue cremayer
yka3ath B koMmaHze. Mcnons3oBanue omneparopoB and (&&), or (I) u not (!) mo3Bonsier 3agaBath
(GUIBTPBI THO00H CIIOKHOCTH.

[Tpumep dunbTpa, orcaexusatomiero Toiabko UDP-makeTsl, npuxosiiue U3 BHEIIHEH CeTu:

tcpdump udp and not src net localnet

Onuuun yruauTel tcpdump:

-1 <uHTepdelic> - 3amaeT uaTepdeic, ¢ KOTOPOro HEOOXOIUMO AHATU3UPOBATH TPADUK;

-n - OTKIIOYaeT mpeoOpa3oBanue I[P B 1moMeHHBIE WMEHa, eciW yKa3aHo '-nn", TO
3ampeniaercs npeodpasoBaHre HOMEPOB MOPTOB B HA3BaHKE MTPOTOKOJIA;

-€ - BKJIFOYAET BBIBOJI JJAHHBIX KaHAJIBHOTO YpoBHA (Hanpumep, MAC-aapeca);

-v - BeIBOA fonosHuTenbHoi nHdopmaruu (TTL, omuu IP);

-s <pasMmep> - yKa3aHHe pa3Mepa 3aXBaThIBAEMBIX IMAKETOB (IMO-YMOIYAHHWIO - IAKETHI
Oouplire 68 OalT);

-w <ums_(aitna> - 3a1ath UM ¢aiina, B KOTOPBIH COXpaHATh COOpaHHYI0 WH(OpMAIIUIO;

-1 <umsi_aiina> - YTeHUE 1aMIia U3 3aJlaHHoTo (aiina;
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-p - 3axBaThIBaTh TOJBKO TpaduK, MpeAHA3HAUYEHHBIM TaHHOMY Y31y (TO-yMOITYaHUIO -
3axBaT BCEX MAKETOB, B TOM YHCJIE ITUPOKOBEUIATENbHBIX);
-q - mepeBoaut tcpdump B "OecuryMHBIH pexuM", B KOTOPOM IaKeT aHAIU3UPYETCS Ha
TpancnopTHoM ypoBHe (rpotokoisl TCP, UDP, ICMP), a ne nHa cereBom (mpotokou IP);

-t - OTKJIFOYAET BBIBOJ METOK BPCMCHH.

QOYHKIMOHAIBHOCTh, KOTOPYIO IpeaocTapiseT tcpdump, O4eHb CXO0Xa ¢ BO3MOXKHOCTSIMHU
nporpammbel Wireshark. Wireshark - mporpamma-ananuzatop tpaduka 11 KOMIIBIOTEPHBIX CETEH
Ethernet u Hekoropeix apyrux. OHa uMeeT TpapHUUecKUil MOJIb30BATENbCKH HHTEpdelc u

BbI3bIBacTCAd M3 MeHI0 cucteMsl "lIpunoxxenus->Wurepuer->Wireshark Network Analyzer" (puc.
161).

The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Tools Help

= BE -

| v || Expression... H Clea[” Apply |

_ The World's Most Popular Network Protocol Ana

Filter: |[

Interface List =) Open g
el Live list of the capture interfaces (counts incoming packets) Open a previously captured file

Start capture on interface: Open Recent:

£ etho

&1 virbro Sample Captures

7| pseudo-device that captures on all interfaces A rich assortment of example capture files of
£2] USB bus number 1

& lo
il Capture Options

Start a capture with detailed options

>

] T E|
7 Ready to load or capture No Packets Profile: Default

Pucynox 161 - Oxno npunoxenust "The Wireshark Network Analyzer"

[Tpunoxenne Wireshark nmeer OGoiibllie BO3MOXHOCTEH MO COPTHPOBKE U (PUIBTPALNH
uHopmanuu. [IporpaMMa mo3BOJISET MONB30BATENIO0 MPOCMATPUBATH BECh MPOXOMAIINI MO CETH
TpaQuK B pEKUME pEATbHOTO BPEMEHH, TIEPEeBOAS CETEeBYI0 KapTy B TaK Ha3bIBaeMbIH
HEepa300pUMBBIA PeKUM (aHTJII. promiscuous mode).

Wireshark - 3To mnpunoxeHue, KOTOpOE 3HAET CTPYKTYPY CaMbIX pa3JIMYHBIX CETEBBIX
IPOTOKOJIOB, yMEET paboTaTh C MHOKECTBOM (hOPMATOB BXOAHBIX JaHHBIX M IO3BOJISIET pa3oOparh

CETEBOIl MakKeT, 0TOOpaXkasi 3SHAYCHUE KaXKIOTO TOJIS MPOTOKOJIA JTF0O0TO YPOBHSI.
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Jns Hayana cOOpKHU MepexBayeHHBIX NMPOrPaMMON MTAKETOB COOOIEHHH MO CeTH BhIOEpUTE
NMyHKT riaBHOTO MeHio "Capture->Interfaces" miam KHONIKY Ha BEpXHEH MaHEIH HHCTPYMEHTOB "List

the available capture interfaces" — mocie 3Toro Ha 3KpaHe MOSBHUTCS JUATOTOBOE OKHO, KaK Ha pHC.

162.

L Wireshark: Capture Interfaces Bl
Device Description IP Packets Packets/s

&) etho fe80::200: 27ff:fefb: 1296 [ start || options |

(] virbro 192.168.122.1 Stalt ngtions.é

Ll any Pseudo-device that captures on all interfaces 'Sta:t ngtiuns.

£#] usbmon1 USB bus number 1 Start || Options |

&llo 127.0.0.1 [ start | options |

Cripaeka | | 3akKkpbITh

Pucynoxk 162 - OkHO HACTpOWKH UHTEPPEHCOB

C nomomipto kHomkH "Options" BO3MOYKHA YCTAHOBKA JKEIA€MBIX IMapaMETPOB pPabOTHI
nporpammsl (puc. 163). B oTkpbIBIIEMCsl OKHE HACTPOMKH pazenieHbl Ha ATk obmacreit: "Capture”
(3axBar), "Capture File(s)" (3axBar ¢aiinoB), "Stop Capture..." (OcranoButh 3axBar), "Display
Options" (IToxazaTs HacTpoiiku), "Name Resolution" (Pa3pemienne numeH).

B o6nactu "Capture" HykHO ykaszaTh Ha3BaHue uHTepdeiica (Interface), Tum 3aromoBka
kaHanpHOoro ypoBHs (Link-layer header type), mo ymomuanuio Ethernet. Eciu HeoOxommmo,
BBIOpATh 3axBaT MakeToB B OecrmopsimouHoMm pexkume (Capture packets in promiscuous mode),
3axBaT IMAKETOB B pcap-ng skcnepuMmeHTabHOM (opmare (Capture packets in pcap-ng format
(experimental)), orpaHn4yeHre Kaxaoro nakera B Oaiirax (Limit each packet to ... bytes). Tak xe
MOXHO yKka3atb ¢puibTp 3axBata (Capture Filter).

B o6nactu "Capture File(s)" HyxHo yka3ath myTh K (aiiny (File), ycTaHOBUTB TaJlouKy Ha
HCIob30BaHue Heckonbkux ¢aitnos (Use multiple files). Eciu ncnonszoBana onmumst "Use multiple
files", To HY’KHO yKa3aTh elle OrpaHUYCHHE B MeradaiTax Ui MUHYTaX JUIsl K&KIOTO CIEAYIOIIETo
daitma (Next file every), konmuyectBo (aiinoB mist konbiieBoro 0ydepa (Ring buffer with ... files),
KOJMYECTBO (pailyioB, MOCie KOTOPBIX 3axBaT OyaeT octaHOBiIEH (Stop capture after ... file(s)).

B o6mactu "Stop Capture..." Hy)KHO yKa3aTb OrpaHHYCHHUE B KOJMYECTBE MAaKETOB (... after
packet(s)), merabair (... after megabyte(s)) u MUHYT (... after minute(s)).

B o6nactu "Display Options" Hy>kKHO BbIOpaTh, Hy KHBI JIU CJIEYIOIINE OMIIMUA: OOHOBIICHUE
CriMcka makeToB B pexuMme peanpHoro BpemeHu (Update list of packets in real time),
aBTOMaTHWYeCKass MPOKpyTKa BO Bpems 3axBaTa (Automatic scrolling in live capture), CKpBITH

uHpopManroHHbIi quanor o 3axsare (Hide capture info dialog).
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B o6nactu "Name Resolution" HyXHO yKka3zaTh, OyAYyT JHM HCIIOJIB30BaThCS CIEAYIOIIHNE

ommuu: BkiIounth paspemieHne MAC wumenun (Enable MAC name resolution), BKIIOYHTH

paspemenue umeH cetn (Enable network name resolution), BKIIOUMTE pa3penieHne TPAaHCTIOPTHBIX

uMeH (Enable transport name resolution).

Wireshark: Capture Options

Capture

Interface: [etht)

IP address: fe80::a00:27ff:fefb:1296

Link-layer header type: | Ethernet ¢|

Capture packets in promiscuous mode

[] Capture packets in Ecap-ng format (experimental)

[J Limit each packet to bytes

Igapture Filter: | [|

‘v|

Capture File(s)
File: [

l |ﬁrowse...|

[ Use multiple files

o

Stop Capture ...
O ... after
O ... after
[ ... after

|' Cnpaeka |

Display Options

Update list of packets in real time
Automatic scrolling in live capture

Hide capture info dialog
Name Resolution

Enable MAC name resolution
] Enable network name resolution

Enable transport name resolution

| OtmerwTs || start |

Pucynoxk 163 - OkHO HACTPOWKH apaMeTpOB PabOTHI MPOrPaMMBbl

Breibepem unTepdeiic ethQ. dns Toro 4roObl HauaTh TPOIEAYPY 3axBara, HEOOXOIMMO

HaxaTh KHOMKY Start, mocie 4ero mHTepdenc mporpaMMbl NMPUMET BHA, Kak Ha puc. 164. s

BBIOOpa HACTpoek mHTepdeiica Hy)KHO BbIOpaTh MyHKT MeHio "Capture->Options", mjisi OCTaHOBKH

3axBara - "Capture->Stop", mis mepesamycka - "Capture->Restart”, nns dunsTpanuu 3ampoca -

"Capture->Capture Filters...".
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[] Capturing from eth0 - Wireshark [
Eile Edit View Go Capture Analyze Statistics Telephony Tools Help
e & s nesr ¥ 3 -
}Filter:-H | ~ || Expression... || CIea[HApp!y"
No. . Time Source Destination Protocol | Info £
40 3.069051 212.30.134.167 10.0.2.15 TCP [Tci
41 3.069861 18.6.2.15 212.30.134.167 TCP 435]
.093275 18.6.2.15
.121563 8825 ta
44 3.283507 18.0.2.15 224.0.0.22 IGMP VER
45 3.283685 RealtekU 12:35:02 Broadcast ARP Who
47 4,192883 212.30.134.167 10.0.2.15 TCP [Tci
48 4.192918 212.30.134.167 16.8.2.15 TCP [rci
49 4,192922 1B.68.2.15 212.30.134.167 TCP 435]
50 4.204857 212.30.134.167 18.8.2.15 TCP [Tcl|2
51 4.204069 212.30.134.167 16.0.2.15 HTTP HTTI
52 4.204077 18.0.2.15 212.30.134.167 TCP 435](-
] m [ B

b Frame 1 (342 bytes on wire, 342 bytes captured) A
P Ethernet II, Src: CadmusCo fb:12:96 (08:00:27:fb:12:96), Dst: Broadcast (ff:ff:ff:ff:ff:{ 3

] )
epee ff ff ff ff ff ff 08 @@ 27 fb 12 96 @8 0O 45 18 ........ Whtisasata E. ~
0P18 01 48 08 0O 00 08 8@ 11 39 96 00 00 @0 00 ff ff H | Frpeeroras P =
0020 ff ff 00 44 00 43 01 34 51 7e 01 01 06 00 f3 bf ...D.C.4 Q~......

0030 54 75 00 00 00 00 00 00 00 00 00 00 00 00 80 00  TUu...... ...iie..n

D eth0: <live capture in progress> Fi... Packets: 52 Displayed: 52 Marked: 0 = Profile: Default

Pucynok 164 - 3axBar naketoB ajis uaTepdeiica ethO

Ha puc. 164 BumHo, yto okHo Wireshark Bkmtouaer B ceOst Tpu 00OJacTH MpPOCMOTpa C
PAa3IMYHBIMHU YPOBHAMU ACTATIU3AIUU. BerHee OKHO COACPIKUT CIHCOK CO6paHHBIX IIaKE€TOB C
KpaTKUM OIMMCAHUCM, B CPCAHCM OKHC ITOKA3bIBACTCA ACPCBO MPOTOKOJIOB, NHKAIICYJIMPOBAHHBIX B
Kaqap. BeTrBu nepeBa MoOryT ObITh PacKpBITHI JUIsl MOBBILIEHUS YPOBHS AETalU3allMKd BBIOPAHHOTO
nporokoina. IlocnenHee OKHO CONEPKUT Jamm NHakeTa B MIECTHAAUATEPUYHOM WU TEKCTOBOM
MpEaACTaBJICHHUU.

B BepxHeil o0mactu maHHBIE pa3fefieHbl HAa MIECTh KOJOHOK — HOMEpa MakeTa B CIUCKE
coOpaHHBIX, BpEMEHHasi MeETKa, ajpeca W HOMepa IOPTOB OTMHPABUTENS W MOJydaTelss, THUIl
IPOTOKOJIA ¥ KpaTKasi HH(popMalus o maKere.

Br16paB He0OXOIUMBIN TAKET U3 CIUCKA, MBI MOYKEM MPOCMOTPETh COJIEPKMMOE CPEIHEH
naHenu. B Hell mpencTaBieHo AepeBo MPOTOKOJIOB TS makeTa. JlepeBo oToOpaxkaer Kaxkaoe moJie u
€ro 3HAYCHHE ]ISl 3ar0JIOBKOB BCEX IMPOTOKOJIOB CTEKA.

B mporpamme Wireshark moxxHo BeIOpaTh (uibTparuio crnucka maketo mo IP-agpecawm,
KJIMKHYB TIPaByIO KHOIKY MBIIIM, B KOHTEKCTHOM MeHI0 Haxarh "Conversation filter->IP" (puc.

165).
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C. MpunoxeHus [Mepexon CuUcTeMa e & = [ _@ Cpa, 12 des, 19:12  root

E . Mark Packet (toggle)
r— [ Capturing from eth0 - Wireshark set Time Reference (toggle)
LRSS File Edit View Go Capture Analyze Statistics Telephony Tools Help
= Apply as Filter

- ﬂ» ﬁ» Lf‘_“l 2 e 2 Prepare a Filter

o Ethemnet
Filter: “ 5 -
P Colorize Conversation

No. . Time Source TCP
1356 243.059264 .245.217.1 Follow TCP Stream
1357 243.859213 .0.2.15
1358 243.062319 .245.217. 10
Kopaita 1359 243.062330 .0.2.15 63.245.217
1360 245.831542 .0.2.15 63.245.21]
1361 245.831698 .245.217.20 10.0.2.15| COBY
1362 246.056418 .245.217.20 10.8.2.15
0.2,

Decode As...
f Print...
212.188.7.  Show Packet in New Window

1367 256.169836 212.188.7.123 10.0.2.15 TP ntt E
i 1368 256.169869 10.9.2.15 212.188.7.123 TCP 599([-
@ u | [
[ Frame 1366 (60 bytes on wire, 60 bytes captured)
b Ethernet IT, Src: RealtekU 12:35:02 (52:54:00:12:35:02), Dst: CadmusCo fb:12:96 (08:00:
a i D]
0660 68 68 27 fb 12 96 52 54 06 12 35 02 03 08 45 00 ) .. .E. 1=
0010 00 28 02 ed 00 00 40 06 8f 9d d4 bc 87 7b 0a €0 i ‘

=
=

3%2@ 02 Of 00 50 ea 03 01 ¢5 64 ae 47 52 dc be 50 10
0030 ff ff 52 b6 60 60 60 86 0O 60 60 69

(O etho: <live capture in progress> Fi.... Packets: 1368 Displayed: 1368 Ma... - Profile: Default

Pucynoxk 165 - ®unbrpanus makeToB

B pesynbrare nmomydnm OkHO, Kak Ha puc. 166, ¢ oTHUIBTPOBAaHHBIMYU ITAKETAMHU.

Capturing from eth0 - Wireshark e

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B oo e @ o AT e v

IFther: |[ip.addr eq 212.188.7.123 and ip.addr eq 10.0.2.15 | v H Egpression...“CIea[“App!y |
No. . Time Source Destination Protocol | Info| (4]
802 236.532383 18.8.2.15 212.188.7.123 TCP 539
804 236.561278 18.8.2.15 212.188.7.123 HTTP GET
805 236.561490 212.188.7.123 10.08.2.15 TCP htt
808 236.577685 212.188.7.123 16.8:.2.15 HTTP HTTI
815 236.617464 18.8.2.15 212.188.7.123 TCP 599¢
902 236.753887 10182515 212.188.7.123 HTTP GET
903 236.753956 212.188.7.123 10.08.2.15 TCP htt
1053 237.009141 212.188.7.123 18852515 HTTP HTT
1054 237.009154 18.8.2.15 212.188.7.123 TCP 5991
1365 256.153286 10.0.2.15 212.188.7.123 TCP 599(—
1367 256.169836 212.188.7.123 16.0.2.15 TCP htty|
1368 256.169869 18.8.2.15 212.188.7.123 TCP 599q:
[ m - [ )
> Frame 1366 (60 bytes on wire, 60 bytes captured) :
P Ethernet II, Src: RealteklU 12:35:02 (52:54:00:12:35:02), Dst: CadmusCo fb:12:96 (BB:BG:Z'E
al w . | [2]
iﬁﬁ@@ 88 00 27 fb 12 96 52 54 @@ 12 35 02 08 00 45 @0 Gt RT ey (4]
5001@ 80 28 02 ed 00 @0 40 86 B8f 9d d4 bc 07 7b @a @0 el S fii 55
0028 @2 8f 88 50 ea 03 01 ¢5 64 ae 47 52 dc be 50 10 ...P.... d.GR..P. L
5003@ ff ff 52 b6 00 @0 60 66 88 80 00 60 Y T =

() eth0: <live capture in progress=> Fi...  Packets: 1368 Displayed: 61 Mark... = Profile: Default

Pucynoxk 166 - PesynbTraT dunsrpamnuu mo IP
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Jlyist TOro,uTO00BI HAWTH TIAKET CPeay OOIIero CIUCKa, HYy)KHO BBIOpaTh MyHKT MeHIo "Edit-
>Find Packet..." (puc. 167). BwiOpats npeamer mnowmcka: mnokaszath (uibtp (Display filter),

mecTHaanatupuaHoe 3Hadenue (Hex value) mim crpoka (String) u yka3zatb cam QuibTp.

1 Wireshark: Find Packet S e
Find
By: @ Display filter C© Hex value O String
|. Filter: | [| ]
Search In String Options Direction
|:_:| up
@ Down
()
| Cnpaeka ' OIMEHWTh |[ Haitu

Pucynox 167 - TlapameTpbl moncka nakera

Wireshark nmpenocTaBisieT BO3SMOKHOCTb COXPaHATh (pailiIbl JaHHBIX HA KECTKUN TUCK. J{is
3TOTO HEOOXOJAMMO B TJIABHOM MEHIO Mporpammbl BeIOpath "File->Export" u BapuaHT coxpaHeHHs
naHHbIX (puc. 168). Hanpumep, eciiu mpoaomxuthk coxpanenue oobexta HTTP - "Objects->HTTP",
TO MOXXHO COXPaHUTHh OOBEKTHI, HalieHHbIe B VIHTepHeTe, BbIOpaB B nosiBuBIuemcs crucke "HTTP

object list" HeoOXoauMBbIi (aitn u HaxkaB "Save As'", COXpaHUTh Ha JIUCK.

o &

Cpa, 12 ®es, 19:23  root

G; MpunoxeHns Mepexon CucTema w & z

A m Capturing from eth0 - Wireshark
KoMnbioTep, Edit view Go Capture Analyze Statistics Telephony Tools Help

=

JBMALIHAAIER!

MI0/Ib30EATENA I P —— o
Source Destination

10.0.2.15 63.245.217.105

63.245.217.105 18.8.2.15

10.0.2.15 63.245.217.105

10.0.2.15 63.245.217.20

| 63.245.217.20 10.0.2.15

I as "Plain Text" file...

|

|

|

|~ |[Expression...|

{ —

Kopawra e

B as "PostScript” file...

rint...

i as "CSV" (Comma Separated Values packet summary) file...
Quit as "C Arrays" (packet bytes) file...

| TIso/ 250, 109830
as XML - "PSML" (packet summary) file...

as XML - "PDML" (packet details) file...

P Frame 26 fﬁbytes on wire,
Pk Ethernet II, Src: Cadmus(ﬁu_ﬂi

B

0800 52 54 60 12 35 62 68 0@ 27 fb 12 96 08 00 45 @0 RT..5...
0816 00 70 e7 39 40 60 40 06 ec 79 Ga 00 02 Of d4 le .p.9@.Q.
0026 86 a7 aa 35 80 50 8c da ab 85 0O 03 e8 02 50 18 5

0030 39 08 67 37 00 00 47 45 54 20 2f 63 67 69 2d 62 9.7..GE T /cgi-b
O etho: <live capture in progress> Fi... Packets: 1369 Displayed: 1369 Ma... = Profile: Default

Pucynok 168 - Dkcriopt B daiin
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[Iporpamma o6iagaet 60IBIIMM HAOOPOM BBIBOJA CTATUCTUYECKUX JTAHHBIX O 3aXBAYCHHBIX
nakerax cooOuieHuit. Tak MOXKHO BBIBECTH OOIYI0 TabJIUIly HepapXUH MPOTOKOJIOB MPHU MOMOIIU

MyHKTa r1aBHOTrO MeHIo "Statistics>Protocol Hierarchy" (puc. 169).

Wireshark: Protocol Hierarchy Statistics

Display filter: none

Protocol % Packets Packets | Bytes Mbit/s End Packets  End Bytes End Mbit/s
= I
~ Ethemet ] 1370 605505 0,005 o [} 0,000
= Intemnet Protocol ] 1364 605181 0,005 0o [} 0,000
= User Datagram Protocol I 547 % 75 14760 0,000 1] o 0,000
Bootstrap Protocol 0,29 % 4 1864 0,000 4 1864 0,000
Domain Name Service ] 518 % 71 12896 0,000 1 12896 0,000
Intermet Group Management Protocol | 0,15 % 2 108 0,000 2 108 0,000
~ Transmission Control Protocol 1287 590313 0,005 1250 571189 0,004
= Hypertext Transfer Protocol ‘ 2,70 % 37 19124 0,000 19 7519 0,000
Line-based text data 0,73 % 10 7521 0,000 10 7521 0,000
Portable Network Graphics 0,36 % 5 3370 0,000 5 3370 0,000
Compuserve GIF | 0,07 % 1 459 0,000 1 459 0,000
Media Type | 0,15 % 2 255 0,000 2 255 0,000
Address Resolution Protocol | 0,44 % 6 324 0,000 6 324 0,000
k
Cripaeka | | 3akpoTs

Pucynok 169 - O6mas tabnuia nepapxuu NpoToKoJIOB

JUis HarIsIIHOTO TPECTaBICHUS PE3YJIbTAaTOB BBHIMOJIHEHUS 3aXBaTa IAKETOB M COOPKH
KaJpoB B IIporpaMMe MMEETCs BO3MOXKHOCTh OTOOpaskeHUs JaHHOM MH(pOpMAIMK B BUJE Tpaduka
nepefayd MakeToB B €AMHMIYY BpeMeHH. s oroOpaxeHuss AaHHOrO rpaduka HEoOXOIUMO
BOCIIOJIb30BaThCs IIYHKTOM TJIaBHOrO MeHIo "Statistics>IO Graphs".

Bonee moapobuyto nHbopMaIno o BO3MOKHOCTIX nporpammbl Wireshark MoxHO HaiiTh Ha

ee ouuaILHOM CaiTe.
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8 3AIIUTA CPEJABI BUPTYAJIN3ALIUN

8.1 OcuHoBHEBIE cBeIeHUA

CpenctBa 3amuthl cpensl Bupryanm3anuun MCBCdepa 6.3 CepBep  IpemoCTaBIsIOT

CJICOAYIOIUC BO3MOXKHOCTH:

uaeHTU(UKAIUMSA U ayTeHTH(UKAIKUSI CYOBEKTOB JOCTYyNa U OOBEKTOB JIOCTYIMa B
BUPTYaJIbHON MHPPACTPYKTYPE;

yIpaBJICHUE JOCTYNIOM CYOBEKTOB JIOCTyma K OOBEKTaM JOCTyNa B BUPTYaIbHOMN
UHPPACTPYKTYpPE, B TOM YUCIIC BHYTPU BUPTYaAJIbHBIX MAIIHH;

perucTpamus CoOObITHI 0€30MaCHOCTH B BUPTYaIbHON HH(MPACTPYKTYPE;

yIpaBJIeHUE TMOTOKaMH HH(OpManuu MeXIy KOMIIOHEHTAMH BUPTYaIbHON
UHPPACTPYKTYPHI;

JIOBEpPECHHAs 3arpy3Ka CEpBEpOB BUPTYaJIH3alMH, BUPTYAJILHOW MAIIMHBI, CEPBEPOB
yIpaBJICHUS BUPTYyaIH3aIHCH;

yIpaBJICHUE TEPEMEIICHUEM BUPTYAJIbHBIX MallMH W 00padaThblBa€MbIX HAa HHX
JTAHHBIX;

KOHTPOJIb LIEJIOCTHOCTH BUPTYaAJIbHOW HHPPACTPYKTYPHI U €€ KOH(UTYpaLui;
pe3epBHOE  KONMUPOBAaHHWE JAaHHBIX, pE3EPBHPOBAHUE TEXHUYECKHX CPEJICTB,
IPOTpaMMHOr0 OOecCTeueHHs] BUPTYaJbHOW HH(PACTPYKTYpHI, a TaK K€ KaHaJOB
CBSI3U BHYTPU BUPTYaJIbHON MHPPACTPYKTYPHI;

peanu3anys ¥ yrpaBlieHHE 3alIUTOH OT BPEJOHOCHOTO IPOTPAaMMHOT0 00ecTIeYeHuUs
B BUPTYyaJIbHON HH(DpacTpyKType;

pa3OueHne BHUPTYAIbHOM WHQPPACTPYKTYpPHl Ha CETMEHTBl [uid 00paboTKU

nH(pOpMaIUK OTACIBHBIM TOJIb30BATENIEM U (MJIH) TPYIIION MOJTh30BaTENCH.

BrienepeurcieHHble  BO3MOKHOCTH  3alIUTBHl  CPEllbl BUPTYAIHU3AMH PEATU3YIOTCS C

NMOMOIIBIO CJICAYIOUIUX MPOTrPpaMMHBIX KOMIIOHCHT:

yTrimTa virsh;
YTHJIMTA qemu-img;
yrunura ls;

yTuiauTa iptables;
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— yrwinThl getfattr u setfattr;

— 1moxacucreMa sVirt;

— npuioxenue "Kondurypanus ayrentupukanum'.

8.2 ¥Yruaura virsh

VYmpaBinenve  BUPTyaJbHBIMHU

MallIuHaMH

nporpaMMHOM O6nbaroTeku (maketa) libvirt.

MOXET

OCYIICCTBIATHCA

VYcranoBka nakera libvirt ocyiecTsisiercs KOMaHIaMu B KOHCOJIH:

yum install libvirt

yum install libvirt-client

C TOMOIIBIO

s HOpManbHOUM paboThl libvirt HeoOXOoIUMO clenaTh CHMIMHK M TIepe3arpy3UThCs C

IIOMOIIBIO KOMaH/:

In -s /usr/libexec/qemu /usr/bin/gemu

reboot

3anyctuth cepBHC libvirt MOXKHO ¢ TTOMOIIIBIO KOMaH/IbI:

/etc/init.d/libvirtd start

CrenepupoBars xml-koHpur mns libvirt Ha ocHOBe ommui 3amycka gemu MOXKHO C

IIOMOILBIO CJIIEYIOLIEH KOMaH/IbI:

virsh domxml-from-native gemu-argv vm.sh > vm.xml

[Tpu aTOoM (aitn vim.sh MOKET UMETh BHI:

/usr/bin/gemu -monitor stdio -m 512

hda hda.qgcow2 -net

-vga cirrus

—localtime

-cdrom i.iso -

nic,vlan=0 , macaddr=DE:AD:BE:EF:00:00, model=e1000 -net

bridge,vlan=0 -boot d -name "gmachine"

[Tonyuennsrit vm.xml OyaeT uMeTh BU;

<domain type='gemu'>

<name>gmachine</name>

<uuid>4df7a085-2e89-0bed-9adf-52b4a84e85c0</uuid>

<memory unit='KiB'>524288</memory>

<currentMemory unit='KiB'>524288</currentMemory>

<vcpu placement='static'>1</vcpu>

<os>

<type arch='i686"'>hvm</type>

<boot dev='cdrom'/>

N3m.
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</os>
<features>
<acpi/>
</features>
<clock offset='localtime'/>
<on_poweroff>destroy</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>destroy</on_crash>
<devices>
<emulator>/usr/bin/gemu</emulator>
<disk type='file' device='cdrom'>
<source file='i.iso'/>
<target dev='hdc' bus='ide'/>
<readonly/>
<address type='drive' controller='0' bus='l' target='0"' unit='0"'/>
</disk>
<disk type='file' device='disk'>
<source file='hda.gcow2'/>
<target dev='hda' bus='ide'/>
<address type='drive' controller='0' bus='0' target='0"' unit='0"'/>
</disk>
<controller type='ide' index='0"'/>
<interface type='ethernet'>
<mac address='de:ad:be:ef:00:00'/>
<model type='el000'/>
</interface>
<input type='mouse' bus='ps2'/>
<graphics type='sdl'/>
<video>
<model type='cirrus' vram='9216"' heads='1l"'/>
</video>
<memballoon model='virtio'/>
</devices>

</domain>

CrenepupoBaTh KOMaHAy 3allyCKa BUPTYyaJIbHON MalllMHBI HANPAMYI0 MOXHO CJEAYIOUIEH
KOMaH/JI01:

virsh domxml-from-native gemu-argv vm.xml > vm.sh

Jlo6aBuTh Xml-KOH(UT BUPTYaJIbHON MAaIIMHBI B libvirt MO’KHO € TTOMOIIBIO KOMAH/IbI:

virsh define vm.xml

3anmyCTUTh IOMEH BUPTYaJIbHON MAIIMHBI MOKHO KOMaHI0M:

virsh start gmachine
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YHUYTOXHUTH JOMEH BUPTYaTbHOW MAITMHBI U CaMy BUPTYaIbHYIO MAITUHY COOTBETCTBEHHO
MO3KHO C ITOMOIIBIO OTIepaIUu:

virsh destroy gmachine

[IpocMOTpeTh AOCTYIHBIE TOMEHBI BUPTYAIbHBIX MAITMH MOXHO, BHITIOJTHUB KOMaH]TY:

virsh list --all

[TonydnTh CIUCOK 3aMyIIEHHBIX BUPTYATbHBIX MAIIMH MOKHO, BBITTOJIHUB KOMaH/Y:

virsh -c gemu:///system list

CocrosiHue BUPTYaIbHOM MAIIMHBI MOXET OBITh COXpaHEHO B (Daiflsl ¢ 1EIbI0 BO3MOYKHOTO
BOCCTAHOBJIEHMs] B JanbHeiimeM. [IpuBeneHHass KOMaHIa COXPAHHUT COCTOSIHHME BUPTYalbHOU
MamuHbl B ¢dala ¢ HWMEHeM, cojep)KalmuM aary, rae web_devel HyXHO 3aMEHUTh Ha
COOTBETCTBYIOIIEE Ha3BaHHWE BUPTyalbHOM MamuHbl, a web_devel-022708.state - Ha onucaTenbHOE
ums ¢aiina

virsh -c gemu:///system save web_devel web_devel-022708.state

CoxpaHeHHasi BUpTyaJibHasl MallliHA MOKET ObITh BOCCTAHOBJIEHA KOMaH/101:

virsh -c gemu:///system restore web_devel-022708.state

BBIKITIOUNTH BUPTYaJIbHYIO MAILIUHY:

virsh -c gemu:///system shutdown web_devel

YerpoiictBo CD-ROM MoxkeT ObITh TOJMOHTHPOBAHO K BUPTYaJIbHON MallIMHE CIIeIyromeit

KoMaHziou: virsh -c gemu:///system attach-disk web_devel /dev/cdrom /media/cdrom

8.3 ¥YrTuaura qemu-img

YTunura mnpenHasHaueHa nans mpeoOpazoBanus (opmaroB. C ee MOMOUIbIO CleIyeT
BBIMOJIHATE  (pOpMATHpOBaHHWE BHUPTYAIM3UPOBAHHBIX TOCTEBBIX CHCTEM, JOMOJHHUTEIHHBIX
YCTPOMCTB XPaHEHMS U CETEBBIX XPAHUJIHIL.

Co3natpk 006pa3bl BUpTYyanbHbIX MamuH QEMU M0kHO KOMaH[10i B KOHCOJIU:

gemu-img create -f qcow?2 -o preallocation=metadata /path/to/hdd.qcow2 20G

UtoOs1 mpeobpazoBaTh 06pa3 nucka QEMU u3 ogHoro dhopmata B Apyroi, BBEIEM KOMaHIY
B KOHCOJIb!

gemu-img convert —f cow cowimage.cow image.raw

Onuus info yrunutel gemu-img MO3BOJSET MOJYYUTHh CBEACHUS O JMCKOBOM 00pase,
npuMep KOMaH/Ibl:

gemu-img info —f cow cowimage.cow
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8.4 VYruaurtals

Bce (aiinel  00pa3oB BHUPTyalNbHBIX JUCKOB JJIi BHUPTYyaJbHBIX MAIIMH JIeXKaT B
/var/lib/libvirt/images (QEMU-o0pa3sl uam o0Opa3pl OT JAPYrUX CHUCTEM BHUPTyaIH3aIUH,
pabortaromux 1oy ympasieHueM libvirt). daiimaM MpUCBOCHBI METKH (ITOJI30BATENb: POJIL:THII):
system_u:object_r:virt_image_t, A IpOCMOTpa HYKHO BBECTH KOMaHJy B KOHCONH s -Z, kak Ha
puc. 170. Ha pucyHke BUIHBI IpaBa JocTyna K Qaiimam (-rw-r--r--) U BIAJEJel - CUCTEMHBIH

MOJIB30BaTENb (system_u).

[root@localhost imagesld ls -2
-rw-r--r--. gemu gemu system_u:object_rivirt_image_t:s@ vml.qcowd

-rW-r--r--. gemu gemu system_u:object_rivirt_image_t:s@ um2.qcoud
[root@localhost imagesld _

Pucynox 170 - IIpocMoTp MeTOK aiinos

8.5 ¥Yrtuaura iptables

IPTables - yrunura KOMaHIHOW CTPOKH, KOTOpas SIBISETCS CTaHIApTHBIM HHTepdeiicom
yIpaBiieHUs paboToi MexceTeBoro skpana (Opannmayspa) NETFilter.
BrixmounTs cinyx0y iptables MOKHO KOMaH/101 B KOHCOJIU:

/etc/init.d/iptables stop

[root@localhost "1 setcsinit.dsiptables stop
iptables: CépacheawTcs NpaBuna MEXCETEBOrD 3KpaHa: [

iptables: llenoykan naznavaerca noautHka ACCEPT: nat mangle [
iptables: Burpykawtca Hoaynu: [
[root@localhost 14

Pucynok 171 - Beikmouenue ciyx0sbl iptables

COpoc (ynaneHne) BceX MPaBWII M3 3aJIaHHOW IIETIOYKH, €CITM UMsI IIETIOYKH U TaOJIUIIB HE
YKa3bIBACTCA, TO YAAIAIOTCA BCC IpaBUJId BO BCCX LCIIOYKAX, BBIITOJIHACTCA KOMaH,Z[Oﬁ

iptables -F

Komanna iptables ucnonb3yercsi ¢ Habopom kiroueid. Kimrou -A no0aBiisieT HOBOE MPaBUIIO B
KOHEI[ 3aJIaHHOM IIeTIOYKH, KIII0Y -t YKa3bIBAaeT Ha MCIOJb3YEeMYIO TaOJuUIly, KII0Y -0 3aJ1aeT UMs
BBIXOJHOTO MHTepdelica, KoY -j yKa3bIBaeT ACHCTBHE HaJ MakeToM, Kirod -I BcTaBiseT HOBOE
MPAaBUIIO B IETIOYKY, KJIIOY -1 YKa3bIBae€T MHTEPPEIC, C KOTOPOro ObLI MOJNYYEH IMAKeT, KIY -m

3arpyaeT pacllUpeHMs], KJIIoU --state IMpOBEpsieT NMPHU3HAK COCTOSHUA coeauHeHus. IIpumepom
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UCIIOJIb30BAaHUS 3TUX KIIIOYEH Ui HAacTpoWKH iptables Ha host-cucreme MOXeT OBITh CIEAYIOIIMI
Ha0bOp KOMaHI:

iptables -t nat -A POSTROUTING -o wlan0 -j MASQUERADE

iptables - FORWARD 1 -i tap0 -j ACCEPT

iptables - FORWARD 1 -o tap0 -m state --state RELATED,ESTABLISHED -j ACCEPT

Hactpoiika iptables Ha host-cucreme, 4ToObI host cTan MUTFO30M BO BHEIIHIOK CETh JUIS

BUPTYaJIbHOI MAIIMHBI, BHIIIOJIHAETCS KOMaH1aMu B KOHCoJH (puc. 172):

[rootPlocalhost “1# echo 1 > s/procssyssnetsipuvdsip_forward
[rootRlocalhost “1# iptables -F

[rootPlocalhost “1# iptables -t wat -A POSTROUTING -o ethl4 -j MASQUERADE
[rootRlocalhost “1# iptables -1 FORWARD 1 -i tapB -j ACCEPT

[root@localhost "1# iptables -1 FORWARD 1 -o tapB -m state --state RELATED,ESTAB
LISHED -j ACCEPT
[rootPlocalhost 1#

Pucynok 172 - Hacrpoiika iptables Ha host-cucreme

8.6 Yrtuaura ip

YTunuta ip mo3BoJI€T BBHITTOITHATh HACTPOUKY CETEBON MOJACHCTEMBI.

JlJiss BBITIONIHEHUS KAKOH-TMOO Omepalnuy TOoCcie KOMaHABI ip yKa3bIBaeTcsl OOBEKT H
KoMaH/1a (BO3MOXKHO C apryMeHTaMHu ), KOTopasi JI0OJDKHA OBITh BRIIOJTHEHA JJII TOTO 00BEKTA.

B xauectBe 00BEKTOB MOXXHO YyKa3biBaTh 3HaueHHs link, addr (ampeca cereBbIX
uHTepdericoB), route (MapmpyThl), rule (mpaBuia), neigh, ntable, tunnel (tonnenun), maddr, mroute,
monitor, Xfrm. BMecTo moiaHOro uMeHn 0ObEKTa MOKHO YKa3bIBaTh TOJBKO IEPBBIE OYKBBI, €CIIH

9TO HEC BbI3bIBACT HCOAHO3HAYHOCTD.

BBINOTHUTE TPOCMOTP CIIMCKA JOCTYIHBIX CETEBBIX KapT MOKHO KOMaHJIOW B KOHCOJH ip

addr (puc. 173).

[root@localhost 14 ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback BB:B0:HA6:688:80:00 brd BO:00:00:808:00:08
inet 127.8.8.1-8 scope host lo
inet6 ::1-/128 scope host
valid_1ft forever preferred_Ift forever
: ethlb: <BROADCAST,MULTICAST> mtu 1588 gdisc woop state DOWN glen
linksether de:ad:cb:Bf:15:8a brd ff:ff:ff:ff:FFf:FF
: ethl4: <BROADCAST,MULTICAST> mtu 1588 gdisc woop state DOWN glen
linksether de:ad:71:8f:15:14 brd ff:ff:ff:FFf:FFf:FF
¢ virbr#: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc nogqueue

linksether 52:54:80:45:83:7f brd ff:ff:ff:ff:fFf:FF
inet 192.168.122.1-24 brd 192.168.122.255 scope global virbr@
¢ virbrB-nic: <BROADCAST,MULTICAST> mtu 1588 gdisc noop state DOWN glen 588
linksether 52:54:80:45:83:7f brd ff:ff:ff:ff:fFf:FF
[root@localhost ™ 1#

Pucynok 173 - [IpocMoTp criucka JOCTYIHBIX CETEBBIX KapT
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BricraButs IP-agpec cereBoil kapre, KOTOpas MOAKIOYEHA K BHEIIHEH CETH, W 3aJaThb
MapuipyT LLI03a [0 YMOJYaHHUIO ISl BCEX CETEBBIX YCTPOWCTB B CHUCTEME MOXKHO C MOMOUIBIO
KOMaH/]1 B KOHCOJIU:

ip addr add 192.168.10.211/24 broadcast 192.168.10.255 dev ethO

ip link set ethO up

ip route add via 192.168.10.1 dev ethO metric 4

[root@localhost 14
[root@localhost "1# ip addr add 192.168.18.211,24 broadcast 192.168.10.255 dev e
th14

[rootBlocalhost "1# ip link set ethld up
[rootBlocalhost "1# ip route add via 192.168.18.1 dev ethl4 metric 4
[rootPlocalhost "1# _

Pucynok 174 - Hactpolika ceTeBoil KapThl U MaplIpyTa IIII03a

8.7 ¥Yrtuaurs getfattr u setfattr

getfattr u setfattr - HaGop yTWIHMT miis paObOTHI C PACIIMPEHHBIMU aTPUOYTaMU OOBEKTOB
¢aiinoBoii cucTEMBI.

BeImomHUTE 3KCHOPT aTpuOyTOB OT Bcex (haliioB, pACMOJIIOKEHHBIX B JUPEKTOPHH
(pPEKypCHUBHO) B OTAEIBHBIN (Daifsl MOKHO C TTIOMOIIBIO CICTYIOIINX KOMAH]I:

getfattr -Rd -m "-*" testfile > ../xattr_dump

cat ../xattr_dump

BbImoaHuTh UMNIOPT aTprOyTOB U3 JaMIia MOXKHO C IOMOIIbIO KOMaH/IbI:

setfattr —restore=./xattr_dump

8.8 Iloacucrema sVirt

C nenpio MUHIMH3AIUK PUCKOB 0€30MaCHOCTH, CBSI3aHHBIX C UCTIOIb30BAHUEM ITOJACUCTEMBI
Bupryanmzainuu, MCBCdepa 6.3 CepBep comepxut noacucreMy sVirt. [Ipoekt sVirt 6azupyercs
Ha SELinux, m oOecrmeunBaeT BO3MOXXHOCTh HACTPOWKH JIOCTYNa BHPTYAJIbHBIX MAIIMH K
pasgenseMbIM pecypcaM. sVirt oOecrieuMBaeT CO3/laHHE YHMKAJIbHOTO OTPAaHUYEHHOTO TOMEHa,
KOTOPOMY 3allpemieHo oOmarbcs ¢ JIpyrMMU JOMEHaMHu, mnocpenctBoM mnojacuctem SELinux.
Hcnonp3oBaHre OrpaHUYEHHOrO JIOMEHA IMO3BOJISIET M30JUpPOBATh Mpouecchl rocreBoil OC ot
BO3MOKHOCTH JOCTymna K Ipyrum rocreBbiM OC uinm k poautensekoit OC.

IToncucrema sVirt ucnonszyer MAC 111 BUpPTyaldbHBIX MallMH W HHTErpUpYETCS B

CYIIECTBYIOIIYIO CTPYKTYpy Oe3omacHocTH, o0ecnieunBaeMyto mojacucremoit SELinux. OcHoBHOU
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nenbto sVirt sBisiercd 3amura Xxocta U rocteBblx OC OT arak ¢ MCHOJB30BaHUEM YA3BUMOCTEN
runepBusopa. sVirt pacimupsier Bo3moxkHoctd SELinux, paccmaTtpuBas Kaxayro rocteByro OC kak
MIPOIIECC, YTO TMO3BOJIIET MCIOIL30BaTh NIl HUX moiauTuku SELinux mpu HacTpoiike mocTymna K
pecypcam.
JUis HacTpOWKM TOJACHUCTEMBl BUPTyalIM3alUuud C ucnoiap3oBaHueM sVirt u libvirt

onpenenensl Guarn SELinux, npuBeaeHHbIC B Ta0. 2.

Tabmuua 2. @naru SELinux g BUupTyanu3aniu

®nar SELinux Ommcanne
virt_use_comm Pazpemaer ncnonpzoBate COMM-niopT
virt_use_fusefs Pazpemaer HCIIOIb30BaTh daiinsl,

IIPUMOHTUPOBaHHBbIE ¢ ucnoiab3oBaHueM FUSE

virt_use_nfs Pazpemaer ynpasnenane NFS

virt_use_samba Pazpemaer ynpasnenne CIFS

virt_use_sanlock Pazpemaer rocreBoit OC B3auMOAEICTBOBATH C
sanlock

virt_use_sysfs Pazpemaer nacrpausars PCI-ycTpoiicTB

virt_use_usb Pazpemaer ucnonp3zoBanre USB-ycTpoiicTB

virt_use_xserver Pazpemaer B3aumopeiicteue ¢ X Window
System

[Togo6HO apyrum cepBucam, 3ammimaembiM SELinux, sVirt ucmoib3yeTr MeXaHHU3MBI,
OCHOBaHHBIE Ha TMpoIleccaX, HAa3HAUYEHHBIX METKAaX W TpaBax. MeETKH U TpaBa K pecypcam,
UCTIONIB3YEMBIM BHUPTYaJIbHOM MAIMHOM, Ha3HAYaloTCsd [UHAMUYECKH, a TaKXke, B cllydae
HEOOXOAMMOCTH, MOTYT Ha3HAYaThCAd QJAMHHHCTPATOPOM CTaTHYECKH. JIMHAMUYECKUN THIT
6e3zonmacHoctT  SELinux wucmosp3yercss MO YMOJYaHMIO W TpeamnuchiBaeT libvirt BeIOMpaTh
YHHUKAJIBHYIO METKY JIJIsl Tiporiecca u obpa3za rocteBoit OC, obecriedrBas OTHYIO €€ U3OJISIIHIO.

Beibop Tuma Ha3zHaYeHHWS METOK (JIMHAMUYECKUN WM CTaTHYECKUH) MOXKET OBITh

BBIINOJIHEH, HAIIPUMEp, C TOMOLIBI0 MEHEIKEPA BUPTYAJIbHBIX MAIIUH IpH co3gaHuu rocresoit OC.
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test_ vm BUpTyanbHas MallvHa

OCHOBHbIE NapaMeTpbl

©aiin BupTyansHas MawwuHa Bua OTNpasuTb KOMBMHALIMIO KNaBULL

HassaHme: |[test.vm

UuID:
CocTosHWe: ™ BolknioyeHa

OonucaHwe:

MonpobHee o runepeusope
runepensop: kvm
ApXUTEKTypa: x86_64
3mynatop: fusr/libexec/gemu-kvm
Operating System
XocT: unknown
Product name: unknown

b Applications
[ HacTpoiKK MalLWHBI

7 Be30nacHocTb
Mopens: selinux
Tan: O Aunamasecknin @)

0

@ |CTaTu4ecKuin

6a3faac5-6c93-8d03-a360-12b2b55b5221

MeTka: [system_uzsystem_r:svirt_t:sozc300,c686 l

| OIMeHMTb | | MpuMeHHTs |

Pucynok 175 — Hactpolika BUpTyanbHON MaIIMHbI

8.9 IIpunoxenne "Konpurypauus ayrenrupuxkanuu'’

JlJi1 HaCTPOMKM MEXaHU3MOB 3aLIUTHl UACHTU(PUKAIIMY U ayTeHTU(UKALIMK TOJIb30BaTeIeH
B Cpele BHUPTyaJM3allMu TpeaHazHaueHo mnpuioxkeHne «Koudurypanus ayreHTHUKAIUT,
KOTOpOE 3aIlyCKaeTCsl U3 MEHIO CHCTEMBI, YCTAHOBJIEHHON Ha BUPTyaJbHOM MainHe, «Cucrema—
>A IMUHUCTPpUPOBaHUE—>A yTEHTU(DHUKAIIAS» U JOCTYITHO TOJBKO B PEeKUME aJMHUHHCTpaTropa. Bo
BKIIanKe «MaeHTudukanus W ayreHTU(UKANMS» JaHHOTO TPHUIOKEHUS HYXHO BBIOpaTh, Kak

JOJDKHA BBIITOJIHATHCA ayTeHTI/I(bI/IKaI_II/IH I10JIb30BaTeICH. COOTBGTCTByIOH_IGG OIMMUCAHUC NPUBCACHO

B nozpaszeine 3.2.
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9 OUJIbTPAIIMA HAKETOB U MEXKCETEBOE DOKPAHUPOBAHMUE

9.1 OcHoBHBIE CBeICHHUA

B MCBCdepa 6.3 CepBep (puibTpaiusi CETEBBIX TAKETOB peajn30BaHa Kak Ha YPOBHE siipa
OTIEPAIIMOHHON CHCTEMBI, TaK U Ha YPOBHE MPHIIOKEHU MOJIb30BaTEl.

CpenctBa (QuibTpallil TAKETOB W MEXKCETEBOTO JKPAHUPOBAHHS TPEIOCTABISIOT
CJIEIyIOIINE BO3MOKHOCTH:

— T1peobpazoBaHUE CETEBBIX AIPECOB, CKPHITHE MOJCETH BHYTPEHHEH CETH 3a OJHHUM
WIM HECKOJBKMMM BHEIHMMH [P-ampecamm ¢ noaMEHOW HCTOYHMKAa BO BCEX
3arpocax;

— ¢uibTpanus NPUXOMSAIIMX OT KIMEHTOB 3alpOCOB ONPEICIIEHHOTO THUMA WIH
NpPOTOKOJIa, HAa  OCHOBaHMM  Habopa  3amporpaMMHUpOBAHHBIX  IMPaBUII
aAIMHHHCTPATOPOM;

— (upTpanus nmakeToB uepes noacuctemy sapa Netfilter;

— ¢unbTpanus AOCTYIA K 3aBEI0MO HE3aIUIIEHHBIM CITyK0aMm;

— KOHTPOJIb JOCTYIA K y3JIaM CETH;

— BeJCHHE yuéTa MCIOIb30BaHUs JOCTyIa B IHTEpHET OTAENBHBIMU Y3JIaMU CETH;

— perJIaMeHTHPOBaHUE MOPSIKA JOCTYIA K CETH;

— 3¢ ¢eKTUBHOE YIPaBICHNUE UCTIOIL30BAHUEM PECYPCOB B CETH.

BrlimenepeuncieHHbIe BO3MOXHOCTH (DUITBTPALIUN MTAKETOB U MEKCETEBOT'O SKPaHUPOBAHUS
pean3yroTcs ¢ TOMOIIBIO CIEAYIOMUX MPOTPAMMHBIX KOMIIOHEHT:

— npunoxenue "Hacrpoiika Kickstart";

— noxacucrema Netfilter;

— npuioxkenue "HacTpolika MexceTeBoro sKpaHa';

— yrwiumra iptables;

— yrwiunra iptables-save;

— yrwinTa iptables-restore;

— yruiura ipbtables;

— yrunura ebtables.
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9.2 Ilpunaoxenne '"Hacrpoiika Kickstart"

IIporpamma "Hactpoiika Kickstart", kotopas BbI3pIBaeTCsi u3 MeHIO [lpunokenus-
>Cuctemubie-> Kickstart", mo3Bonut co3mate HacTporku B ¢aine kickstart ays 6panamayispa Ha

BkJazike "Hactpoiika Opanamayspa” (puc. 176), ucrions3ys rpadudeckuii uHTepdeiic.

1) HacTpoika Kickstart T[] W
@ainn Cnpaeka

OCHOBHBIE HACTPOHKK HacTpo#ka Bpanamayapa

MeToa yCTaHoBKM SELinux: | AKTUBHO & |
MapameTpbl 3arpy34nka
VIHpOpMaLIMs 0 pasaenax YpOBEHb 3alUUTBI: [BKmoquTb GpaHaomMaysp & I

HacTpoika ceTu

JloBepeHHEIe Cnyxbbi:
AyTEHTUPUKALMS [ WWW [HTTP)

O F1P

[1 SSH

[ Telnet

[ Mail (SMTP)

HacTpoiika aucnnes
Bobibop naketos
CueHapuii 0 YCTaHOBKM

CueHapwit Nocne yCTaHoBKMN [ipyrue nopTbi (1029:tcp):

Pucynox 176 - Bnanka "Hactpoiika Opanamayaspa”,

npuioxxkenus "Hacrpolika Kickstart"

[Tapamerp "SELinux". Xotsa xoudurypanus SELinux He 3ama€rcsi B 3TOW mporpamme,
kickstart mo3Bomsier 3amath 3HadueHus SELinux, kak "AxktuBHO", "Pexxum mpemynpexaeHuii",
"OtxmoueHo". [TogpoOHee o monutuke Selinux u ee pexxuMax HamucaHo B paznenax 4.5 u 4.6.

[TapameTtp "YpoBens 3aumtsl". Ecnu BeIOpan BapuanT "OTKIIOYMTE Opanamaysp', cucreMa
OTKPBIBAET MOJIHBIM JOCTYM K JIIOOBIM aKTUBHBIM cIyk0aMm U moptaMm. Hukakue moikiarodeHus K
CHUCTEME HE OTKJIOHSIOTCS W He 3ampemniatorcs. BapuwanTt "BrmounTts OpanmMays’p' MO3BOJISIET
OTKJIOHSITh BXOJSIIME MOAKIIOYEHUS, KPOME TEX, YTO OTBEYAIOT HAa HCXOMSIIME 3alpoChl, Kak,
Hanpumep, otBeTsl DNS ninn DHCP.

[Tapamerp "JloBepeHHbIe CIyXObI". B chnmcke NOKa3bIBAIOTCS YCTPOWCTBA, C KOTOPBIX
cuctema Oyzaer mpuHuUMaTh coenuHeHus. Hampumep, ecnu ethl mosnydaer naHHblEe TOJBKO OT

BHYTPCHHUX KOMIIBIOTCPOB, BO3MOXHO, BBl 3aXOTUTC paspCliuTh IMMOAKIOYCHUA C O3TOI0
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ycrpoiictBa. Ecin ciyx0a ormedeHa B crmcke "JloBepeHHBIE CIIy:KOBI", cUCTeMa MPUHUMAET U
00pabaThIBacT MOJIKIIOUYCHHS K ATOU CITyK0e.

[Tapamerp "dpyrue mopthl”. B TEKCTOBOM IM0OJIE MOKHO MEPEYUCIUTH JONOJHUTEIbHBIC
HOPTHI, KOTOpBIE CJEAyeT OTKPBITh Uil yHAIEHHOro JocTymna, B ¢Gopmare "port:protocol".
Hanpumep, uto6s paspemmts IMAP-goctyn wepe3 Opanamaysp, ykaxkute "imap:tcp”. Wim
YK@KUTE YHCIIOBON HOMEp TMOpTa, HAIPUMEpP, YTOOBI MPOMYCTUTh depe3 Opanamay’p UDP-makeTs

B riopt 1234, BBenute 1234:udp. UToOBI yKa3aTh HECKOJIBKO MOPTOB, Pa3ICIUTE UX 3aIATHIMHU.

9.3 TIloacucrema Netfilter

[Toncucremoilr sapa ONEPAalMOHHONW CHUCTEMBI, peanu3yromeil (UIbTPalHI0 CEeTEBBIX
naketoB, siBisgeTcsa Netfilter. B cucteme Netfilter makeTsl mporryckaroTcst uepes nenodku. [lemouka
ABIISIETCS. YHNOPSJOYEHHBIM CIUCKOM MpaBmil. Kaxmoe mpaBuiao MOXKET COAEpKaTb KPUTEPUU H
nercrteue win nepexona. Korga maker mpoxoauT yepes uenouky, cucrema Netfilter mo ouepeaun
MIPOBEPSIET, COOTBETCTBYET JIM MAKET BCEM KPUTEPHUSIM OYEPEIHOIrO MpaBWia, M €CIU TaK, TO
BBIMOJHAET nAelicTBue. Ecnu kpuTepueB B mHpaBuiie HET, TO JACWCTBHE BBIMOJHSAETCS IJIA BCEX
MAKeTOB, MPOXOJALIMX Yepe3 NpaBuio. BapuaHTOB BO3MOXKHBIX KpPUTEPUEB OYE€Hb MHOTO.
CranpaptHsble neiictBus nocrynssle Bo Beex nenodkax: ACCEPT (mponyctuts), DROP (ynanuts),
QUEUE (nepenate Ha ananu3 BHemHed nporpamme) u RETURN (BepHyTs Ha aHanu3 B
NPEABIAYIIYIO LETOYKY).

Cy1iecTByeT MITh TUIIOB CTAaHJAPTHBIX [ENOYEK, BCTPOSHHBIX B CUCTEMY:

— PREROUTING - qyist u3Ha4aabHOM 00pabOTKU BXOISIINX MAKETOB;

— INPUT - g BXOIAIIMX NAKETOB, AJPECOBAHHBIX HEMOCPEACTBEHHO JIOKAJIBHOMY

npoueccy (KJIUEHTY WIH CEPBEPY);

— FORWARD - 18 BXOASIIMX  IaKeTOB, IIEPEHANPABIECHHBIX Ha  BBIXOJ
(mepenanpabisieMple  TakeTbl npoxomaT cHadana 1enb PREROUTING, 3arem
FORWARD u POSTROUTING);

— OUTPUT - nns makeToB, reHEpUPYEMBIX JIOKATbHBIMU MPOLIECCAMU;

— POSTROUTING - mj1s1 OKOHUaTEIbHOW 00pab0TKH UCXO/ISIINX MTAKETOB.

C momommp0 YTHIUTHI iptables ypoBHS TMOJIB30BaTEeNsl MOXKHO CO3/1aBaTh COOCTBEHHBIC

OCIIOYKH.
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[lenouku opraHU30BaHHBI B YETHIPE TAOIUIIBIL:

— raw — TMpocMaTpuUBaeTcsl N0 MepeJadyd IaKeTa CHUCTeME ONpPENeNICHUs COCTOSHHI.
Hcnons3yercss penko, Hampumep, s MapKUpPOBKHM IAaKeToB, KoTropele HE nomxHEI
o0pabaThIBaThCSl CHCTEMOM OmpeneneHus CcocTosHui. Jlimst sToro B  mpaBuiie
ykazbiBaetcs aericteBue NOTRACK. Conepxut nenouku PREROUTING u OUTPUT;

— mangle — comepxut npaBmia Moaudukanuu (00sMHO 3arojoBka) IP-makeroB. Cpenu
npoyero, noaaepxkusaet aeructeus TTL, TOS 1 MARK (s uzmenenus noneid TTL u
TOS u 11 U3MeHeHus: MapKepoB nakeTa). JlaHHyio TabImuIly CleyeT HCIIOJIb30BaTh C
OCTOPOKHOCTBI0. COIEPKUT BCE MATh CTAHJAPTHBIX IIEMOYEK;

— nat — MPOCMATPUBAET TOJBKO IAKEThI, CO3/AIOIIHE€ HOBOE COEIMHEHHE COIJIACHO
cuctreme onpeaeneHus cocrtossHui. IlogmepxkuBaer neiictBus DNAT, SNAT,
MASQUERADE, REDIRECT. Copepxur nenouku PREROUTING, OUTPUT u
POSTROUTING;

— filter — ocHOBHasI TaONHIIA,MCTIONB3YETCSA IO YMOJYAHUIO, €CIIM Ha3BaHUE TAOJIHUIBI HE
ykazaHo. Conepxut nenouku INPUT, FORWARD u OUTPUT.

[lenouku ¢ OIMHAKOBLIM HAa3BAaHUEM, HO HAXOMAIINECS B PA3HBIX TAOIUIAX — COBEPIICHHO
HezaBucuMble 00bekThl. Hampumep, raw PREROUTING u mangle PREROUTING o006b14HO
cojepxaT pasHblid HaOop mpaBwil. [lakeTsl cHavana nmpoxoasaT uepes nenouky raw PREROUTING,
a norom uepe3 mangle PREROUTING.

Baxnoit wacteto Netfilter sABIAIOTCS MeXaHU3M OIpEAEIEHUS COCTOSIHMM M CcUCTEMa
TPaCCUPOBKM coeAuHeHWW (state machine, connection tracking), TpW TIOMOIIA KOTOPBIX
peanm3yeTcsi MEKCETeBOM 2KpaH Ha ceaHcoBOoM ypoBHe (stateful firewall). Cucrema mo3BomsieT
ONpPENIETUTh, K KAaKOMY COEIUHEHUIO WM CEaHCYy MPUHAJICKHUT MakeT. MexaHus3M orpeaesieHus
COCTOSIHUHM aHAJIM3UPYET BCE MaKeThl KpoMme Tex, KoTopble Obutn momedensl NOTRACK B Tabmimue
raw.

B cucreme Netfilter kaxaplii mTakeT, NPOXOIAIIMNA Yepe3 MEXaHU3M ONpeIeTICHUs
COCTOSIHHUM, MOKET UMETh OJJTHO U3 YETBIPEX BO3MOKHBIX COCTOSHHIA:

— NEW - maket otkpsiBaeT HOBbIH ceaHc. [Ipumep — maket TCP ¢ ¢marom SYN;

— ESTABLISHED - naker sBIsI€TCS 4aCThIO YK€ CYHIECTBYIOILIETO CEAHCA;

— RELATED - naket oTKpbIBa€T HOBBIM CEaHC, CBA3aHHBIN C YK€ OTKPBITBIM CEAHCOM;

— INVALID - Bce npo4ue NakeThl.
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B cocraB cucremsl Netfilter smpa OC BXOAAT ClIeTyrOITHE MOTYITH:

ip_tables — caepBon s mporokona IPv4. OGecneunBaer (uIbTpanuio MaKeTOB,
MOIU(DUKAINIO UX 3ar0JIOBKOB M TPAHCIISIIIMIO CETEBBIX apPECOB;

ip6_tables — ¢aepBon mns mpotokona IPv6. OGecrieunBaeT (QuIbTpalyio MaKeTOB H
MOIU(PUKAINIO UX 3ar0JIOBKOB;

arp_tables — ¢aepBon mis nporokonoB ARP u RARP. OGecnieunBaer GuibTpanuio u
MOAM(HUKAIUIO TTAaKETOB;

x_tables — Oskenn s ip_tables, ip6_tables u arp_tables. B atom Momyse onpeneneHs
OCHOBHBIE ONIepaIiy JUTst paboThI ¢ paepBOIaMU «TA0JIMIHO-IIETIOUETHOW» CTPYKTYPHI H
UX KOMIIOHEHTaMU;

ebtables — Ethernet-daepBon (npedukc eb ot Ethernet Bridge). B ortnuume ot Tpex
NEPEYHCICHHBIX BBIIIE (acpBOJIOB, pabOTAIOMIUX C MPOTOKOJIAMU CETEBOro U Ooiee
BBICOKUX YpOBHEHl, ebtables paboTaeT Ha KaHAIbHOM YpPOBHE, BBINOJIHSAS (DUIBTPAIMIO U
Moaudukanuio ethernet-kaapoB, MPOXOIANIMX YEpEe3 CETEBbIE MOCTBI, €CIM TAaKOBbIE

HUMCIOTCA Ha XOCTC.

s B3aumopeiictBus ¢ cuctemoil Netfilter nmpenHazHaueHbl CleQyIOLUUE MNPOrPAMMBI

YPOBHSI I10JIb30BaTEIIA:

Habopb! yTUIUT iptables u ip6tables;
npuiiokeHue system-config-firewall;

yTunuTa ebtables.

9.4 YTuaura iptables

VYTunura iptables nmpenHasHaueHa IJs YHOPaBJIEHHUS BCTPOEHHBIM B PO OIEpallMOHHOU

cucreMsbl paepBosioM potokoia IPv4. K ee 3amauam oTHOCATCS:

CO3/IaHUE U yJaJICHUE M0JIb30BATEIbCKUX I[EMOYEK;
YCTaHOBKA JIEHCTBUH MO YMOITYAHUIO JUISI 0A30BBIX IEMOYECK;

N00aBJICHHE U yAJICHUE TIPABWT,

YCTAaHOBKA U OOHYJIEHHWE CYECTYMKOB MTAKETOB U OAWT;

BBIBO/I LIETIOYEK W MPABUII, & TAKKE 3HAYCHUN CUETUYHKOB;

MPOBEPKA KOPPEKTHOCTU 3aJaHUsl MapaMeTpPOB, OMPEACIAIONINX padOTy KPUTEPHEB H

JIEUCTBUIA;
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—  BBIBOJ CIIPABKH I10 UCMOJIb30BAHUIO KPUTEPUEB U IEHCTBUH.

PaccmoTtpum mHTepdeiic yrunuThl iptables. UToOsl 3amycTuTh iptables Bpy4HYyIO, HYXHO
BBITIOJTHUTH CIEAYIONIYI0O KOMaHTY:

/sbin/service iptables restart

Urto0sl cityx0a 3amyckanach MpH 3arpy3Ke CUCTEMBbI, BBIIIOJIHUTE KOMaHY:

/sbin/chkconfig --level 345 iptables on

[Ipy BBI30BE YTWJIMTHI B KauecTBE MapaMeTpa YKa3bIBaeTCS KOMAaHJA, KOTOPYIO HYXKHO
BBIMOJIHUTh. OOBIYHO MOXHO yKa3aThb TOJBKO OJIHY KOMaHAy, HO ecThb HckioueHus. Komannmy
MOXXHO yKa3aTh OJHOW Oo0ibINOi OykBOW Wiau cioBoM. Ecnu mpu BbI3OBE 1000 KOMaHIBI HE
YKa3aHO Ha3BaHUE TaOJHWIbI, TO KOMaHAa BhImonHseTcs B Tabmuine filter. [Iporpamma mmeer
oapOOHYIO CIIPAaBKY, BBI3BIBAEMYIO KOMaH 101 man iptables.

1. BriBectu npaBuia (-L, --list) mist ykazaHHON TaOJIMIIBI U TIETTOYKH:

iptables [-t Tabnuna] -L [emouka] [mapameTpsi]

Ecnu nenouka He yka3zaHa, TO BBIBOJAUTCS CIIMCOK MPaBWII I KaKJ10M Lenoyku. Hanpumep,
JUTSL BBIBOJIA TIPABIJT U3 TAOJIUIIBI nat HEOOXOIMMO BHITIOTHUTH KOMaHTY:

iptables -t nat -n -L

2. YacTo ucnonb3yroTcs napameTpsl '-n" (s n30exanus MeaJIeHHbIX 3arpocoB DNS) u "-
v" (s BBIBOA OoJiee moipoOHOM nH(OpMAaLINN).

3. Komanay "-L" mMoxHO ucnonszoBatsh ¢ "-Z" ("iptables -L -Z") nns BbIBOAa 3HaueHUi
CUYETYMKOB ¥ OJJHOBPEMEHHOTO X OOHYJICHHUS.

4. VY nanuth Bce npaBuiia u3 nemnoyku (-F, --flush):

iptables [-t Tabnuma] -[F] [1ienouka] [mapamerpsi]

Ecnu nenouka He yka3aHa, TO YJAISIOTCS BCE LIETTOYKHU U3 TaOIHIIbL.

5. OOHynHUTH BCE CUETUUKH (-Z, --Zer0):

iptables [-t Tabnuna] -Z [enoyka] [mapameTpsbi]

[TpucBanBaeT cUeTYMKaM 4YHUCIIa MMAKETOB M OOBbEMa JAaHHBIX HYJIEBbIe 3HaueHus. Ecnm
[[ENOYKa HE yKa3aHa, TO OOHYJICHHUE BBITTOIHSCTCS JJIs BCEX IIETIOYEK.

6. Co31aTh HOBYIO IIETIOYKY B YKa3aHHOM TabiuIle ¢ yKazaHHbIM UMeHeM (-N, --new-chain):

iptables [-t Tabnumia] -N nmenmouka

Ecnu B ykazaHHOW Tabnuie yXe €CTh LIeMOYKa C YKa3aHHbIM HMEHEM, TO HOBas He

CO31acTCA.
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7. Y nanuTh UENOYKY, paHee co3JaHHyIo ¢ momolnsio komauasl "-N" (-X, --delete-chain):

iptables [-t Tabnuna] -X [memoukal

[lepen ynaneHueMm LETIOYKM HEOOXOAMMO YNAIWTh WM 3aMEHHUTH BCE IMpaBUia, KOTOPHIE
CCBUIAIOTCSl Ha 3Ty Iemnodky. Ecim memouka He ykazaHa, TO U3 TaOmMIbl OyIyT yAajeHBI Bce
nenouku, kpome crangaptasix  (INPUT, OUTPUT, FORWARD, PREROUTING,
POSTROUTING). CranaapTHbI€ [IENOYKHA HE YIATSIOTCA.

8. IlepeumenoBanue nenodku (-E, --rename-chain):

iptables [-t Tabnumal -E nernodka HOBoe_Ha3BaHHE

9. YcTaHOBUTH NONMUTUKY AJIs CTaHAAapTHOHU 1enouku (-P, --policy):

iptables [-t Tabnuma] -P nienouka neicTBue [mapamerpsi]

Hag makeramu, KOoTOpble NOXOISAT 10 KOHIA YKa3aHHOM LENOYKH, OYJET BBINOIHSITHCA
yKa3zaHHOe jaelicTBue. B kauecTBe NeHCTBHSA HeNb3sl yKa3blBaTh Ha3BaHHE KAKOW-JIMOO IEMOYKH.
VYcraHaBiuBaTh MOJUTHKY MOXHO TOJBKO Ha BCTPOCHHBIX ILienoykax. Hampumep, mnpasuia
OJIOKHPOBKH BCEX BXOJSAIINX U UCXOMASIIUX [TaKETOB:

iptables -P INPUT DROP

iptables -P OUTPUT DROP

YroObl Bce mepechuiaeMble TAaKEeThl TOKE ObUIN 3aIPEeIIeHbl, HYyXKHO J100aBUTh MPaBUIIO:

iptables -P FORWARD DROP

[Ipumeuanue: OPSAIOK MPaBUI UMEET 3HAYCHHE.

10. Jlo6aBuTH HOBOE MPABHUIIO B KOHEIl YKa3aHHOM 1ernouku (-A, --append chain):

iptables [-t Tabnumal -A memoyka cienuQuKaus_rnpaBuia [1apamerpsi]

Ecnmu B crenudukanuu npaBuia yKa3aHO UM OTIPABUTENS WU TONydaTels, KOTOpOe
OJIHOBPEMEHHO COOTBETCTBYET HECKOJBKUM ajjpecaM, TO B KOHEIl LIETTOYKH J00aBIsAIOTCS MpaBHiia
JUIT BCEX BO3MOXHBIX KoMmOwHammii. Hampumep, 4toObl paspemmuts goctynu k 80 mopty
OpaHaMayspa, HYy>KHO BBITIOJIHUTH KOMaH/Y:

iptables -A INPUT -p tcp -m tcp --sport 80 -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp --dport 80 -j ACCEPT

Ecnu orpanmyeHo konudecTBO Mapuipytusupyembix B HMHtepHere [P-ampecoB s
OpraHu3alii M Hy)XeH A0cTyn K MHTepHeT-ciy:x0am, He TpeOyromuii Ha3HaueHHs peanbHbIX IP-
aJipecoB KaXJOMY Y3Jly JOKaJbHOH ceTu, TO ucnoib3oBaHue noautuku FORWARD nozsonur
0e30macHoO yMpaBiATh MapIIpyTU3alMeld B JIOKAIBHOW CETH (MCXOJSIIHUE 3alPOChl OT JIOKAIBHOTO

y371a K ynaneHHoir UatepHeT-ciyxo6e).
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Hamnpumep, 3agaaum npaBuiio Uit 1OCTYIIa K BHYTPEHHEHN CETH:

iptables -A FORWARD -i ethl -j ACCEPT

iptables -A FORWARD -o ethl -j ACCEPT

UroObl MapmipyTU3UpOBaTh TpaduK K ONPENSIEHHBIM KOMIBbIOTEpaM (Hampumep, K
BbiieieHHOMY HTTP wmmu FTP-cepBepy B neMuiauTapr30BaHHON 30HE) HYXKHO HCIOJIB30BATh
tabnmuiyy PREROUTING. JlemunurapuszoBanHas 30Ha (JIM3) - TexHoOrHs 00eCIeYeHuUs 3aIuThI
MH(OPMALIMOHHOTO TEepUMeTpa, MPU KOTOPOH cepBepbl, OTBEUAIOLIUME Ha 3aIMpOChl U3 BHEIIHEH
CETH, HaXOJIATCS B 0COOOM CErMEHTE ceTH (KOTOPBIH U Ha3biBaeTcs JIM3) u orpaHuydeHbI B IOCTYIIE
K OCHOBHBIM CETMEHTaM CETHU C TIOMOIIbIO0 MEXKCETEBOT0 IKpaHa, ¢ EeIbI0 MUHUMHU3UPOBATH yIIepo
IpU B3JIOME OJHOTO M3 OOIIEAOCTYNHBIX CEPBHCOB, HaxoAasmuxcs B 30He. [IpuBenem mpumep, B
KOTOpPOM co3aaauM Tmpaswio, rae Bxoasmme HTTP-zampocskl OyayT MapuipyTH3HUpOBaThCS K
BeiienieHHoMy HTTP-cepBepy ¢ IP-anpecom 192.168.1.0 (IAM3, ans koTopoii OyneT BBHIIOIHITHCS
npeoOpa3oBaHue aapecoB nat "oAWH K OgHOMY', BHEe JoKambHOW cetu 192.168.0.0/24 -
noBepuTeNnbHas BHYTpeHHss1 ceTh), a NAT Oymer obOpamarbcs k Tabmmme PREROUTING u
nepe1aBaTh NAKETHl 10 HA3HAYECHUIO:

iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 - DNAT \

--to-destination 192.168.1.0:80

B iptables BKIIOYEHO OTCIEKMBAHUE COCTOSIHUS COCTUHEHHUN M KJIACCH(HUKAIMS MAKETOB C
TOYKH 3pEHHS] NPHUHAUIKHOCTH K COEIMHEHUsM, 4YTo TMo3Bojser netfilter ocymecTBiaTh
noytHOIIeHHYIo stateful-punbpTpammro Tpaduka. Kak u netfilter, cuctema conntrack siBisieTcst 4aCThIO
siapa Linux. [Ipu momomu xputepust conntrack MOKHO Ki1accH(UIMPOBATH MAKEThl HA OCHOBAHHUH
MX OTHOUIEHUs K coeauHEeHusIM. B wactHocTH, coctossHue NEW mo3BOJSET BBIACIATH TOJIBKO
MaKeThl, OTKphIBalOIIMEe HOBbIe coeauHeHus, cocroaaue ESTABLISHED — mnakersl,
MpUHAICKAIIUE K YCTAaHOBIECHHBIM coeauHeHusM, cocTosHuio RELATED cooTBeTcTByIOT
MaKeThl, OTKPHIBAIOIIUE HOBBIE COCAMHEHUS, JIOTMUECKU CBSI3aHHBIE C YK€ YCTAHOBJICHHBIMH,
HarpuMmep, coenHenue AaHHbIX B naccuBHOM pexkume FTP. Cocrositnue INVALID o3nauaer, uto
IIPUHAJIEKHOCTh NTAKETA K COEIMHEHNIO YCTAHOBUTH HE yaanock. Hanpumep:

iptables -I INPUT -m conntrack --ctstate ESTABLISHED -j ACCEPT

3amenuB B npenbiaymem npasuie "ESTABLISHED" na "ESTABLISHED,RELATED" u
MOJATPY3UB COOTBETCTBYIOIIME MOJIYIHU SIIpa, MOJYYUM KOPPEKTHYIO (UIBTPAIUIO TMPOTOKOJIOB,

ucnoib3yronux ceszanHbie coenunenus - FTP, SIP, IRC, H.323 u npyrux.

W3m. |JIuct| Ne noxkym | Iloxnm |[lara




176
[HAVYB.13001-01 91 01
W3HauanbHO U ONPENEICHUs COCTOSIHUS COSIMHEHUS MCIIONIb30BaJICs KPUTEpHUid state, TO
ecTh BMecTo "-m conntrack --ctstate ESTABLISHED,RELATED" ucrnons30Baiiocs "-m state --state
ESTABLISHED,RELATED". Hanpumep, /il NE€pPEChUIKA MAKETOB, MOJYyYa€MbIX M3 BHEIIHETO
COCIMHEHUS, UCTIOTIb3YETCS OTCIICKUBAHNE COSTUHEHUIA:

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ALLOW

11. BcTaBuTh HOBOE MPaBHIIO B YKa3aHHOE MECTO yKa3aHHOM 1emnoyku (-1, --insert):

iptables [-t Tabnuna] -1 ernovka [Homep_mnpaBuia] cienuduKamus_npaBuia [mapameTps |

[IpaBuna Hymepyrotes ¢ 1, mosToMy eciau ykazaTe HoMmep | (MM He yka3aTh BOOOIIE), TO

paBUIIO Oy/IeT BCTABJICHO B HAYaJIO [EMOYKH.

12. VY namuts npasuio (-D, --delete):

iptables [-t Tabnunia] -D nenouka HoMep_npaBuiia [apameTpshl |

iptables [-t Tabnuma] -D nemoyka cienudukaus_npaBuia [1apamerpsi]

[TpaBmiI0 MOXKHO YKa3bIBaTh MPH MOMOIIK €r0 HOMEepa B IeMOYKe (HyMepalus HAaunHAETCs C

1) unu ero crienuuKaIuy.

13. 3aMeHUTH TIPaBUJIO C YKa3aHHBIM HOMEPOM B yKazaHHOM nemnouke (-R, --replace):

iptables [-t Tabnuua] -R nienmouka Homep_IpaBuiia crierupuKanms_npaBuia [mapamMmerpsl]

[IpaBuna nHymepytorcs ¢ 1. Cneuudukamus mnpaBuiia HE MOXKET COAEPKATh HMEHH

OTIIPABUTEIS UITH TTOTYYaTeNsi, KOTOPOE OJJHOBPEMEHHO COOTBETCTBYET HECKOJIBKUM apecam.

[lepeuncnennple HUXKE MapaMeTpPbl UCHOJB3YIOTCS MPHU 3aJaHUU cHeluUKalUU PaBul U

YKa3bIBAIOTCSA ¢ KOMaHJaMU MOJIu(UKaIMK MpaBuil. DTH MapaMeTpbl OTPAHUYUBAIOT MPUMEHEHHE
MPABIII: €CITH 00padaThIBAEMBIii MTAKET HE COOTBETCTBYET YKAa3aHHBIM B CHIEIIU(DUKAIIUN KPUTEPUSIM,
TO YKa3aHHOE B TPaBUJIE ICHCTBUE HA 3TOT MMAKET HE PACIIPOCTPAHSIETCS.

— [!] -p, --protocol nporokois. Orpannuenue nporokona. OCHOBHbIE 3HaueHUs: tcp, udp,
icmp, win all. [IpoTokon Takke MOXXHO yKaszaTh C TMOMOIILI0O HOMEpa WJIM Ha3BaHWUS,
yKkazaHHOTO B (paiisie /etc/protocols. 3Hak «!» mepen KIOUYOM H3MEHSET KPUTEPHH Ha
POTHBOMONOXKHBIN. 3HaUeHHEe «JIF000# MPOTOKOI» MOKHO YKa3aTh C IOMOILBIO CIIOBA
all unmm yucna 0. Ecniu mpoTokou He yka3aH, To mojpasymeBaercs «JIr060it mpoTokomn»;

— [!] -s, --src, --source anpec[/macka]. OrpannyeHue OTIpaBuTeNs. AApec MOXKeT ObITh IP-
azpecoM (BO3MOXHO C MAacKOM), IMEHEM XOCTa WJIM JOMEHHBIM UMeHeM. Macka MOXeT
ObITb B cTaHgapTHoM dopmare (Hampumep, 255.255.255.0) wnm ke B BHJE YHMCTA,
YKa3bIBAIOIIIETO YKCJIO €IUHUI] C «JIEBOW CTOPOHBI» Macku (Hampumep, 24). 3Hak «!»

nmepes; KIYOM H3MEHSEeT KpPUTEpUH Ha IMPOTUBONOJIOXKHBIA. HacrosrenbHo He
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PEKOMEHIYETCsI HCIIOIh30BaTh UMEHA, JIUIsl pa3pelIeHHs] KOTOPBIX TpeOyeTcs yaaaeHHbIN
3ampoc, HanpuMmep, 1o cucreme DNS;
('] -d, —-dst, —--destination address[/mask]. OrpaHquHHe IOJIy4aTei.
CuHTaKCUC TaKOH ke, KaK Y --SIC;
[!'] -1, —-—-in-interface wmMmsa_uHTepdelica. OFpaHquHHe BXOIAIETO CETEBOI'O
uHTepdeiica. 3Hak «!» mepen axpecoM H3MEHSeT KPUTEpUH Ha MPOTHBOMOJIOKHBIM.
Ecnu ykazannoe uMs uHTepdeiica 3aKkaHIMBACTCS Ha «+», TO KPUTEPUIO COOTBETCTBYIOT
Bce MHTepdeichl, YbM MMEHAa HAaYMHAIOTCS Ha yKa3aHHoe uMi. Eciam mapamerp --in-
interface He yKa3zaH, TO KPHUTEPUIO COOTBETCTBYIOT MAaKETHl M3 JIFOOOTO CETEBOTO
uHTepdeiica;
-0, ——out—-interface [!] wumsa_wuHTepberca. Ol“paHI/I‘IeHI/Ie BLIXOOAIIETO CETEBOTO
nHTepdeiica. CHHTaKCHUC TaKOW XkKe, Kak U IS --in-interface;
[!] -f, ——fragment. OrpaHuyeHue mo (QparMeHTaM: KpPUTEPHUIO COOTBETCTBYIOT
TOJIBKO (PparMeHThI MMaKeTa, HauhHasg co BTOpOro (parmMeHTa. 3HaK «!» mepes axpecoM
MEHSIET KPUTEPHI Ha TMPOTHUBOIIOJIOKHBIN. Y Takux (pparMeHTOB, HAYMHASI CO BTOPOTO,
HET 3arojloBKa C IIOpTaMu OTHpaBuTens M mnonydarens win ¢ tunom [CMP.
CnenoBatenbHO, Takue (parMeHTHI HE COOTBETCTBYIOT KPUTEPHSM, YKa3bIBAIOIIUM
HOMEpa MOPTOB;
-Jj, ——Jjump »OelMCcTBUEe_ WMJM_llellouKa. CHeI_[I/I(bI/IKaLII/IH JIIEUCTBUU H IEepEX0a0B. Ecmu
YKa3aHHO HAa3BAaHME LEMNOYKH, paHee CO3JaHHOM KomaHaoul -N, TO DaKeThl,
COOTBETCTBYIOIIME KPUTEPHUSAM NPABUIA, NEPEHOCHUTCS B HAYAJIO YKAa3aHHOM LEMOYKU
(3ampelieHo yka3blBaTh Ha3BaHHUE IEMOYKH, B KOTOPOM 3TO MpaBWIO HaxoauTcs). Eciu
YKa3aHO JCHCTBHE, TO OHO BBIMOJHIETCS HAJ [aKeTaMH, COOTBETCTBYIOIIMMHU
Kputepusam npasuia. Ecnu B npaBuiie HET mapaMeTpoB --jump U --goto, TO MPABUIIO HE
BIIUSIET HA MTPOBEPSAEMBbIE MAKEThI, HO CUETUYUK MpaBuia MPoI0JKaeT paboTaTh;
-g, ——goto uemnouka. --gOt0 OTJIMYAECTCA OT ——jump MOBCACHHUCM IIPpU JIEUCTBUHA
RETURN. /[eiictBue RETURN nepeBoauT maker B MPaBUIIO, CIEAYIOLIEE MOCIE TOTO,
KOTOpPO€ BBI3BAJIO MpPENbINyIIUNA Tepexon --jump. To ecTb, eciu HakeT Mepemien u3
1ernovyky X B MEMOYKy Y MPHU MOMOIIH --jump, a TOTOM B Z OTISITh MPHU MTOMOIIH --jump,
to aeiicteue RETURN u3 nenouku Z Bo3spamaet ero B Y. Eciu ke maker nepenen B Z

pu nomouu --goto, To RETURN Bo3Bpamaer ero B X
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— —-c, ——set-counters mnakeTel OalTH. HapaMeTp IMO3BOJIACT IIpH N00aBJICHUH WJIH
HU3MCHCHUHN IIpaBUJI OAHOBPEMCHHO HWHHUIMUATIU3UPOBATH CUCTYHMKH UYHCIA IMAKETOB U

pa3Mepa JaHHBIX.

9.5 ¥Yrtuaura iptables-save

Yrunuta iptables-save npeaHasHadeHa Juisi COXpaHEHHUsST TEKyIIero Habopa mpaBmil B (aiii.
Hcnonp30BaHne yTUIUTHI:

iptables-save [-M modprobe] [-c] [-t table]

Kmtou "-M" mo3Bosisier ykaszaTh IyTh 10 IporpamMMbl modprobe. [lo ymomuanuio myTth

Oepetcs u3 ¢aiina /proc/sys/kernel/modprobe.

n n

Kirou "-¢" (momycTUMO HCIOIB30BaTh OoJiee JUIMHHBIA BapuaHT "--counters') 3acTaBisieT
iptables-save COXpaHUTh 3HAUYEHUSI CUETYMKOB OAlT M MakeToB. DTO JeNaeT BO3ZMOXKHBIM pecTapT
Opanamayspa 0e3 oTepH CYETUYMKOB, KOTOPBIE MOTYT UCIOIB30BATHCS AJISI TIOJICYETa CTATHUCTUKH.
[To ymo4anwuto, mpu 3amycke 0e3 Kiiroda "-¢'", CoOXpaHEeHHUEe CYCTIYMKOB HE TTPOU3BOIUTCS.

C nomomrsto kiatoua ''-t" (6onee IMHHBIA BapraHT ''--table") MOXXHO yka3aTh UMS TaOJIHIIbI

Uit coxpaHeHus. Ecim kimou ''-t" He 3a71aH, TO COXPaHSIOTCS BCE TaOIHIIBL.

9.6 YtTuaura iptables-restore

Yrunuta iptables-restore MCTHONB3yeTCs NJIsi BOCCTAHOBJICHUsS (3arpy3ku) HaOoOpa MpaBHII,
KOTOPBI paHee OBbLI COXpaHEH YTHJIMTOHW iptables-save. HaGop mpaBui yTWinTa MOJIy4daeT coO
CTaHJApTHOTO BBOJAa M HE MOXET 3arpyxkarb ero u3 (Qaitna wHanpsmyo. Komanma wumeer
CIIEYIOLINNA CUHTAKCUC:

iptables-restore [-c] [-n]

Kirou "-¢" (6onee myMHHBINA BapuaHT "--counters') 3acTaBiisieT BOCCTAHABIMBAThH 3HAYCHUS
CUETYHKOB.

"

VYkazanue kimoda "-n" (6onee mmHHBINA BapuaHT "--noflush") cooGmiaer iptables-restore o
TOM, YTO TpaBWJIa JOJDKHBI OBITH J0OaBiIeHBl K uMMerommmMces. [lo ymonuanuto yrunurta iptables-
restore (6e3 kiro4da "-n") OUUCTUT COAEPKUMOE TAOIHUIT U LIETIOYEK Mepe/1 3arpy3Koil HOBoro Habopa

MPaBUIL
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9.7 ¥Yrtuaura ip6tables

Yrunuta ipbtables mpennazHadeHa s yrpaBieHUS BCTPOCHHBIM B SIAPO OTEPANIMOHHON
cucteMbl ¢aepBosioM npoTokosia IPv6. MHTEpdeiic yTumuThl aHaIOTHYeH MHTEPQEHCY YTHUIUTHI
iptables.

Yrtunutel ip6tables-save, ip6tables-restore BBINONHSIOT T€ k€ 3aaud, 4YTO M YTHJIMTHI

iptables-save, ip6tables-restore, HO MPUMEHHUTENBHO K [PV6.

9.8 Yruaura ebtables

VYTunuta ebtables — cpencTBo i GUIABTPALIMK U TPAHCIISALUH aJIPECOB ITAKETOB Ha CETEBBIX
uHTepdeiicax U mporpaMMHbIX MocTax Linux. ebtables moxoske Ha iptables, HO OTIMYaeTCsa TeM,
4yTO paboTaeT MPEeMMYILEeCTBEHHO HE Ha TPEeTheM, a Ha BTOPOM YpOBHE ceTeBoro creka. Kak u
iptables, ebtables mo3BossieT HE TOJBKO (PUIBTPOBATH MAKETHI, HO U U3MEHATH UX ajapeca, TO €CTh
BBITIOJIHSITH TPAHCIISILIMIO aJIPECOB HA KAHAJIBLHOM YPOBHE.

[IporpamMma mojaep:KUBaeT TpU TAOMUIIBI sApa OMEPAMOHHONW CHUCTEMBI C IEMOYKAMH
npaBusl  ans kaapoB  Ethernet. Tabmuubl  sapa  UCHONB3YIOTCS ISl paclpelesieHus
(GyHKIIMOHAJIBLHOCTH MO HECKOJIBLKUM Habopam mpaBui — HenoykaM. Kaxas 1enoudka npeacraBiser
co0oif HaboOp YHMOpSIOUYEHHBIX MpaBWJI cOOTBeTCTBUS aisi KanpoB Ethernet. Ecnu nmanubii xagp
COOTBETCTBYET MpaBUIly, JJIsi ATOTO Kajpa MPUMEHSIETCS 3aJjaHHas MPaBUIIOM orepauus (target).
Ecnmu ke Kaap He COOTBETCTBYET chenU(PHKAIMM JaHHOTO NpPaBHIA, 3TOT Kajp IepenaeTcs
CIIEeyIOIIEeMY MPaBUTy LEMOUKH U T. 1. [lomp30BaTesb MOXKET CO3AaBaTh CBOU IIEMOYKH, KOTOPHIE
MOTYT CIYXHUTh B KaUeCTBE ONepaluii AJi1 BCTPOSHHBIX U MOJIb30BATENbCKUX IIEMOYEK.

Kak 6bu10 0TMEYeHO, mporpaMMa MoAepKUBaeT Tpu Tadbnuisl 11 kagpos Ethernet: filter,
nat u broute. [To ymonuanuto Bce oneparuu (mpasuia) ebtables orHocsTcs k Tabmune filter.

Ucnons3zyemast mo ymondanuto tadnuna filter comepxut Tpu BcTpoeHnsie nenmouku: INPUT
(g kagpoB, anpecoBaHHbIX HaHHOMY xocTy), OUTPUT (151 kaapoB, CreHeprupOBaHHBIX JaHHBIM
xoctoM) 1 FORWARD (1151 nmepecbuiaeMbIX MOCTOM KaJpOB).

Tabnuma nat cmyxut nnas usmeHeHus MAC-apecoB W CONEPKUT TPU BCTPOSHHBICIO
nenouku: PREROUTING (u3menenue kagpoB Ha Bxoae), OUTPUT (u3MeHeHUE JIOKAJIBHO
creHepupoBaHHbIX KaapoB A0 nepenayn ux mocty) u POSTROUTING (u3meHeHHe KaapoB Ha

BBIXOJIE).
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Tabnuua broute cmyXHUT U BBINOJIHEHUs (YHKIMHA MocTa-MmapuipyTtuzaTtopa (brouter) u
Bimroyaer oaHy nenouyky — BROUTING. Oneparmun DROP u ACCEPT gnst Tabmunbr broute
UMEIOT OTJAWYHBIA OT oOmenpuasaToro cmbici. DROP  o3nagaer, urto kagp Oyxer
mapiipytuszupoBatbesi, a ACCEPT rooputr 00 wucmonp3oBaHMM Aisi Kajapa (QyHKIU Mocra.
Henouka BROUTING wucnonb3yercs Ha caMbIX paHHHX 3Tanax oOpabOTKM makeToB. B sty
IEMOYKY TIEPENAIOTCS TOJBKO TIAKEThl, NMPHUHUMAaeMble dYepe3 HHTEep(EUCch MOCTa, KOTOPHIC
HaxonmaTcst B cocrtossHun forwarding (mepechuika makeToB). OOBIMHO 171 TIEPECBUIKH KaJapOB
UCTIONB3YIOTCSl PYHKIIMH MOCTa, HO MOXHO TOCTYNUTH WHa4de. [t 3Toro oueHs yao0Ha omepanus
redirect.

JIist yka3zaHust TaOIUIbI UCTIOIB3YETCS OMIUS -t <UMS_TaOJIUIIbI>.

OcHOBHBIE KJIHOUYM YTHIUTHI ebtables:

— -7, —-—append. Jlo0aBiseT mpaBUiIO B KOHEIl YKa3aHHOM IIETIOYKH;

— -D, --delete. VYganser 3aJaHHOE MPABUJIO M3 YKA3aHHOW IIEMOYKHU. Y JansieMoe
MPaBUII0O MOKHO yKa3aTh MO €ro HOMEPY WM MCIOJIb30BaTh B KOMaH/IE CHEIU(UKAIHIO
YCIOBUM W JIeCTBHE, B TOYHOCTH COOTBETCTBYIOLIME MPABHIY, KOTOPOE HYXKHO
yaanuth. [Ipu yaanenuu npaBuil Mo HOMEPY MOXHO YAQJIUTh Cpa3y HECKOJIBKO MpaBul,
3a7aB Auana3oH HoMepoB B Qopme start_nr[:end_nr]. Ilpum ymameHum mnpaBwi 1Mo
HOMEpaM JOMYCKAaeTCsl HCMOJIb30BATh OTPUIATEIbHBIE 3HAYEHUS HOMEPOB, CMBICI
KOTOPBIX Pa3bsCHAETCA B ONMMCAHUUA KOMAH/IBI —1;

— -I, --insert. BcraBiser mpaBuio B yKa3aHHYI0 HOMEpPOM CTpPOKY cmnucka. Eciu B
uernoyke umeercst N mpaBuil, B KaueCTBE MapaMeTpa KOMaHAbl | MOXKHO HCIIONIb30BaTh
3HadeHus oT -N g0 N+1. [[s1 ciydast mojgoKUTENbHBIX 3HAYEHUH 1, TIO3UITMH C HOMEPOM
i-N-1 u i. HymeBoe 3HaueHue 3agaeT BCTaBKy NpaBWiIa BCJIEA 3a IOCICAHUM U3
MMEIOIIMXCS B TAOIUIIE TTPaBUJI KaK MO0 KOMaHJIE —A;

— -P, —--policy. 3ajaeT MOJMUTHUKY JJIS TaHHOW 1IEMOYKU. B KayecTBe MOJUTUKH MOTYT
ucnogsb3oBatbes onepanuu ACCEPT, DROP u RETURN;

— -F, -—-flush. Yjanfer Bce IpaBWIa M3 YKA3aHHOW uenoyku. Ecim nenodka He
yKa3aHa, YAISIOTCS IIpaBuia U3 BCEX IIEMOYEK. Y JaJeHHe W3 LEeTMOYKM BCeX MPaBUIl HE
MEHSIET BBIOPAaHHOM JIJIs1 TOM LETIOYKH TTOTUTHKH;

— -7, --zero. YCTaHaBIUBAaeT HYJICBBIC 3HAYCHUS CUCTUYMKOB TAKETOB M OANTOB IS

yYKa3aHHOM 1ienoyku. KoMaHy -z MOKHO MCHOJIb30BaTh BMECTE C KOMaHAO0N IPOCMOTpa
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cnucka npaBui -L. [Ipu TakoM HCMONb30BaHUHM KOMaHJ Ha SKpaH BBIBOAMTCS CIHCOK
MPABIJI C TEKYIIUMU 3HAYCHUSIMHA CYETUUKOB, TIOCTIE YETr0 BCE CUCTYHKHU COPACHIBAIOTCS;
-L, --list. BBIBOAMUT Ha 3KpaH CIUCOK IpaBUJ yKa3aHHOW nenodku. Komanga -L
MOJJEPKUBAET PAJI OILIMIA;
-N, --new-chain. Co031aeT HOBYIO MOJb30BATEIbCKYIO LIETIOUKY C 3a/IaHHBIM UMEHEM.
Nms nenodku MOXeT coaepxkaTh 10 31 CMMBOJIA, YUCIIO MOJIb30BATEIICKUX IIEMTOYEK HE
OTrpaHUYEHO;
-X, --delete-chain. YgalseT yKa3aHHYIO MOJIb30BATEIbCKYIO ILIEMOYKY. Y TAJIUTh
MOKHO TOJIBKO T€ IENOYKH, KOTOPhIE HE MCIONb3YIOTCS B KAUeCTBE OINepalii B KaKou-
00 U3 ocraromumxcs nemnodek. Eciam koMaHma BBoguTca 0e3 UMEHN LIENOYKH, ebtables
OyIeT yaansiTh BCE HEHCIIOIh3YEeMbIE TOJIh30BATEIIbCKHIE IIETIOYKH;
-E, --rename-chain. llepeMMEHOBBIBAaCT yKa3aHHyH LENOYKy. B omimume ot
iptables mporpamma ebtables 1103BoJISIET MEHATH UMEHA HE TOJIBKO Y MOJIb30BATEIbCKHUX,
HO U y BCTPOEHHBIX Lienodek. Hampumep, moxHo nepenmenoBats B PREBRIDGING
unenoyky PREROUTING, c¢ nomomibio komMauasl -E  PREROUTING. IlepemmenoBaHue
IIETI0YCK HE OKa3bIBACT HUKAKOTO BIMSHUS Ha paboTy ebtables;
--init-table. COpachIBaeT BCe LEMNOYKH TAOJIHUIBI B UCXOJIHOE COCTOSHUE;
——atomic-init. Komupyer MHUIIMANM3allMOHHBIC JaHHBIC M1 TAONHIBI B daiia. Oty
KOMaHJy MOXXHO HCIOJb30BaTh JUIsl COXpPaHEHUS WHUIUAIW3ALMOHHOW TaOIHIbI C
[[EThI0 TTOCIEAYIONIETo Jo0aBIeHHs B Hee KoMaH . Daiill 3a/1aeTcsi C TOMOMIBIO OIMIIUH —
-—atomic-file 1781071 YKa3bIBaeTCs B MepeMeHHON OKPY>KEHHUSI
EBTABLES_ATOMIC_FILE;
——atomic-save. Komupyer Tekyuryro mHpopManum u3 TaOmuIbl sapa B daitn. Oty
KOMaHJy MOXHO HCIOJIb30BaTh [JIsl COXpaHEHHs] TeKylled TaOnuibl C IIeNbIo
MOCNeAyIomEero ao0aBieHuss B Hee kKomaHa. Daiin 3amaeTcss ¢ MOMOIIBIO ONIUUA —-—
atomic-file 1781071 YKa3bIBaeTCs B MepeMeHHON OKPY>KEHHUSI
EBTABLES_ATOMIC_FILE;
——atomic-commit. 3amMeHseT TaONMIly sApa JaHHBIMH W3 yKa3zaHHoOro (aitma. DTa
KOMaHJa MOXeT ObITh BechbMa IOJe3Ha IPU HACTPOMKE IMpaBWJl, KOIJa IMOJIb30BaTElh
MOJKET 3arpy3UTh TaOJIUIIBI U3 COXPAHEHHOTO paHee (aiijia 1 BHOCUTh B HEE MOILIArOBbIe
M3MEHEHHs. 3arpykaemble TaOJHMIbI JOJDKHBI OBITH 3amMcaHbl B (paill ¢ MOMOIIBIO

KOMaHJIbl —-atomic-init WMJH —-atomic-save. Daii, ¢ KOTOPBIM pabOTaeT MaHHas
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KOMaH/a, 3aJIaeTCsl C MOMOIIBIO OMINK —-atomic—-file WU YKa3bIBA€TCA B IEPEMEHHOMN
okpyxkenuss EBTABLES_ATOMIC_FILE;
— ——atomic-file -Z. KOMaHI[a ——atomic-file MOXET HUCHOJIL30BATLECI BMECTE C
KOMaHJIOW -z JyIsi OOHYJICHHMsI 3HAYEHUW CYETUYMKOB MpH 3amucu B (aitn. OOHyneHue

CUETYMKOB BO3MO>KHO U C IIOMOIIbIO IIEPEMEHHON OKPYKECHUS

EBTABLES_ATOMIC_FILE.

9.9 Ilpuaoxenue '""Hactpoiika MexceTeBOro sxpana'’

I'paduueckoe mpunoxxkenne "Hactpoiika MmexceTeBOro skpaHa" Takke Kak u iptables
MO3BOJISIET YNPABIATH (PAepBOJIOM, BCTPOCHHBIM B SIAPO ONEPALMOHHOW CUCTEMBbI, HO Ha Oosee
BBICOKOM U YJIOOHOM s TOJNb30BaTeNs ypoBHE. Bbei3biBaeTcs u3 MeHio «Cucrema—
>AIMUHUCTpUPOBaHUE—>MeXCeTeBON PKpaH» WJIM BBOJOM KOMaHABI B KOHCOIM "system-config-
firewall".

Hactpouts MexceTeBOM 3KpaH MOXKHO, HCIOJNB3ys "MacTtep HacTpOMKH MEXKCETEBOIO
sKpaHa" (3amyckaercst KHOMKoU "Mactep" Ha maHenu ObICTpOro noctymna npuinoxenus "Hacrpoiika
MEXKCETEBOI0 IKpaHa') MM HEMOCPEACTBEHHO U3MEHSIS TapaMeTPhl Ha BKJIAJIKAX IPUIIOKEHUS.

"MacTtep HaCTpOMKH MEKCETEBOTO dKpaHa' mpejiaraeT OTBETUTh Ha 3aJJaHHbIE UM BOIIPOCHI
B pexxume auanora (puc. 177). Co3gaHHbIE HACTPOHKH MOXKHO OYyJET TO03)K€ M3MEHHUTh B MEHIO
"[TapameTppl" INIaBHOTO OKHA IpuiokeHus. g mepexoja K CIEQYyIOIIEeMy LIiary HY>KHO HaXaTb

KHOnKy "Bnepen".

MacTep HacTPOWKM MEXXCeTeBOoro 3KpaHa

WHdopMauna

MacTep HAaCTPOWKKM NOMOXET CO3AaTbh KOHMUIYpaLMIo
3KpaHa ANA Ballel CUCTEeMbI.

OTBeTbLTE Ha 3a3[aHHble MacTepoM BOMNpPoCkl. 38TEM Bl
BEPHETECH K OCHOBHOMY MPUIOXEHWIO, NMPW 3TOM BCe
HEWCNOMb3yeMele NapaMeTpel By ayT CNpATAHBL.

HacTpoikn MoxHO ByaeT M3MEHWTb B MEHI0 MTapaMeTpbi.

[ one

Pucynok 177 - OkHO npUBETCTBUA MPUIIOKEHHS "MacTep HaCTPOMKH MEXKCETEBOro dKpaHa"
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B oxHze, npuBeneHHoM Ha puc. 178, HY)KHO 3aJaTh THI CHCTEMBI — C CETEBOTO WM 0e3
cereBoro nocrymna. Eciu Oyner BbiOpan tum - "Cucrema 0e3 ceTeBOro Joctymna’ - MEXKCETeBOU

9KpaH Oynet oTkitoueH. [Tocie BpIOOpa HY)KHO HaXKaTh KHOTIKY "Brepen'.

MacTep HAacTPOWKWH MeXCeTeBoro aKpaHa

OCHOBHbIE HHCTP’DiKH MEeXCeTeBoro 3KpaHa
Tun Balen CUCTeMbl?

Eal

| CWUCTEMA C CETEBBIM A0CTYMOM w

CucTema bes ceTesoro AOCTYNa HE HYMOSETCA B CETEEOM
akpaHe. Ee BblﬁDp OTKJIHOYWUT MCNONbL30BaHWE 3KpaHa. B
NPpoOTHUBEHOM CNY4Yae Bl E*EPHTE' BapWaHT CHCTEMA C CETEBLIM
AOCTYIoOM.

OTMEHWUTL || Hazan |[ Bnepén

+
Pucynok 178 - OxHO BbIOOpa THIIa CHCTEMBI
Jlanee HY)XHO 3a/1aTh YPOBEHb PAa0OOTHI MOJB30BATEIS C MEXCETEBBIM SKpPaHOM - "Dkcnept"
win "Haunnaromuit" (puc. 179). Ecnu Bbl BeiOepeTe ypoBeHb "HaunHaromuii", To B OKHE HaCTPOEK
MEXKCETEBOTO DKpaHa B MOCIEAYIOIIEM OCTaHETCs TOJNBKO BKIanka "JloBepeHHBIE CiTykObI", a ais
noOaBiieHUs] COOCTBEHHBIX NMpaBHJI M Oosiee TIyOOKOW HACTPOMKM MEKCETEBOTO JKpaHa HY>KHO

BBIOpaTh ypoBeHb "Dkcnept”. [Tocne BeiOOpa HY)KHO HakaTh KHONIKY "Briepen'.

YpoBeHs Nonb3oBaTeNA
YKaxnTe Ball onbIT paﬁoTu C MEMCETEELIM IKDaHOM.

MacTep HacTPOWKW Me)XXCeTeBoro 3KpaHa

Eal

‘ KCnepT <

BolbepuTe 3kcnepT, eCNK Bbl 3HAKOMbI C HACTPONKaMMK
MEXCeTeBoro 3KpaHa WK HaMmepeeaeTeck A0baBuTL
NPoOW3BONEHLIE NpaBwWna. B NpOTMBHOM CnyYae BoibepuTe
HayuHawou K.

OTIMEHWTDb || Hazan |[ Bnepépg

Pucynok 179 - OkHo BbIOOpa ypoBHS pabOTHI C MEKCETEBBIM HKPAHOM IMOJIb30BATENS
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B okne, npuBenenHoM Ha puc. 180, Hy>)KHO OnpenenuThCs ¢ KOHPUrypanuei, 31ech MOXKHO
OCTaBUTh TEKYLIYI0 KOHOQUTYpalMIO WM 3arpy3uTh KOHQUTyparuio s pabouyedl CTaHIMM WA
cepBepa, CHSB Talouyky C TyHKTa "OcCTaBUTh KOH(QUTYypaluio' W BBIOpAB COOTBETCTBYIOIIEE

3Hayenue noJis. [locae BeiOOpa Hy>)KHO HaxaTh KHOTKY "Bmepen".

MacTep HacTPOHWKHW MeXCeTeBoro 3KpaHa

KoHdurypauma

MOXHO COXPEaHMTE KOHDUIYPaLMIO WK 3arpy3nTe TEKYLLYHO
KOHDUIYpaLMio.

[] OCTEENTb KOH(WIYpPaLWD

3arpysuTe Paboyasa cTaHuma KOH(UIypauWa

Ecnu Bbl oTM CEPBEP » KOHPUIypaLUmno, To
CYLWECTBYIOWWE HACTPORKK 3KpaHa ByayT nepeonpeneneHsil.

OTMEHUTD | Hazag | - oK
| | |

Pucynox 180 - OxHO BbIOOpa KOHPUTYypalUK MEKCETEBOTO SKpaHa

[Ipu ypoue "Okcmeprt", Tume "Cucrema ¢ ceTeBbIM JOCTYNoM" H KOH(MUTrypanueu
"Pabouast cranmus" Ha BkIagke "JloBepeHHBIE CITYXOBI"' TOMKIIOYATCS CIEIYIONINE CITYXKOBI,
KOTOpbIE OYyT TOCTYIHBI U3 JIIOOBIX CETEeH U Y3JI0B:

— IPsec (Internet Protocol Security) - oOecrednBaeT 3alIuTy MPU CETEBOW IMepeaade
Hanpsimyto K [P u nmpepocrasisier MeToap! MM(PPOBAHUS JAHHBIX U ayTCHTU(DHUKAIIH
LEJIEBOTO y3Jla WU CETH, €CJIM Bbl HAMEPEBAETECh MCIOJb30BaTh CEPBEP VPNC WU
freeS/W AN, He oTKII0UYaliTe JAHHYIO OIIIHIO;

— mDNS (Multicast DNS) - mpeaocraBiseT BO3MOXHOCTh HMCIOJIb30BAHUS
uHTepdericoB mnporpammupoBanus DNS, ¢opMaroB mMmakeToB W oOmeparuoHHON
CEMaHTHKH B HeOONmbImMX ceTsx O0e3 crangaptHoro DNS-cepBepa, eciu B
HamepeBaeTech paboTarh ¢ Avahi, He OTKIIIOYANTE TaHHYIO OILHUIO;

— Kiment Samba - 3Ta ommmsi MO3BOJIIET MOJIYYUTHh JOCTYI U paboOTaTh B CETH C
Windows ¢ obmuM goctynom K ¢aiinam U mpUHTEpaM, JUIsl TOTO, 4TOOBI TaHHAs

HACTpOMKa BCTYMIIA B CHITY, HCOOXOIMMO YCTAaHOBUTH TTaKeT samba-client;
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— Kuuent cereBoii neuatu (IPP) - mpoTokos meyaTd, KOTOPBIA HCHOJB3YETCS IJIst
OCYIIECTBIIEHUs pacnpeneraeHHoi mneuatu, [PP (dyepe3 tcp) nmaer BO3MOXHOCTH
HOJYYUTh UH(OPMAIIHIO O MPUHTEPE (HApUMeEp, €ro BO3SMOKHOCTH M COCTOSTHHE), a
TaK)K€ MOKET YIMpaBJATh 33JaHMUSIMH T1€YaTH, €CIM Bbl HaMEPEBAE€TECh HACTPOUTHh
CETEeBOU MPUHTEP AJISl IEUaTH Yepe3 cups, He OTKIII0YaiTe 3Ty OMIIUIO.

IIpu ypoBue "Dkcmept", tume "Cucrema C CeTeBBIM JOCTYyNoM' M KOH(UTyparuei
"Cepsep" Ha BKJIanke "JloBepeHHbIE CIyXObI" TMOJKIIOUATCS Clenyromas ciyxoa, Kotopas Oyaer
JOCTYIIHA U3 JIIOOBIX CETEeH U y3JI0B:

— SSH (Secure Shell) - npoTokon ajis MOIKIIOUYEHUS] W BBINOJIHEHUS KOMaHJ Ha
YVIQJICHHBIX CHCTEMax, o0ecreunBaeT Oe3omacHoe MUuGPOBAaHHOE B3aWMOCHCTBHE.
Ecnu BBl aHupyeTe NOAKIIOYATHCA K MamuHe yaaleHHo no SSH depes
3alUIIEHHBIA 3KpaHOM HHTepdeiic, TO MOHaJI00UTCS YCTaHOBHUTH MakeT openssh-
server, JUIsl TOro, 4To0bl oOecrieunTh paboty SSH-cepBepa Ha BalieM KOMITHIOTEPE.

Hacrpoiika mapameTpoB Opanamayapa.

Ha manenu GpicTporo A0CTyIa HaXOAATCS KHOIKU YIPaBJIEHUS HACTPOMKAMHU MEXCETEBOIO
skpaHa. Kuoomku "Brmounts" W "BBIKIIOYNTB' pPErylIMpYyIOT HEMOCPEACTBEHHYIO paboTy
MexcereBoro skpaHa. Knomka "l[IpuMeHHTH" MO3BOJSET NPUHATH H3MEHEHHBIE HACTPONKU
MEXCETEBOT0 JKpaHa, 3aJaHHbIe BO BpeMs paboThl ¢ npuioxkeHueMm. Krnomka "Ilepeszarpy3uts"”
MO3BOJISIET Tepe3arpy3uTh TeKymylo KoHpurypamumoo. I[lyakt menio "[lapamerpsr”’ mo3Bosser
3a/1aTh IapaMeTpbl, HacTpauBaeMble B "MacTepe HacTpOHKH MEXCETEBOIO IKpaHa'.

B cnucke «JloBepeHHsle ciyxObl» (puc. 181) mokaszaHbl Te CIIy>KObI, KOTOpble OymyT
JIOCTYITHBI M3 JIOOBIX ceTed W y370B. JIJIsl KakIo#l CiayKOBI €CTh IMOJCKa3Ka (HYXXHO TOJBECTH
yKazaTellb MBIIIM K CIy)X0€) 0 ee HacTpolke W Ha3HaueHuH. Hampumep, eciam Bam TpeOyercs
pa3pelnTh YAAJEHHBIM y3jaM IOJKII0UYaThCsl HEMOCPEACTBEHHO K Balllel CUCTEME JJsl JOCTAaBKU
noutsl, To mnojakmounte onmuio "l[louta SMTP", MexcereBoll »KpaH pa3peliuT BXOMASIIYIO
noctaBky SMTP mnoutsl. Bam He HyXHO BKJIIOYATh ATy OMIMIO, €CJIM BBl MOJY4YaeTe IMOYTY C
cepsepa npoBaiinepa (ISP) mo nporokonam POP3 unu IMAP, unu ecnu Bbl HCHIOJIB3YETE YTHIIUTHI
tuna fetchmail. OOpature BHMMaHue, 4TO HeKOppekTHO HacTpoeHHbII SMTP cepBep moxer

PA3pCIINTh YAAJICHHBIMA MallIMHaM HCITI0JIB30BaTh Ball CCPBEP JIA pACCBUIKU CllaMa.
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=) HacTpoika MeXxceTeBoro sKpaHa

®aiin MapameTpbl Crpaeka

(% B @
MacTep MepesarpysnTb BhIKNOUUTE
3[eck MOXKHO 33aThk NOBEPEHHbIE CNyXObl, KOTOpsIe ByAyT AOCTYNHLI U3 MobbIX
Opyrue nopTel CETEN W Y3N0B.
NoeepeHHble MHTepd) Cnyxba ~ | MoMowHKWK no cucTeme Conntl ]
Mackapan [ Bacula
NepeHanpasnexne N¢ | | pNs L |
OUALTP ICMP O Fre fip 1
Monb3oBaTenbCcKkyue n D IMAP yepes SSL
| [0 1Psec b
| [ mDNS (Multicast DNS)
[] NFS4
[] OpenVPN
[] POP-3yepe3ssL R
[] RADIUS
[] Red Hat Cluster Suite [~
a " [>)

@ R
MexceTeBoi IKpaH BKI04EH.

& PaspelnTb AOCTYN TONBKO K HEOBXOAMMBIM CNyKBaM.

Pucynok 181 — Bknanka "JloBepeHnsle ciyxO0b1"

B cnucke «I[pyrne MMOpPThI» MOKHO TICPCUHUCIIUTL AOOIOJHUTCIBHBIC IIOPTHI, KOTOPLIC

CJIeMyeT OTKPBITH VISl yIaJICHHOTO JOCTYTIA.

MoxHo 100aBUTH,

U3MCHUTh W YJaJIUTb IIOPTHI

COOTBCTCTBYIOIIMMH  KHOIIKaMH.

Hcnonw3yiiTe dopmar nopr:nporoxon MNpU AoOaBiIeHUU TopToB (puc. 182). Hampumep, 4To0BI

paszpemuts IMAP-mocTyn 4epe3 3KpaH, HEOOXOIUMO YKa3aTh imap:tcp. TakKe MOXKHO SIBHO

3a/1aTh YWCIOBOW HOMep moprta. Hampumep, utoOsl mpomyctuth UDP-makets uepes 1234,

H606X0,I[I/IMO 3a1aTh 1234 :udp. HpI/I YKa3zaHNH HECKOJbKUX ITOPTOB OHU pa3ACIAOTCA 3allAThIMU.

(C Npunoxenms Mepexop Crctema @ & ¥

HacTpoiika MeXceTeBoro skpaHa
®aitn  [lapamMeTpel Cnpaska

=)

& =

MTH, 7 ®es, 15:34  root

MepesarpysuTs BbIK/IOYATE

HoBepenHbie CNyXGbl | No6aBLTe AONONHUTENbHBIE MOPTBI MM AMANa30HbI MOPTOB, KOTOPHIE ZIOMIKHBI
Dpyrue nopTe! BbITb NOCTYNHbI U3 APYTNX CETERA UM Y3108,

[NoeepeHHble MHTEPd
Mackapan

Nopt v Mpotokon  Cnyx6a

| ‘ HAcbasute
MopT M npoToKON x

KopsvHa =

MNepeHanpasneHue n
EI:IBEPVITE 3anuch U3 CNACKa UK BBEAWTE NOPT U

®unsTp ICMP e gl

Monb3oBaTenbckue n

MNopt v | Mpotokon
tcp
udp
tcp
udp
tcp
udp
tep
OnpeneneHHeIl Nonb3osaTeneM

Cnyxba
tepmux
tepmux
compressnet
compressnet

4
i
2
2
5
-
T
(]

A Pa3pelmTsb o

BM MopTOB.
e >

MeXCETEBOM 3KPaH BKIYEH.

OTMeHnTh

HACTPO/iKa MeXCETesoro .. [&] § ]

Pucynok 182 - Jlo6aBneHue mopra u mpoToKosa
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B crniucke «JloBepennsie uHTEpdeiich» (puc. 183) mokazaHsl ycTpoiicTBa, KOTOPbIE MOIy4aT
HNOJHBIA JocTyn K cucteMme. Hampumep, ecnm ethl momydaeT naHHBIE TOJBKO OT BHYTPEHHHUX

KOMITBIOTEPOB, BO3MO)KHO, BBl 3aXOTHTE PA3PELINTh MOAKIIOYEHUS C ITOTO YCTPOUCTBA.

= HacTpoika MeXXceTeBoro 3KpaHa e
®ain MNapameTpel CripaBka

Y f (5] o

MacTep MpuMeHUTs MepesarpysuTh BbIKTHOYUTE

NosepeHtble CYX6bl | OTMeTLTE MHTEpMEICH!, KOTOPLIM HYXHO NPENOCTABUTL MOMHLIA AOCTYN K
Apyrue noprel CUCTEME.

[loBepeHHbIe MHTepqg WHTepenc v | OnucaHne . [obaBuTh
Mackapan [ = eth+ -- Bce ycTpoicTtea eth+ -- -
NepeHanpasnexue na | | etho wired Ethernet, HWADDR 08:00:27:FB:12:96
®uneTp ICMP O eth -- He HacTpoeH --
Monb3oaTensckme Nl | (] jppp+ - Bce ycTpoiicTea ippp+ -

[0 isdn+ -- Bce ycTpoiicTea isdn+ --

1 ppp+ -- Bce ycTponcTea ppp+ -

O  tun+ -- Bce ycTpoiicTea tun+ --

] wlan+ -- Bce ycTporcTea wlan+ --

___;t OTMETbTE MHTEppeiChl, TONbKO eC/i Bbl IOBEPSETE BCEM YYACTHUKAM B
G B =3 COOTBETCTBYIOLLEN CETH.

Mex.ceTeBol 3KpaH BKNIOYeH. (M3MEHEH)

Pucynox 183 - Bxiragka "JloBepennsie nuHTepdeico”

Bxmagka «Mackapan» (puc. 184) mpenoctaBisieT BO3MOXHOCTb HACTPOUTH Y3€1 HWIH
MapuIpyTH3aTop, MOAKIIOYAONIUN JOKaIbHYIO0 ceTh K MHTepHeTy. JlokanbHasg ceTh MpU 3TOM HE
Oynmer BUAHA W3BHE, OyIeT JOCTyNeH TOlbKo onauH anpec. KHomka "J[oGaBUTH" mMO3BOSISIET

N00aBIISATh YCTPOMUCTBO.

HacTpoiika MeXceTeBoro skpaHa

@aiin MapameTpel Cripaeka

B Y S o

MacTep MpumeHnTh MepesarpysuTb BbIKNOYNTE

AosepeHHble cnY*6bl | BosmoxHOCTE Mackapaaa (Tonbko 4N IPv4) NO3BONSET HACTPONTL Y3eN UK
Jpyrue noprel MaplLpyTH3aTop, MOAKMIO4AIOLL A NOKANbHYIO CETh K MHTEpHEeTY. JIoKansHas ceTh
Npy 3TOM He ByAeT BUAHA W3BHE, ByAeT NuLb AOCTYNEH OAWH aapec.

OTMETUTL MHTepeickl Ang Mackapaga.

JoBepeHHble MHTEPD

népéﬁaﬁpaanenne al WHTepdeiic v  OnncaHme DobasuTe
QUALTP ICMP [0 = eth+ -- Bce ycTpoiicTea eth+ --
Mone3oeaTensckhe n | [C] etho wired Ethernet, HWADDR 08:00:27:FB:12:96

O eth -- He HacTpoeH --

O  ippp+ -- Bce ycTpoicTBa ippp+ --

[ isdn+ -- Bce ycTpoicTBa isdn+ --

0  pept+ -- Bce ycTpoiicTBa ppp+ --

0 tun+ -- Bce ycTpoiicTea tun+ --

[ wlan+ -- Bce ycTpoicTsa wlan+ --

_.ei: Ec/iu Bbl BKIIDYMTE BO3MOXHOCTE Mackapaga, To ANnS ceTen IPv4 Gy pet
@ D) *L aKTUBMPOBEHO NepeHanpasnedune IP.

MeceTeBoi 3KpaH BK/IIOYEeH. (M3MeHeH)

Pucynok 184 - Bknanka "Mackapan”
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Bknanka «IlepenanpaBiienue nmopToB» MO3BOJISET JOOABUTH 3aIUCH ISl TIepeHANpaBIICHUS

MOPTOB JIMOO C OJHOTO MOPTA IPYTrOMY B JIOKAJILHOW CHUCTEME, JIMOO U3 JTOKATBHON CHCTEMBI IPYTOM

cucrteMe (Hampumep, Tpu Mackapazae uHTep(deiica). Ha puc. 185 BumHo, uto mnms mo0OaBiieHUS

MIOPTOB HY)KHO yKa3aTh IapaMeTpbl UCTOYHHMKA U LIEJIH, a UMEHHO, BEIOpaTh HHTEpdEiic, MPOTOKOI

" TIOPT B OAHOMMCHHBIX MOJIAX, 3a4aThb IJIA LCJICBOI0 IOpTa (HOpT, OTIUYHBIM OT I/ICTO‘IHI/IKa) B

yAajeHHOU cucteme napameTpsl: "JlokanbHoe nepeHanpasienue’”, "HanpaBute agpyromy nopry" u

3agath "Anpec IP" u "l[lopt".

G, Mpunoxerns Mepexon CucTema w & F s g
) HacTpoiika MeXXceTeBoro aKkpaHa -0 x
@aitn NapameTpsl CrpaBka

B 4 [E=) (]

MacTep MpumeHnTe MepesarpysnTb BbIKNIOYU T

| Nlosepettibie Cnyxbbl | [loBassTe 3aNKcK 1A NEPEHANPABAEHUS NOPTOB NMBO € OAIHOFD NOPTA APYroMy B

| Dpyrue noptsl NOKaNbHOR cMCTeMe, N1MB0 3 NOKaNbHOR CMCTEMbI IPYTOA CUCTEME.
HosepeHHbie UHTERD TMepeHanpasneHe Apyroi CUCTeMe MMEeT CMLICA MpPY Mackapaae MHTeppenca.

| MepeHanpasneHne NopToB UCNoAb3YETCA TONLKO ans [Pv4.

Mackapan —
WHTeppeiic v | MpoTokon Mopt Ha appec Ha nopt | LobasuTh
| ennsTp ICMP = MepeHanpaBneHue NOPTOB x

Mons3oBatenscckne n BuibepuTe NapameTpbl MCTOMHIKE W LiEN.

WcTouHnk

WHTeppeiic: ‘ - BoibpaThb - 4“

MpoTokon: ‘:tcp < |

MopT: ‘ - BuibpaTh - ‘

Uene

ECK Bbl BK/IIOYNTE JI0Ka/lbHOE
nepeHanpasnexne, To HeoBXOANMO YKa3aTk
@ NOpT. 3TOT NOPT I0/IKEH OTANYATLCS OT NopTa
WCTONHMKE.

MeceTeBoi 3KpaH BKAIOYEH. (M3MeH|

[] JloKaneHOe NepeHanpasneHue

] HanpaewuTb ApyroMy nopTy

3

A OTKpPOWHTE LIeNeBor NOPT B yAaNeHHOR

cucTeme.
OIMEHUTb

HacTpoiika MEXCEeTeBoro ... |

Pucynok 185 - [lepenanpasnenue nopTos

MtH, 7 ®es, 15:37 root

[TpunoxeHue NpPeAOCTABISET BO3MOXKHOCTH ¢umibTpauuu nporokoida ICMP. B chucke

«@unetp ICMP» MoxHO ykazaTh Tumbl coobmenuit ICMP, koTtopeiM ciemxyeT OTKazaTh B

MIPOXOXKICHUH Yepe3 MeKCeTeBOM dKpaH (puc. 186).

Tumer ICMP:

— Bpewms mnpeBbimeHo — 3T0 cooOmeHne 00 omudKe TEeHEepUupyercs B Cirydae

IPEBBILIEHUS] 3HA4eHMsI «time-to-live» Makera WM IOBTOPHO

(bparMeHTUPOBAHHOTO MAKETA;

COOpaHHOTO

— 3ameUIeHHEe UCTOYHHMKA — 3TO COOOIIEHHE 00 OIIMOKE TOBOPHUT Y31y YMEHBUIUTH

CKOPOCTH OTIIPABKHU ITAKETOB;

W3m. |JIuct| Ne nokym | Ilogn |[lata
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3ampoc  MapmipyTUzaTopa —  3TO  COOOIICHHWE  WCIOJB3YeTCS  Y3JIOM,

COOTBCTCTBYIOIIIUM MHOI‘O&[[pGCHOfI CCBIJIKC, JJIA 3arpoca 0OBSBICHHS

MapuIpyTH3aTopa;
OObsiBIICHUE MapIuIpyTH3aToOpa — 3TO cooOrieHne UCIIOJIB3YETCS
MapuIpyTH3aTopaMu TUIst MEPUOUYECKOTO OOBSBICHHS [P-anpeca

HIMPOKOBEIIATEIHHOIO HHTEp(Peiica;

[lepenanpasienne — 310 cooduieHrne 00 omubke HHPOPMUPYET LUII03 O TOM, YTO
HaJI0 HalpaBUTh MAKET MO JPYroMy MapuIpyTy;

[IpoGnema mpuHTEpa - 3TO COOOIICHHE 00 OIMMOKE TeHEpUPYETCs, €CIM HEBEpEeH
3arosioBok IP, HanmpuMep, OTCYTCTBYET NapaMmeTp WX €ro AJIMHA He BEpHa;

Llenb HemoOCTYMHA - 3TO COOOILIEHUE TEHEPUPYETCS Y3JIOM HIIM IUTI030M, €CIIU LENb
HEJOCTYITHA;

Dxo-3anmpoc (MUHT) - 3TO cooOmeHne OyIeT HCIONIb30BaThCs ISl TPOBEPKHU
BO3MO>KHOCTH JIOCTYIIa K y3JIy C IOMOIIBIO YTHJIUTHI ping;

DX0-0TBET (pong) — 3TO OTBET Ha 3X0-3aIpocC.

HacTpoilka MeXceTeBoro s3KpaHa

®ann [MapameTpbl CnpaBka

B -?'_.-' ES) .

MacTep MpUMEHUTE [epesarpysnThb BBIKNIOYNTE

LoBepeHHbIe Cy Dbl MpoTokon ICMP (Internet Control Message Protocol) 0BblYHO MCNoNb3yeTca Ang
[lpyrue noprbl obmeHa cooblieHmamn 06 olwnbKax Mexay KOMNLIOTEPaMK B CETH, HO C ero
NOMOLL I TRKKE MOXKHO OTMNPaBNATE MH(OPMALIMOHHIE COOBLLEHNA, TaKME Kak
3aMnpockl U 0TBETHI ping.

OTMeTbTE B CMMCKE TUMbl ICMP, KOTOPLIM CIEAYeT 0TKa3aTh B NPOXOXAESHUN
MNepeHanpaenexue N( | yepes MexceTesoi 3kpaH. Mo YMOMYaHMIO OFpaHUYeHUiA HeT.

[loBEpeHHbIE MHTEPH
Mackapaa

Tun ICMP ~  Twun npoToKona

Monesosatencckue n [] BpemMa NpesbILIeHO ipv4, ipv6

[] 3amenneHwe UCTOYHMKE ipv4

[] 3anpoc MapLupyTh3aTopa ipv4, ipvé

[] ObbRABNEHWe MaplipyTH3aTopa ipv4, ipvé

] NepeHanpaBneHune ipv4, ipvé

] Npobnema napameTpa ipv4, ipvé

[] Uenb HepgocTynHa ipv4, ipvé

] 3xo-3anpoc (NuHr) ipv4, ipvé

[] 3xo-oTBeT (pong) ipv4, ipvé

()

MexCceTeBoi 3KpaH BKIYEH. (M3MeHeH)

Pucynox 186 - Bkinagka "®unstp ICMP"

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Takxe mpuiIoXKeHUe MO3BOJISIET 3a1aBaTh MOJb30BATEIIbCKUE MIPABUIIAa MEKCETEBOIO IKpaHa
Ha Bkiaake "llomp3oBaTtenbckue mpaBmia’. [l moOaBieHHs MpaBUI UCIIONB3YIOTCSA (ailibl B
dopmare iptables-save. HaxxaB kHomky "JloOaBUTBH" MOSBHTCS nuamoroBoe okHo (puc. 187), B
KOTOPOM HYXXHO YKa3aTh THUI IMPOTOKOJIA, TaOJIMILy SKpaHa, MyTh K (ailily 1 yTBEpIUTh U3MEHEHHUS

kaonkoi "OK". O tabnuiax skpana noapoOHee B moapasaene 9.3.

'@ HacTpoiika MexceTeBoro sKpaHa i
®ann [apameTpbl Cnpaeka
B ?f; = .
MacTep NpUMeHWUTL [lepesarpysuTb BbIKMOYUTH
AoseperHble cnyx6el | ng noGaBneHns AOMONHUTENbHbIX NPABIU MEXCETEBOr0 3KPaHa UCMONb3yATE
Jpyrue noprbl NpoW3BoNbHBIE (haiNbl € NpaBUNaMKH. 3TH thainbl fonxHbl BeiTe B (hopmaTe
[loBepeHHble MHTepd) sz
Mackapaz Tun  Tabnuua MM daitna | fobasuTe
MepeHanpasnerune ng =4 Monb3oBaTenbcKnin hann npasy x
?"”\bT\DﬁK_:M P_\ BoibepuTe TMN npoTokona, Tabnuuy

MEXCETEBOro 3KpaHa U (ain ¢
npasunamu.

Twn npoTokona: | ipv4 <

Tabnuua 3xkpaHa: |mangle - ‘

dain: | (HeT) =]

| OTMEeHUTb |

k

.fi} MNpoBepbTe HaCTPOWKW MEXCETEBOrO 3KPaHa Nocse NpuMeHeHns
DIl E] == MONb30BATENLCKWNX NpaBu.

MexceTeBOW 3KpaH BK/IHOYEH. (M3MEHeH)

Pucynok 187 - Bknagka "[lonb3oBarenbckue npasuia’

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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10 OBECIHIEYEHME LHEJOCTHOCTH

10.1 OcHOBHBIC CBeIeHNA

C umenpro obecriedeHUs] IETOCTHOCTH TMPOTPaMMHON Cpelbl YCTAaHOBKa W OOHOBIICHHE
OTIEPAIMOHHON  CHUCTEMBI  JIOJDKHBI ~ MPOBOAMWTHCS  TONBKO C  TIOMOIIBIO  JIOBEPEHHBIX
WHCTAJUISIIUOHHBIX JUCTPUOYTHBOB (KOMITAKT-IUCKOB, YAAJICHHBIX PEMO3UTOPHEB, BHEITHHX
HAKOMHUTENIeH W T.N.). B mporecce sKcIuTyaTaniuu peKOMEHIYETCsl IEPUOIUIECKA OCYIIECTBIIATh
MPOBEPKY IETOCTHOCTH UCIOTHSAEMBIX (hailiioB.

B MCBCdepa 6.3 CepBep HMEIOTCS CpeACTBa KOHTPOJIS LETOCTHOCTH YCTaHABIMBAEMBIX
MAKETOB MOCPEICTBOM MPOBEPKH UX MOJIMKUCH C TOMOIIBIO CIEIHATBLHOTO (TIPOBEPOYHOTO) KITFOUA,
WIYIIEro B KOMITJICKTE IMOCTAaBKA BMECTE C IUCTPUOYTHBOM M YCTAaHABIMBAEMOTO aBTOMATHYECKH, a
TaK K€ CPEICTBAa KOHTPOJIS IEIOCTHOCTH HCHOJHIEMBIX (HaiioB B TpoIecce 3KCIUTyaTalluu

CHUCTCMBEI.

10.2 KoHTpoJb 11eTOCTHOCTH NIPH YCTAHOBKE U 00HOBJICHHH CHCTEMBI.

B xoxe uHCTauisimuu M OOHOBJEHMSI CHUCTEMBI IMPOBEpPKA MOJIHUCEH yCTaHABIMBAEMBIX
MAKETOB OCYIIECTBISETCS MEHEIKEPOM IaKeTOB M BKJIIOYAETCS CJIEAYIOLUIMMH HAcTpoiiKaMu B
KOH(HUTypanMoHHOM (aiine:

— mapametpy gpgcheck npucBanBaeTcst 3HaUeHHE, paBHOE 1;

— mapametpy gpgkey nmpucBauBaeTcs MyTh K IPOBEPOUYHOMY gPE-KIIOUY.

[To ymomyanuio, MEHEI)Kep MaKeTOB HACTPOEH Ha YCTAHOBKY M OOHOBJIEHHE C KOMIIAKT-
JTCKA!

[InstallCD]

name=MSVSphere 6.3 Server

baseurl=file:///media/MSV Sphere_6.3_Server

enabled=0

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-MSVSphere

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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[UpdatesCD]
name=Updates from CD
baseurl=file:///media/MSV Sphere_6.3_Server_Updates/Updates
enabled=0
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-MSVSphere

st paspelieHus onepanuidi YCTAaHOBKHM M OOHOBJICHHS MAKETOB HEOOXOIUMO YCTaHOBHUTD
napaMmetpy enabled 3HaueHue, paBHoe 1:

enabled=1

[lpr HEOOXOAMMOCTH OOHOBJICHHUS W3 YNAJICHHOTO PEIO3UTOPHS CIEAyeT yKa3aTh alpec
PETO3UTOPHSL:

[fromhttp]

name=Updates from http

baseurl=http://<aapec peno3uropus>

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-MSVSphere

ITocne OOHOBJIEHUS CHCTEMBI HOECJIOCTHOCTE IMAaKETOB MOXHO IPOBEPATH IMOCPEACTBOM
nmoacucTa KOHTPOJIbHBIX CYMM C IMIOMOIIBIO KOMAaH/Ibl B KOHCOJIN

mdSsum <ums_aiina.pacimmpenne>, Kak mokasaHo Ha puc. 188.

El root@localhost:/media/MSVSphere 6.3 Server/Packages

Qain [paeka Bwa Mowck TepmuHan Cnpaeka

[root@localhost Packages]# (~]
[root@localhost Packagesl# mdSsum aide-0.14-3.s5p6.2.x86 64.rpm
8737633dc5ea8597d87d6cb43ac5e66T aide-0.14-3.5p6.2.%86 64.rpm
[root@localhost Packages]#

[root@localhost Packages]#

[root@localhost Packages]# md5Ssum checkpolicy-2.09.22-1.5p6.x86 64.rpm
099alf871158a9cf7adcb82fobfdfeca checkpolicy-2.08.22-1.5p6.x86 64.rpm
[root@localhost Packages]#
[root@localhost Packages]#
[root@localhost Packages]# mdSsum acl-
fc3f525669779b47d89e0cf593c71f5b acl-
[root@localhost Packages]#
[root@localhost Packages]# l

.2.49-6.5p6.x86_64.rpm
.2.49-6.5p6.x86 64.rpm IEI

Fd Pl

Pucynok 188 — [IpoBepka 11€JI0CTHOCTH MTaKETOB

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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10.3 KoHTpoJb 11eTOCTHOCTH B NpoIecce IKCIIyaTAlMU CHCTEMBbI.

B kauecTBe MHCTPYMEHTAJIBHOIO CPEJICTBA KOHTPOJS IEIOCTHOCTH CHCTEMBI B IpOLEcCce
AKCIUTyaTallid MOKHO UCMOJIb30BaTh yTuiauty AIDE.

Ytunury AIDE pexkomeHayeTcsi YCTaHOBUTH IPHU MHCTAISLUM CHUCTEMBI, IJISl 4YEro B
PYYHOM peXHME HaJI0 BbIOpaTh M yCTAaHOBKM BCE MPOTPAMMBI, PEATU3YIONIHE CPEACTBa
o6ezonacHoctu. Ecmu yrwimra AIDE He Obuia ycTaHOBIIGHA TPU WHCTAJUISIUHA  CHCTEMBI,
BBITNIOJIHUTE CJIEAYIOIINE IEHCTBUS C MpaBaMu aIMUHUCTpATOpa:

1. 3anaiite B KoH(pUTrypanrnoHHOM (paiiie 3HaueHne mapamerpa enabled=1.

name=MSVSphere 6.3 Server

baseurl=file:///media/MSV Sphere_6.3_Server

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-MSVSphere

2. BcraBbTe B YCTPOMCTBO UTEHHUS ONTHUYECKUX TUCKOB MHCTAJUISILIUOHHBIA KOMIAKT-IUCK U
JOKIUTECHh €r0 aBTOMAaTHUYECKOI0 MOHTUPOBAHHSL.

3. BeImonHUTE KOMaHIy B KOHCOJIN

yum install aide

@aiin konpurypanun yrunutsl AIDE naxoaurcs B /etc/aide.conf.

VYkazaTh KaTajor, B KOTOPOM OYyJeT XpaHUThCs 0a3a KOHTPOJIBHBIX CYMM, MOXKHO B CTPOKE:

@ @define DBDIR /var/lib/aide

3anarb, B KakoM (haitne Oyaer XpaHUThCS MH(OpMAIMS O KOHTPOJIBHBIX CyMMax, BpEMEHHU
Mo (UKAIIY 3aIIUIIaeMbIX (AJIOB M KaTaJlOrOB, MOXKHO B CIEIYIOIIECH CTPOKE:

database=file: @ @ { DBDIR }/aide.db.gz

[Ipeanonoxxum, uyto B (daitn aide.db.new.gz Oyaer mnomemeHa wuHoOpMaIUs o0
CTeHEePUPOBAHHBIX KOHTPOIBHBIX CyMMax (aiiyioB, MpH 3amycKe Mpolecca MHUIHAIN3auu aide --
init JyIst 3TOr0 YKa)KEM €ro B CIEIYIOUIEH CTpOKe:

database_out=file: @ @ { DBDIR }/aide.db.new.gz

Jlnst ykazanust paboThl co ckaThiM hopmaToM (aitnoB ykakem diiar YES B cTpoke:

gzip_dbout=yes

3amaTh YPOBEHb JIETAIU3AINHA MOKHO B CTPOKE:

verbose=5

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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Heo6xonumo Takxke yka3aTh (aiii, B KOTOPBIM OyZeT cOXpaHAThCS MH(pOpMaUs O XOJe

MIPOBEPKHU:

report_url=file:/var/log/aide.log

Jns BeIBoZa MH(OpMAIMK Ha SKpaH, HYXKHO 3aJaTh MOTOK stdout, Kak B cCieqyrouei

CTpOKE:

report_url=stdout

[IpoBepkOil 1LIEIOCTHOCTH MOXHO  YIPaBIIATH,

KOH(UrypanMoHHOro ¢aiina aide.conf:

#p:  paspeuieHus Ha Qaiin

#i: JECKpHUITOp inode

#n: KOJIMYECTBO CCBHUIOK

#u: OJIL30BAaTENb

#g:  rpymnma
#s:  pasmep

#b: KOJINYECTBO OJIOKOB

#m: mtime - Bpemsl mocieHed MoaupuKanmumn

#a:  atime - BpeMs IIOCJIEAHETO JOCTyIa

#c:  ctime - Bpems MOCJIeIHEro U3MEHEHUs aTpulyToB (aiiina

#S:  check for growing size

#acl: Access Control Lists

#selinux

SELinux security context

#xattrs: Extended file attributes

# ANTOPUTMBI XEIIUPOBAHUS
#md5: md5 checksum
#shal: shal checksum

#sha256:
#shaS512:

sha256 checksum
sha512 checksum

#rmd160: rmd160 checksum

#tiger: tiger checksum
#haval: haval checksum (MHASH only)
#gost: gost checksum (MHASH only)

#crc32: crc32 checksum (MHASH only)

yKa3bIBasi JApyrue InapameTpsl

N3m.
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#whirlpool:  whirlpool checksum (MHASH only)

# ['pynribl pa3pemeHni

#R: pHi+n+u+g+s+m+c+acl+selinux+xattrs+mdS

#L: pHi+n+u+g+acl+selinux+xattrs

#E: Empty group

#>: Growing logfile p+u+g+i+n+S+acl+selinux+xattrs

B (aiine MoxkHO co31aTh IMIa0JIOH, yKa3aB €ro MMs, 3HaK PaBHO U IEpeueHb MapaMeTpoB,
pa3[eNeHHbIX 3HaKOM "+, KaK HalpuMmep:

NORMAL = R+b+shal

[TpoBepuTh KaTamor MOXKHO, YKa3aB IyTh K HEMY M UMs 11a0J0Ha yepe3 npoodest, HarpuMep,
JUIs IpoBepKH Kartanora boot o madmony NORMAL HyxHO yka3aTh cilenyromiee:

/boot NORMAL

MoXHO Takke YKa3aTb KakMe IPOBEpPKM NPOBOJUTH B KaTajore ¢ IOMOILBIO
IPEJONPENeIEHHBIX TPOBEPOK:

/etc p+i+u+g

MO’KHO UCKITIOUUTH OT/IENbHBIE (ailiibl H3 001aCTH IPOBEPKHU:

!/etc/mtab

Hanpumep, ectb MHOXeCTBO (ailyioB, Uil KOTOPBIX TPOUCXOAAT IMEPUOANYECKHE
n3MeHeHus (Jioru, ainsi-iiaru, daitnpi-cemadopsl, Gaiasl ¢ HACHTUPUKATOPAMHU TPOIECCOB U
T.11.). [IpoBepKka KOHTPOJIBHBIX CYMM Takux (aiijioB He uMeeT cMbicia. [loaTomy nmpu oOHapy)eHUN
,JMX CIIeyeT BPYUYHYIO yIAIUTh U3 KOH(pUrypaunoHHoro Qaiina aide.conf. ABTOMaTH4eCKU U3 3TOTO
CIMCKA yAAJSIFOTCA:

/etc/adjtime

/etc/hosts

/etc/mtab

/var/log/*

/var/run/*

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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[Tocne yrouneHus: KoH(pUTYpauu HEOOXOIMMO CIE€HEpPHPOBATH 0a3y KOHTPOJIBHBIX CYMM
(ailsoB, 1JI 3TOT0 HYKHO 33JaTh KOMaH/ly HHUIMATIN3ALHH

aide --init, kak okazaHo Ha puc. 189.

C. NpunoxeHwa Mepexon CucTeMma wgg ‘f T Cpa, 16 OKT, 22:28 root|

root@localhost:~/Paboumii cron

@ain [paska Bwa Mouck TepmuHan Cnpaska
[root@localhost Paboumi cton]# aide --init

AIDE, version ©.14

aide — Dolphin
@ain Mpaska Bwa Mepeitw Cepsuc Hactpoika Cnpaska
L] L g . s L] +
Hasag ef 3naukw  Tabnusa CronBus  Munwamops  [se nawenn
To4xu BX0Aa ® ® [ Kopresas nanka > var> lib > aide Ceenenns
| 9 Domawnsn nanka 5 aide.db.gz

@ cers = & &

* Kopanna 0100L

o MSVSphere_6.3 5...

10011

fara 2013-10-16
wamenenan: 2114
Pasmep: 1.9 Mub

Ton: apxus Gzip

3 rhaina (3.9 Muk) a - @

Pucynok 189 - Muunmanuzanusa AIDE
B pe3yabTare MOJTyYUM CTeHEpUPOBAHHYIO 6a3y KOHTPOJIBHBIX CyMM

/var/lib/aide/aide.db.new.gz. [Ipumep comepxumoro 6a3bl nmpeactapieH Ha puc. 190.

fe@begin db

# This file was generated by Aide, version ©.14

# Time of generation was 2013-11-85 19:57:087

@adb spec name lname attr mds

Jusr/1lib64/1ibxtables.so ../../1ib64/1ibxtables.so 1 @
Jfusr/lib64/libdlm 1t.so libdlm 1t.s0.3.0 1 @
fusr/1ib64,/1ibplumb.so0.2 libplumb.soc.2.1.8 1 @
Jusr/1ib64/1ibevs.so libevs.s0.4.0.0 1 0
fusr/1ib64/1libpload.s0.4.0.0 8 4097 I4WdIGCy414n+0WSqR2ZKmw==
Jusr/1ib64/1ibstonith.so libstonith.so0.1.8.0 1 ©
fusr/1ib64/1libipétc.so ../../1ib64/1ibip6tc.s0 1 @
fusr/1ib64/1ibldap-2.3.50.0 libldap-2.3.50.0.2.31 1 @
Jusr/1ib64/1ibSaEvt.so libSaEvt.s0.3.0.0 1 ©
Jusr/1ib64/1ibldif.so /1ib64/1ibldif-2.4.50.2.5.6 1 @
fusr/1ib64,/1libipg.so ../../1ib64/1ibipg.s0 1 @
Jusr/1ib64,/1ibSaTmr.s0.3.0.0 8 4097 TfwaZqxEZjGCYBApXC213g==
Jusr/1ib64/1ibplumbgpl.s0.2.0.0 0 4097 AysSnzgiSL+rCZMeBZ2nghA==
Jusr/1ib64/1libccs.s0.3 libces.s50.3.0 1 0

fusr/lib64/1ibtotem pg.s0.4.0.0 @ 4097 204heAjgBmEKLOR170IG4g==
fusr/1ib64,/1ibSaMsg.s0.3.0.0 8 4097 YPdCkfz]33DPUTKKD7F24w==
Jusr/1ib64/1ibsaClm.so libSaClm.s0.3.0.0 1 ©
fusr/1ib64/1libcpg.so libcpg.so0.4.1.0 1 @
fusr/1ib64/1libcoroipcc.s0.4.0.8 0 4097 3NmpQJAMKtttY®EY&CF/WQ==
fusr/1ib64,/1ibpils.s0.2.0.8 0 4097 Ma8DsHIIMrdESasGXzvtlw==
Jusr/1ib64/1iblogthread.so liblogthread.so.3.0 1 ©
fusr/1ib64/libfenced.s0.3.0 0 4097 A73yglLGLbsNjN3U4JsQe3g==
Jusr/1ib64/1ibfence.so0.4 libfence.s0.4.0 1 ©
Jusr/1ib64/1ibsaAmf.so libSaAmf.s0.3.0.0 1 ©
Jusr/1ib64/1libcrmcluster.so0.1.0.0 @ 4897 6vKzH838b8J+32Ipe@WKkw==

)

al

TekcT v LUupuHa Tabynauum: 8w Ctpl,Crtnb 1l BCT

Pucynok 190 - ba3a koHTposibHbIX cymMM aide.db.new.gz

W3m. | Jluct| No noxkym | Ilonnm |[lara
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3areM CreHepupoBaHHYIO 0a3y KOHTPOJIBHBIX CyMM C TIOMOIIbIO KOMAHJBI B PEXHME

aJIMUHUCTpaTOpa

mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

nepeMeniaeM B ee cTanAgapTHoe nosoxenue /var/lib/aide/aide.db.gz, kak Ha puc. 191.

C Mpunoxenna Mepexon CucTema e ;S; Z

root@localhost:~/Pabouwi cton

@aian [paska Bwa Mowck TepmuHan Cnpaeka
[root@localhost Paboumn cTon]#
[root@localhost PaBouni cTon]#
[root@localhost Pabouni cTon]#
[root@localhost Pabouwnin cTonl#

[root@localhost Paboumi cTton]# mv /var/lib/aide/aide.db.new /var/lib/aide/aide.d

[root@localhest Pabouni cton)# i

== ¢ Cpp, 16 OKT, 22:39  root

= aide — Dolphin

®ain MNpaska Bua Mepeiitu Cepeuc HacTpoilka Crnpaska

&

Hazag Erepin | 3eauku | TaBauua  CTonBus

MukmaTiope  [Be nasenn

Touku Bxona @ ® (@ Kopresan nanka > var > lib > aide

¢ E5 NomawHss nanka —

S Cern =

Eeree | aidel.dbtargz

I KopsuHa
= MSVSphere_6.3_S... B

aide.db.new.gz

A rhaina (G 0 MuEL

CeeneHvn
aide.db.gz

0100
10011

lata 2013-10.16
WIMEHEHMA: 2144
Paamep: 1.9 MuB

Tur: apxwe Gzip

Pucynok 191 - [lepememenue 6a3er nanasix AIDE

Jnst mocnenyromeid mpoBepKr HEOOXOAMMO BBIMOJHUTHL KoMmaHAy aide --check. Otyer o

pe3ynbTarax mpoBepku OyaeT BbIBeAeH B KoHcoib (puc. 192). IIpoBepka cuuTaercst yCHEIIHOMH,

CCJIn OTYET HC COACPIKUT I/IH(I)OpMaI_[I/II/I 00 M3MEHEHHBLIX H YAAJICHHBIX q)afmax. B IMPOTUBHOM

CJIydac MOKHO CICJIaTb BbIBOJ O HAPYIICHUU LECJIOCTHOCTU CUCTCMBI.

(C Mpunoxenns Mepexoa Cucrema e & =

Yte, 17 OkT, 02:41 root

= &3 o

E=1 root@localhost:~/PaBounn cton R IO

®@aitn Mpaska Bua Mouck TepMunan Cnpaska
[root@localhost PaBouwii cton]# aide --check

“ile database must have one db_spec specification

AIDE found differences between database and filesystem!!
start timestamp: 2013-18-17 02:40:35

summary:
Total number of files: 35
Added files: 30
Removed files: ]
Changed files: ¢]

added: /boot
sdded: /boot/initramfs-2.6.32-279.22.1.5p6.x86_64.1img
added: /boot/efi

idded: /boot/efi/EFI

idded: /boot/efi/EFI/redhat

idded: /boot/efi/EFI/redhat/grub.efi

added: /boot/.vmlinuz-2.6.32-279.22.1.s5p6.x86_64.hmac
added: /boot/symvers-2.6.32-279.22.1.sp6.x86_64.9z
added: /boot/wvmlinuz-2.6.32-279.22.1.sp6.x86_64
added: /boot/grub

added: /boot/grub/device.map

idded: /boot/grubse2fs stagel 5

sdded: /boot/grubsgrub.conf

idded: /hnnt/grub/ufsz_staljel_s

sdded: /boot/grub/jfs_stagel 5

added: /boot/grub/ffs stagel 5

added: /boot/grub/xfs stagel 5

sdded: /boot/grub/fat stagel 5

idded: /boot/grub/minix stagel 5

idded: /boot/grub/menu.lst

sdded: sboot/grub/splash.xpm.gz

sdded: /boot/grub/vstafs_stagel 5

sdded: /boot/grub/stage2

[~

< Tl

Pucynok 192 - Beinonnenue aide --check

N3m. |JTuct

Ne noxym

IToan |/lata
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WNudopmannio 0 KOHTPOJIBHBIX CyMMaX, BpEMEHU MOAU(UKALMN KOHTPOJIUPYEMBIX (hailioB

U KaTaJoroB MokHo Oyzet yBuzaeth B aide.db.gz (puc. 193).

C Mpunoxedna [Mepexon Cucrema e) \' _./ ﬁ@ n:]]n Yrte, 17 OkT, 03:00 root
- i Ark x
aide.db
TEKCTOBbIA OOKYMEHT
fp@begin_db A
# This file was generated by Aide, version 0.14 a

# Time of generation was 2013-10-16 21:26:55
@@db_spec name Llname attr perm uid gid size mtime ctime inode lcount md5 rmdl60 sha256 acl xattrs selinux tiger
Jopt @ 12887002045 40755 0 0 4096 MTM4MTkz0DQyYNQ: MTM4MTkz 0DQYNQ; 262148 3 0 0 @ POSIX,dXNlcjo6cnd4Cmdyb3vw0jpyLXgKkb3Ro
/root O 12887002045 40550 0 0 4096 MTM4MTkzOTgwOA== MTM4MTkzOTgwO, 131074 30 0 0 @ POSIX, dXNlcjo6cildCmdyb3Vw0]jpyLXgKb3
/lib @ 12887002045 40555 0 0 4096 MTM4MTKOMTkyOQ: MTM4MTkOMTky0Q== 131077 13 0 0 @ POSIX, dXNlcjo6cildCmdyb3vw0]jpyLXgKb3R
Jetc O 4297064989 40755 0 0 0 0 0 917507 0 0 @ O POSIX,dXNlcjo6cnd4Cmdyb3vw0jpyLXgkb3RoZXI60nIteAo=,0 0 c31lzdGVtX3U6b2]1qZ'
/bin @ 12887002045 40555 0 0 4096 MTM4MTkEOMTkzO0Q: MTM4MTkOMTkz0Q== 655365 2 0 0 0 POSIX, dXNlcjo6cil4Cmdyb3vw0jpyLXgKkb3Ro
i 655362 11 8 8 0 POSIX,dXNlcjo6cilaCmdyb3Vw0ipylLXgK:
2 50 0 0 POSIX,dxNlcjo6cildCmdyb3vw0jpy L XgKkb3RoZXI6
= 786434 13 0 0 0 POSIX, dXNlcjo6cnd4Cmdyb3vw0]pyLXgKb3R
/sbin @ 12887002045 48555 0 0 12288 MTM4MTkOMTkzOA== MTM4MTKOMTkzOA== 14 2 0 @ 0 POSIX,dXNlcjo6cil4Cmdyb3vw0jpyLXgKb3RoZX
Jetcshal @ 4297064989 40755 0 0 0 0 0 931944 0 0 0 0 POSIX, dXNlcjobcnd4Cmdyb3vw0jpyLXgkb3RoZXI60NI teAo=,0 0 c3lzdGVtX3Ueb
Jetc/.pwd.lock © 4297864989 100600 0 0 0 0 0 919158 0 0 O 0 POSIX,dXNlcjoBenctCmdyb3VwljotLSOKb3RoZXI6010tL00=,0 6 c3lzdG
Jetc/rsyslog.conf 0 4297064989 100644 0 0 0 0 O 936207 0 0 0 0 POSIX, dXNlcjoScnctCmdyb3Vw0jpylLSEKb3RoZXI60NItLQo=,0 6 c31
Jetc/ipsec.d @ 4297064989 40700 0 0 0 0 0 947881 0 0 O O POSIX,dXNlcjo6cnd4Cmdyb3vw0jotlLSOKb3ReZXI60i0tL00=,0 0 c3lzdGViX
/etc/elinks.conf © 4297064989 100644 0 0 0 0 0 923347 0 @ 0 0 POSIX,dXNlcjobcnctCmdyb3VwljpyLSOKb3RoZXIGONItLQo=,0 0 c3lz
Jetc/shadow- @ 13960764349 100000 0 0 1470 MTM4MTkzODY4MA== MTM4MTkzODY4MA== 917556 1 fW4CFiDvzmMGMy5WWgG1i0: bRPEZ6pn U
Jetc/modprobe.d O 4297064989 40755 0 0 0 0 0 917512 0 0 O 0 POSIX,dXNlcjobcnd4Cmdyb3Vw0jpyLXgKb3RoZXI60nIteAo=,0 0 c31zdG
Jetc/gpidd.conf O 4297064989 100644 6 0 0 0 0 931945 0 0 © 0 POSIX,dXNlcjo6cnctCmdyb3Vw0]pyLSOKb3RoZXIE0NItL00=,0 0 c3lzd
Jetc/rhsm 6 4297064989 40755 0 0 0 0 0 923031 0 0 0 0 POSIX,dXNlcjoscnd4Cmdyb3VwljpylLXgKb3RoZXI60nI teAo=,0 6 c31zdGVEX3UB
Jetc/pango 0 4297064989 40755 0 0 0 6 0 925606 0 0O 6 0 POSIX, dXNlcjo6cnd4Cmdyb3Vw0jpylXgKb3RoZXI60nIteAo=,0 0 c3lzdGViX3U
Jetc/alternatives 0 4297064989 40755 0 0 0 0 0 918833 0 0 0 0 POSIX, dXNlcjobcnd4Cmdyb3Vw0jpyLXgKb3RoZXI60nIteAo=,0 0 c3lz
Jetc/slp.conf O 4297064989 100644 0 6 0 0 0 921986 6 0 0 O POSIX,dXNlcjobcnctCmdyb3Vw0]jpyLSOKb3RoZXI60nItLOo=,0 0 c3lzdGV
Jetc/at.deny 0 13960747965 100644 0 6 1 MTM20DA3MjczNw== MTM4MTkzNzc3MQ== 923513 1 alMp2piT40CZx9itXLnJQA== 0 AbpHGcglb+k
Jetc/mcelog 0 4297064989 40755 0 0 0 0 0 951424 0 0 0 O POSIX,dXNlcjo6cnd4Cmdyb3Vw0jpylLXgKb3RoZXI60nIteAo=,0 0 c3lzdGVEX3
Jetc/event.d 0 4297064989 40755 0 0 6 0 0 1064894 0 0 0 0 POSIX,dXNlcjo6cnd4Cmdyb3Vw0]jpylLXgKb3RoZXI60nIteAo=,0 0 c3lzdGVtL
Jetc/dracut.conf 0 4297064989 100644 0 0 0 0 O 938083 0 0 0 O POSIX,dXNlcjobcnctCmdyb3Vw0jpyLSOKb3RoZXIB0NItLOe=,0 0 c31lz
Jetc/mail @ 4297064989 40755 0 0 0 0 0 1086870 0 O 6 0 POSIX, dXNlcjobcnd4Cmdyb3Vw0jpylXgKb3RoZXI60nIteAo=,0 0 c3lzdGViX3U
/etc/ld.so.cache 0 4297064989 100644 0 0 0 0 O 951871 0 0 0 O POSIX,dXNlcjo6cnctCmdyb3Vw0]jpyLSOKb3RoZXIB0NItLO0=,0 0 c3lz S
Jetc/gimp G 4297064989 40755 0 0 0 0 0 930983 0 0 0 0 POSIX,dXNlcjobcnd4Cmdyb3VwljpylLXgKb3RoZXI60nIteAo=,0 0 c31lzdGVIX3U6 .,

< ] J<>

Pucynok 193 - PesynbraT nmpoBepku B daiine aide.db.gz

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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INPUJIOKEHUE

IHEPEYEHDB ITPOI'PAMMHBIX TAKETOB, HEOBXOJINMBbIX /JISA
OYHKIIMOHUPOBAHUA CPEJACTB 3AIIUTHI UTH®OPMAIINHN

Ne HaumeHoBaHHe MPOrPaMMHOI0 NaKeTa
1| apr-util-ldap
2 | bind-dyndb-ldap
3| ccs
4 | checkpolicy
5| cluster-cim
6 | cluster-glue
7 | cluster-glue-libs
8 | cluster-glue-libs-devel
9 | clusterlib
10| clusterlib-devel
11 | cluster-snmp
12 | cman
13 | cmirror
14 | compat-openldap
15| corosync
16 | corosynclib
17 | corosynclib-devel
18 | ctdb
19 | initscripts
20 | 1ipa-server-selinux
21 | iptables
22 | iptables-devel
23 | iptables-ipv6
24 | kernel
25| kernel-devel
26 | kernel-firmware
27 | kernel-headers
W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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28 | krb5-server-ldap

29 | ldapjdk

30 | libselinux

31| libselinux-devel

32 | libselinux-python

33| libselinux-ruby

34 | libselinux-utils

35| libsemanage

36 | lvm2-cluster

37 | mod_authz_ldap

38 | modcluster

39 | module-init-tools

40 | nss-pam-ldapd

41 | openais

42 | openaislib

43 | openaislib-devel

44 | openldap

45 | openldap-clients

46 | openldap-devel

47 | openldap-servers

48 | pacemaker

49 | pacemaker-cluster-libs
50 | pam_ldap

51| php-ldap

52| pki-selinux

53 | policycoreutils

54 | policycoreutils-gui

55| policycoreutils-newrole
56 | policycoreutils-python
57| policycoreutils-sandbox
58 | python-ldap

59 | gemu-kvm

60 | gemu-kvm-tools

61 | rdesktop

W3m. |Jluct| Ne noxkym | Iloan
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62 | selinux-policy

63 | selinux-policy-minimum
64 | selinux-policy-mls

65 | selinux-policy-targeted

66 | setup

67 | spice-client

68 | spice-glib

69 | spice-gtk

70 | spice-gtk-python

71| spice-server

72 | spice-vdagent

73 | spice-xpi

74 | system-config-firewall

75| system-config-firewall-base
76 | system-config-firewall-tui
77 | util-linux-ng

W3m. |Jluct| Ne noxkym | Iloan

Jara
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INEPEYEHH COKPAIIIEHWH
API Application Programming Interface (MaTepdeiic mporpaMmmMupoBaHus MPUIIOKEHUI)
ACL Access Control List (Criucok KOHTPOJISI TOCTYTIA)
AMTU | Abstract Machine Test Utility (AGcTpakTHass MalllMHHASI TECTOBAs YTHUIIUTA)
AIDE Advanced Intrusion Detection Environment (Cpena oOHapy:KeHUsI BTOP>KEHHI)
BIOS Basic Input/Output System (ba3zoBas cucrema BBOJa-BbIBOJIA)
CA Certification authority (LlenTp cepruduxarum)
CpPU Central Processing Unit (LleHTpanbHOE IpOLECCOPHOE yCTPOHCTBO)
CIFS Common Internet File System (O0mas ¢aiinoBast cucrema st TaTepHeT)
DN Distinguished Name (YHukampsHOE M)
DNS Domain Name System (Cuctema JOMEHHBIX UMEH)
DAC Discretionary Access Control (JIuckpellMOHHOE yIPABJICHHUE TIOCTYIIOM)
DCM Data Center Manager (Intel) (Ynpasnenuenanubivu nearpa Intel)
DHCP Dynamic Host Configuration Protocol (ITpoTokon ntuHamMuueckoil HaCTpONKH y3i1a)
ESP EFI System Partition (Cuctemnsiit pazaen EFI)
EPT Extended Page Tables (Pacmmpennas moaaepkka TabauIibl CTPAHHUII)
FTP File Transfer Protocol (ITporokon nepenaun aiinos)
GID Group Identifier (MnerTudukaTopsl rpymniisr)
GFS Google File System (Pacnipenenennas ¢aiiioBas cucrema)
GMT Greenwich Mean Time (Cpennee Bpems no I'punBuuy)
GPU Graphical Processing Unit (Mozayms rpadgudeckoro mpoiecca)
GRUB GRand Unified Bootloader (3arpy34nk ornepanmoHHONW CHCTEMBI)
GUID Globally Unique Identifier (I'moGaibHbIi YHHUKAIBHBINA HACHTU(DUKATOD)
HTTP HyperText Transfer Protocol (IIporokon nepegauu runeprekcra)
HTTPS | HyperText Transfer Protocol Secure (ITpoTokos, moaaepxuBaroiiuii mudpoBaHue)
IPA International Phonetic Alphabet (MexnyHapoaubiii oHeTHUECKUH andaBuT)
ID Identifier (MupenTudukatop)
ICMP Internet Control Message Protocol (ITpoTokoi MeKCETEBBIX YIPABISIIONIAX COOOIICHHI )
1P Internet Protocol (MexceTeBoi mpoTOKOM)
KDC Key Distribution Center (LleHTp pacnipocTpaHeHHs KIIIOUEH)

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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KVM Kernel-based Virtual Machine (BupryansHast Mmammna Ha 6a3e siyipa)

LDAP Lightweight Directory Access Protocol (O61erdéHHbIi TPOTOKOJ TOCTYIA K KaTaaoram)
LAF Lightweight Audit Framework (ITnar¢opma ayaura)

MLS Multilevel Security (MHOroypoBHeBas cucrema 0€30MacHOCTH)

MCS Multi-categories security (MHOToKaTeropuiiHas CucTeMa)

MAC Mandatory access control (Ilo1HOMOYHBIN KOHTPOJIb AOCTYIIA)

MTA Mail Transport Agent (AreHT 10CTaBKU IOYTHI)

MUA Mail User Agent (ITodToBBIl areHT MOJIB30BATEIIS)

NIS Network Information Service (Mudopmarnmonnas ciyx6a cetn)

NFS Network File System (IIpoToko:n ceTeBoro pocryna K (paidioBeIM cUCTEMaM)
NPT Nested Page Tables (IToxnepxka TaOIHIIBI BIOKCHHBIX CTPAHHII)

NM Node Manager (Menemxep y3ia)

PAM Pluggable Authentication Modules (IToakmoyaembie MOTyH ayTEHTU(DUKALIH)
PID Process IDentifier (MaenTudukatop mporecca)

PIE Position-Independent Executable (ITo3umnuu He3aBUCUMBIX UCIIOJIHUMBIX ITPOIpPaMM)
PIO Programmed input/output (IIporpaMMHBIX HHCTPYKLIMH BBOJa/BBIBOA)

PCI Peripheral component interconnect (B3auMocBsi3b nepudepuiiHbIX KOMIIOHEHTOB)
QEMU | Quick EMUlator (OmynsiTop anmapaTHOTO 00€CTieueHUsl pa3IMuHbIX M1aT(HOPM)
RBAC Role Based Access Control (YnpaBieHue 10CTyIIOM Ha OCHOBE poJieil)

SSSD System Security Services Daemon (Jlemon "CepBrcoB 6€301MacCHOCTH CUCTEMBI ')
SELinux | Security-Enhanced Linux (Linux ¢ yny4iieHHONH 6€3011aCHOCTHIO)

SVM Secure Virtual Machine (bezonacHas BupTyanbHas MallllHa)

SAN Storage Area Network (CeTh XpaHEeHHsI TaHHBIX )

SMB Server Message Block (biiok cepBepHBIX COOOIIICHMIA)

SMTP Simple Mail Transfer Protocol (IIpocToii mpoToKoI nepenayu mouThl)

SSH Secure Shell (be3onacHas 060104Ka)

TLS Transport Layer Security (be3omacHOCTs TPaHCTIOPTHOTO YPOBHS)

TE Type Enforcement (CoGnroenue TUnoB)

TTL Time to live (Bpems >xu3un)

TOS Type of Service (Tun yciyrn)

UID User Identifier (MnenTugukaTopsl Noap30BaTeNst)

URI Uniform Resource Identifier (YaubuumupoBanHbiii HACHTUPUKATOP pecypca)

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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URL Uniform Resource Locator (EquH000pa3Helii TokaTop pecypca)

USB Universal Serial Bus (YHuBepcanbHast mociaeaoBaTe/IbHas IIIMHA)

UDP User Datagram Protocol (IIpoToko: nonp30BaTenbCKUX AaTarpaMm)

UNIX Uniplex Information and Computing Services (CereBasi onepaniioHHas cucTema)
VT Virtualization Technology (TexHonorus BupTyanu3anim)

VFAT Virtual File Allocation Table (Buprtyansnas Tabnuna pasmenienus ¢ainos)
WINS Windows Internet Name Service (Ciy:x6a umén Windows Internet)

BM Buptyanbnas mammna

uT WudopmanroHHbIe TEXHOJIOTUU

oC OnepanmonHasi cuctema

I10 [IporpammHuoe obecrieueHne

[I19BM | [lepcoHanbHast 37€KTPOHHO-BBIYMCIUTENIbHAS MalllMHA

W3m. |JIuct| Ne noxkym | Iloxnm |[lara
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JIuct perucrpauuy M3MEHEHUN

N3m.

Homepa nuctoB (cTpanulr)

N3MCHCH-

HBIX

3aMCHCH-

HBIX

HOBBIX

aHHYJIMPO-

BaHHBIX

Bcero
JIUCTOB
(cTpanuir)

B JIOKYM.

JIOKYM.

Bxomsmmit
Ne compo-

BOOJUTCIIb-

HOTO JIOKYM.

U JaTta

Tloam.

Jlara




